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Preface

Thank you for choosing IP-COM. Please read this user guide before you start with CompFi 6
AC3000 Tri-band Cable-Free WiFi Router.

Conventions

The typographical elements that may be found in this document are defined as follows.

Item

Cascading menus
Parameter and value
Variable

Ul control

Message

Presentation Example

> System > Live Users

Bold Set User Name to Tom.

Italic Format: XX:XX: XX: XX XX:XX

Bold On the Policy page, click the OK button.

“n

The “Success” message appears.

The symbols that may be found in this document are defined as follows.

Symbol

yNote

N

1
=

=P

Meaning

This format is used to highlight information of importance or special interest.
Ignoring this type of note may result in ineffective configurations, loss of data or
damage to the device.

This format is used to highlight a procedure that will save time or resources.

For more documents

Go to our website at www.ip-com.com.cn and search for the latest documents for this

product.

Document
Data sheet

Quick installation
guide

User guide

Description

It introduces the basic information of the device, including product overview,
selling points and specifications.

It introduces how to set up the device quickly for internet access, the descriptions
of LED indicators, ports, and buttons, FAQ, statement information, and so on.

It introduces how to set up more functions of the device for more requirements,
including all functions on the web Ul of the device.


https://www.ip-com.com.cn/

Technical Support

If you need more help, contact us by any of the following means. We will be glad to assist you

as soon as possible.

W = @

+86-755-27653089 info@ip-com.com.cn WWW.ip-com.com.cn

Revision History

IP-COM is constantly searching for ways to improve its products and documentation. The
following table indicates any changes that might have been made since the user guide was

released.

Version Date Description
V1.0 2021-12-27 Original publication


mailto:info@ip-com.com.cn
http://www.ip-com.com.cn/

Contents

O e o N 1
1.1 LOG N 10 ThE WED Ul ettt ettt e e bt e st e et e st e e e bt e sabeeeabeesabeeeabeesabeeebeesanes 1
1.1.1 Log in to the Cable-Free (ROUtEr MOdE) AEVICE.......ccuiciuiieiieciieeriee ettt ettt e saae e sta e e saaeetaeensaeenens 1
1.1.2 Log in to the Cable-Free (AP MOAE) AEVICE ......ueccuiiiiieeiie ettt ettt rte e tee e seee et e s e e et e e s aaeesbaeesaaeebaeensneenens 4
1.2 LOG OUL OF the WED Ul ...ttt sttt e et e st e e bt e st e e eabeesabe e e st e sabeeeneesanee 7
7=« N 8
D T LY o JL U1 Yo 11 USSP 8
2.2 FreqUENTIY-USEA EIEMENTS .......viiiiiiee ettt e e e e et te e e s ta e e e e tte e e seaaaae e s taeeeeastbeeeessaeesansaeeeantseeesssaeesnsees 9
3 Cable-Free (ROULEI IMOTE) .......cccceiiirrriirisrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssnsssssssssssnnsssnsssnnnnes 10
3L Sy S M SEATUS oo 11
3.1.1 Check physical connections and deViCe INTO........cccuiiiiiiiii i e et e e e e aee e e e aaeeeeaes 11
3.1.2 Add SECONAAIY NOUES ..ceeueieiieieiieeite ettt ettt et sb e et e sttt e bt e sttt s bt e s b et e bt e sabeeeseesabee e st e sabeeeseesabeeenseesanes 17
R 1Y oY a1 Y o (= & o PSP 18
3.1.4 MaNQ@BE ONIINE EBVICES .....eeruiiiiiieiiet ettt ettt ettt ettt e be e sttt s bt e e b et e bt e sabeeeabeesabeeesseesbeeeseesabeeenneesanes 20
3.2 INTEINET SETEINGS «oooerieeeiiiie ettt e e et e st e e e e s b et e e e sr et e s aabn e e s s be e e s e nr et e s nbne e s s reee s enreeesnne s 23
0 A 1 =] g =] ] [ oY= PP PRPUPPPRN 23
3.2.2 WAN PATAMELELS .. s 32
32,3 LAN SO S s 36
3.2 VLAN SIS i aan 39
B3 WIT@ISS ettt sttt st s e b e et e bt s b bt b et e b e s b et e Re e e b et e e ba e e b et e s rae e en et e nnneennee s 44
e T A VY LT R =] oY= USSR 44
3.3.2 MaX rate & iSOIAtION ..veiiiieiiii et et reesres 45
B33 IMIAC fIIEEIS ettt ettt s be e s bt e s bt e s bt e bt et e eat e eh e e e b e e bt e ke e a b e e a b e ehtesheesheenbe e bt e bt enteenaeebeenbaens 47
3.3L4 AQVANCEA ...ttt e h et e r e s a e st sre e ae e saeen e n e aneennenreeas 52
3.3.5 GUEST NEEWOIK ..ttt ettt r et sen e sae e sae e sae e s et eaeean e eaneeaaeennesreeas 56
I o Te [l 4 F=T g = =T 0 T=Y o RS 59
B 0 Y= o =TT PP PR PPN 59
B A VT Y 1Ty o Yo | Y SR 60
IR e B\ =11 0 (T o= o Lol OO PP PR PPN 72
Y FoYoTo] Lo =4V AN ¢ TV 4 1 V= S UURUPURRN 81
3.5 SMart OPtIMIZATION oo, 87
3.6 AAAIrESS MESEIVALTION c...eeiiiieeiteeiie ettt ettt et s e e bt e s bt e bt e s bt e e bt e sab et e beesabe s e bbe s beeebbesab et e sbbesaneeesnneenneeen 88
K ST B O V7= V1 PP P P PTPP TR 88
3.6.2 Configure address rESEIVATION. .....cciii it e et e e e e e ettt e e e e e e s ettt e e e e e e e sesasbtaeeaaaeeesanstaaseeaseesnnnses 89
3.7 BaNAWIdEh CONTIOL ..coueiiiiiieieee ettt ettt s b et e bt e s bt e e bt e s b et e bee s b et e bbesaneeesnneeneees 91



0 0 I O 17 V1Y RN 91

BL7.2 IMIANUAL ittt ettt ettt h b e R R e e Rt s e Rt s b e e she e sRe e nhee bt e neenneeaneeneenraeas 92
TN 0 YU o TP PPV RSO PRROPRUPRTOPPRIN 94
374 LIMIT DY BrOUP ...eeiiiiieiee ettt ettt ettt et b e st e b e s bt e bt e s b et e bt e s b e e e bt e s bt e e bt e s be e e bt e e beeenneesares 95
3.7.5 Example of configuring limit by Sroup FUIES ........coouiiiiiiiii e 97
3.8 AULNENTICATION ..ttt e e st e e bt e st e e et e s bt e et e e s b et et s b e e e bt e s be e e neenares 101
3.8.1 CaPLiVE POILAl c..eieieeitie ettt et st et s bt e ettt e et e s bt e e bt s bt e sab e e sabeeenbee s beeenreenas 101
R O =T 4 = T =T 41T 0 PO PP OPPPRPR 108
3.8.3 Example of configuring USer ManagemMENT......c.c.ciiuiiiiiiiiie ettt st e s eenee e 112
I I 11 < a0 F= T g ==Y 0 =T o R USR 130
3.9.1 IP GrOUP/LIME SrOUP c.uveievieiieieieeeiteeeiteeeteeeeteesbeeeteesbeeebeesabaeesbessabaesasessatasanseesabeeansessntasansessnsaesnseesseessenan 130
3.9.2 MAC Q0SS fIllEEI ..ttt st sbe e sb e bttt e st sbe e b e e b e b e e b eanesaees 132
3L9.3 1P AdAIESS fIllEOI ..ot st s b e bt et et eb e b e e b e b eanesaees 138
BL9.4 POIE FIIEEE <.ttt ettt h e bbbt et bt sh e sb e e bt et eae e eh e e ebe e b e e b e e beeanesnees 143
305 URL I .ttt ettt et s be e b e bt e e et e a e sh e sh e sb e e bt et e Rt e bt e nhe e b e e b e e beeanesaees 149
B0 MIOTE e a e e e e e e e e e e aaeaas 159
R I ] | ol o 1V o [ = PO PP PO PPRROPRI 159
R I o T ol 4114 o] 4 o =P TS PT P OPPRROPRI 162
3.10.3 Remote WEB MaNa@BEMENT .....ciiiiiiiiiiiiiei ettt e e s s a e e e e s 163
3L00.4 DDINS s 166
3.10.5 POt fOrWATING ..eeeeiieieiieeiee ettt ettt et s e et e s bt e et e e sa bt e eabeesa bt e eabeesabeesabeesabeesnneesabeeenreenas 172
3.00.6 DIMZ NOST ..ttt ettt ettt ettt st s bt s bt e st et e a et ehe e e bt e bt e b e e et e ea b e sh e e she e she e bt e bt eateeh e e ebeeabe e beebeearesaees 178
BLA0.7 UPNP ettt ettt ettt s b e bbbttt e ae e eh ekt e bt e A ke e e b e ea b e sh b e she e ehe e bt et e eateeh b e eba e bt e beebeeabesates 182
3.00.8 SECUNITY SEELINES ..t aan 183
R R BV o N Y= o T PP 185
310,10 VPN BN ettt ettt b ettt et ehe e e bt e bt e b e e et e sa b e saeesbeesbe e bt eabeeabeebeeebe e b e e beeabeenbesanes 195
BLA0. 1D IPSEC weuteeuteteette it ettt et ettt st ettt e bt e et e s bt e s bt e s bt e bt et e ae e ehe e bt e bt e A ke e R b e ea b e eh e e nhe e ehe e bt ea bt enteeb b e ebeebe e beebeearesaees 196
3.10.12 MUII-WAN POIICY 1evtiieieiiieeiiitee et e ettt e e sttee e e sttt e seaate e e sbaeeeestaeesansteeesnsaeeeessseeesassaeessssneeesnsseesansnneesnssneenn 209
R 0 0 e T U] 21K o - [ V-SSR 213
0 I Y =TT (=T T T o ol PO TP PP 220
70t 0 20 o T Lo PO PP T PRSPPI PR PR RPRPR 220
R 5 00 U e Y= - Yo SRR 220
0t S 330 TP PP O R PP PR 223
N o TV o o W g = 0 T =T PSRRIt 224
3.11.5 CUSTOM OO0 . ... ittt st e st et s e s bt e s e e sab e sab e e sabee s beeeree e 225
3,106 BACKUD/TESTOTE ...veeeevei et ettt ettt eete e et e et e ebeeeebe e ebeeebeeeabeeeabeeeateaenbeesabeeenseesabeesaseesabeesaseestesenseesns 226
N AV =T .4 1 o =S UPU S SUPRNE 227
N SR DT T={ g Vo 1) d Tolk o Yo | ISP URPRNE 228
3.0 0.0 Sy St BIM IO L aaan 230
311,00 FUNCEION CENEET w.eiiiiiiiiiiiic ettt s b e e sb e seb e s bt e s bt e sab e e sabeesaaeesabeesanee e 232

4 Cable-Free (AP IMOAE) ....ccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiisesissssssssssssssssssssss s s s s s s s s s s ssssssssssssssssssssssssssssssssssssssssssssssssssssnnsnnsnnnns 233



N YA (= 0 ¢ IR = L AU LT PP PPPPPPPPRPPPPPPPPRE 234

0 I Yo [ YTl o Yo =Y Y g Vo Yo [T o LoV ol 3 SRS 234
4.1.2 CheCK d@VICE INFO...eiiiiiieieeieeecee et ettt ettt e b e b e b e b e e ar e sanesaeesreesaeenreenneenes 235
4.1.3 MANAGE ONIINE HEVICES ..c.uveiiiiiiieieiiieete ettt ettt ettt e st e bt e e sat e e sbe e e s bt e e bt e e sabeesaeeesabeennteesaneenneeas 239

4. 1.4 CheCk the RF STAtUS ..coueeiiiieiiieiitteriteee sttt ettt ettt e st e bt e s at e e bt e e s bb e e bt e e sabeesabeesabeennteesaneenneeas 240
B2 WIEEIESS ...ttt ettt et e h e et e b et bt e bt e e bt e e bt e s bt e e e Rt e e bt e e she e e Rt e e sh b e e hte e sa b e e eabeesbeeeaneesbeeeaneenas 241
4.2, 0 WIreIESS SEELINES. .ecuueiiiieiiieeitiee ettt ettt s et s bt e e bt e s a et e bt e e sh b e e abe e e shbeesbe e e sbbeebeeesabe e bt e essbeebeeesaneenneeas 241
4.2.2 MaX rate & iSOIATION .eouueeiiiieiieee ettt sttt e s b et e s b e nt e e sareenneeas 242
B2 3 IMIAC FIIEEIS ettt ettt e s e e bt e s h et e bt e e s h bt e bt e e sh bt e Rt e e e hb e e bt e e enb e e bt e e sabeennteesareenneeas 243
A ¥ V=T o Tol =T TSP PP U PRSP 248
R o =Tt a0 o I T 0 F= 1AV AY LSS 251
e Y oo F- T ao] o1 {14 aTvZ= 1 A (o] ISP PPPPPPPPPPPPPPPPRE 253
L VT PP 254
A4 L LAN SO NS oo 254
4.4.2 Remote WEB Management ..o, 256
AA3 QVLAN L 258
Y Y1 0Y (=10 F= o Vol PP P OPTPPPPPP 263
T8 U= o To Lo | A SRR 263
N A W) - [« [ T P O PP P TSP PP PPOPPPRPPPN 263

B 5.3 RSB i 266
4.5.4 PaSSWOIT MANAZET ..eeiueeeieeeitieeite ettt ettt e sitee sttt e sate ettt e ssteasbeeesaeeessetesaseaaseeesabeesaeeesaseenseesaseesaseesaseeanseesnseenneeas 267
4.5.5 CUSEOM FEIOOT.....eiuiiiiiiiiiit ettt sttt e s b bt e bt e e sba e e be s e sbae s be s e sbae e be s e sbneenaeesaneennnees 267
4.5.6 BACKUD/TESTOIE . .veiteeiitieeeiee ettt ettt eteeette e stbeeette e sbeeeteeestbeeetbeesabeeesseesabeeasseesabeessseeasseensseesssaensseessseensbeesaseensrens 269
O A (= 3 o o - 2 PR 270
R D 1Y = s T 1y ol e Vo FS PR 271

A, 5.0 Y M LM e, 273

Y 0T =T 4T N 276



Version 1.0

1 Login

1.1 Login to the web Ul

For initial use of this device, you can refer to quick installation guide to complete the setup

wizard before entering the web Ul.

If the device has been configured, please refer to the following steps.

1.1.1 Login to the Cable-Free (Router Mode) device

'\GT)" Tip

- In Cable-Free (Router Mode), the PoE WAN/LAN1 and WAN/LAN2 ports of the device serve as WAN
ports.
- The device works in Cable-Free (Router Mode) by default.

B Login with your computer

1. Connect the computer to the WAN/LAN3 or LAN4 port of the device with an Ethernet cable.
2. Start a browser on the computer, such as Google Chrome, and visit www.ipcwifi.com

i {E=S o ]
New Tab X

C | @ ipcwifi.com| e

3. Enter the login password, and click Login.
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&« C A Notsecure | ipcwifi.com/login.htm|?v=2024 T M e H

IP-COM

English

o -

——End

'\@‘ Tip

If the above page does not appear, please try the following solutions:
- Ensure that the device is powered on.

- Ensure that your computer is connected to the LAN port of the device, and is set to Obtain an IP
address automatically and Obtain DNS server address automatically.

- Reset the device and log in again. How to reset: When the SYS LED indicator is blinking, hold down the
RESET button with a needle-like object for about 8 seconds and release it when all the LED indicators
light solid green. When the SYS LED indicator blinks again, the device is reset successfully.

Log in to the web Ul successfully. See the following figure.

I p - c D M Cable-Free (Router M... Logout

(&) System Status
System Status

@ Internet Settings

© 2 Cable-Free devices try to join your network. Details

(]

Wireless
@& Node Management
&

Smart Optimization

@ser Device

1B.coM [ —

0

Cable-Free

Address Reservation _ Devices
nternet EW15DV1.0

Bandwidth Control
Authentication

. More Statistics
Filter Management Top 5 Fastest Devices | More Statistics
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Log in with your smartphone/iPad

Take smartphone as an example.

Connect your smartphone to the WiFi network of the device.
Start a browser on the smartphone, and visit www.ipcwifi.com
Enter the login password, and click Login.

ipcwifi.com O

1IP-COM

'\@‘ Tip

If the above page does not appear, please try the following solutions:
- Ensure that your smartphone is connected to the WiFi network of the device.
- Ensure that the mobile data is disabled.

- Reset the device and log in again. How to reset: When the SYS LED indicator is blinking, hold down the
RESET button with a needle-like object for about 8 seconds and release it when all the LED indicators
light solid green. When the SYS LED indicator blinks again, the device is reset successfully.

----End
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1.1.2 Log in to the Cable-Free (AP Mode) device

'\@,' Tip

In Cable-Free (AP Mode), the POE WAN/LANL1 port of the device serves as a LAN port generally connecting
to an upstream router, and the WAN/LAN2 port serves as a LAN port connecting to a LAN device.

B Log in with your computer

1. Connect the computer to the WAN/LAN2, WAN/LAN3, or LAN4 port of the device with an
Ethernet cable.

2. Setthe IP address of the computer to make sure the computer and the device are on the
same segment. By default, the IP address of the device is 192.168.5.1. If the device connects
to an upstream router or AC, its IP address can be obtained from the connected upstream
router or AC.

For example, if the IP address of the device is 192.168.5.1, set the IP address of the computer
to 192.168.5.X (X ranges from 2 to 254 and is not occupied by other devices), and the subnet
mask to 255.255.255.0.

3. Start a browser on your computer, such as Google, and enter the management IP address of
the device, which is 192.168.5.1 in this example.

w = O *
® FEET x +
C @ 192.1685.1 » 2
4. Enter the login password and click Login.
<« C A Notsecure | 192.168.5.1/loginhtml?v=2024 - % 2O :

IP-COM

English
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If the above page does not appear, please try the following solutions:
- Ensure the device is powered on.

- Ensure that the computer is connected to the LAN port of the device, and the computer and the device
are on the same network segment.

Log in to the web Ul successfully. See the following figure.

l p - c D M Cable-Free (AP Mode) Logout

System Status
System Status

& wireless

@ 4 Cable-Free devices try to join your network. Details

& Smart Optimization

@ More

e @ -

nternet EW15DV1.0

User Device

Cable-Free
evices

gt

Log in with your smartphone/iPad

Take smartphone as an example.

Connect your smartphone to the WiFi network of the device.

Configure the IP address of the smartphone to make sure the smartphone and the device are
on the same network segment.

For example, if the IP address of the device is 192.168.5.1, configure the IP address of the
smartphone to 192.168.5.X (X ranges from 2 to 254 and is not occupied by other devices), and
the subnet mask to 255.255.255.0.

Start a browser on the smartphone, and visit 192.168.5.1

Enter the login password, and click Login.
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@ 192.168.5.1 O

iP-COM

English

‘\@‘ Tip

If the above page does not appear, please try the following solutions:
- Ensure your phone has connected to the WiFi network of the device.

- Ensure that the mobile data is disabled.

--—-End

Log in to the web Ul successfully. See the following figure.

@ Internet Settings

B Wireless

@ Node Management

Address Reservation

B

®

5]

Bandwidth Control

) Authentication

®

@ Fiter Managerment Top 5 Fastest Devices | More Statistic

orne ; Downiced
o Host Name Upload Bandwidth  DOMTIad
] Maintenance = ke
B =
e OKE,
=
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1.2 Log out of the web Ul

If you log in to the web Ul of the device and perform no operation within 20 minutes, the
device logs you out automatically.

You can log out by clicking Logout on the upper right corner of the web Ul as well.
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2 Web UI

2.1 Web Ul layout

The web Ul of the device consists of three sections, including the level-1, and level-2
navigation bar, and the configuration area. See the following figure.

I p - c D M Cable-Free (Router M. Log

System Status
Internet Settings

@ Internet Settings WAN Ports

Internet Settings WAN Ports: 2

WAN Parameters

LAN Settings e Port Type:

VLAN Settings

WANT WAN2 LAN3 LAN4
Wireless
WAN1

“ cancel

]
'@‘Tip

Features and parameters in gray indicate that they are not available or cannot be changed under the current

condition.

NO. Name Description
Level-1 navigation . . . .

0 bar & It is used to display the function menu of the device. Users can select

L functions in the navigation bars and the configuration appears in the

Level-2 navigation , .

6 configuration area.
bar

e Configuration area It is used to view or modify your configuration.



Version 1.0

2.2 Frequently-used elements

The following table describes the frequently-used buttons available on the web Ul of the

device.

Button
Save

Cancel

Refresh

@

Cable-Free (Router M...

+ Add

7 pelete

%

Description

It is used to save the configuration on the current page and enable the
configuration to take effect.

It is used to cancel the changes you made.
It is used to refresh the current page to check the latest configuration.
It is used to view help information for the current page.

Click the drop-down list to select and switch the work mode of the cable-free
device. You can switch between Cable-Free (Router Mode) and Cable-Free (AP
Mode).

It is used to create a new rule or policy.

It is used to delete the selected rule, policy, or information.

It is used to edit the corresponding rule, policy or information.
It displays the status of the function, including enabled and disabled.

specifies the function is enabled and
disabled.

specifies the function is

It is used to search for relevant content on the page. The keywords supported in
the search bar are shown in the search bar preset content.
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3 Cable-Free (Router Mode)

In this mode, the device serves as a router which provides internet access and can form a
separate cable-free network with other cable-free devices.

Cable-Free primary node:
Cable-Free (Router Mode)

o
& %
= R
.lr "“
------- Mesh ------
Cable-Free secondary node Cable-Free secondary node

10
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3.1 System status

In this section, you can:

B Check physical connections and device info

B Add secondary nodes

B Monitor traffic

B Manage online devices

3.1.1 Check physical connections and device info

You can check whether the physical connections of the Cable-Free (Router Mode) node are
proper and check the basic information of each node in the cable-free network.

Click System Status to enter the page.

Check physical connections

The following figure indicates that the Cable-Free (Router Mode) node is connected to the
internet properly through a WAN port.

System Status

© 1 Cable-Free devices try to join your network. Details
e EEmEmEmmm——— 1
1 : User Device
: AN I
1 1
I A I 1
1 1 Cable-Free
1 1 Devices
1 Internet EW15DV1.0 :
1

The following figure indicates that the Cable-Free (Router Mode) node is not connected to
the internet properly through a WAN port. Please check whether that WAN port of the device
is connected to the internet properly, or the internet connection parameters you set are
correct.

11
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System Status

© No Cable-Free device is detected. Please add manually

User Device

Cable-Free
Devices

-----
TN
1 2] (21
AR
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
| FpSp——— |

Internet EW15DV1.0

Check the information of the cable-free primary node

On the System Status page, click the icon . You can check the basic device info, operating
status, LAN port status and WAN port settings of the cable-free primary node.

Device info

Device Info <
Location: EW15DV1.0
LED: a
SN:
Firmware Version: V16.01.0.4{2024)

Parameter description

Parameter Description

It specifies the location information of the node, which helps you easily locate it.
Location You can select a location description from the drop-down list or customize one as
required.

12
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Parameter Description

It specifies the status of the LED indicators of the node.

: It indicates that the LED indicators are turned on. You can judge the operating

LED
status of the device based on the LED indicators.
: It indicates that the LED indicators are turned off.
SN It specifies the serial number of the node, which is used to manually add the node

into a mesh network.

Firmware Version It specifies the current version of the node.

Operating status

Operating Status

Device Name: CompFi 6 Desktop Version AC3000 Tri-band Cable-Fr

ee WiFi Router

Operating Mode: Cable-Free Primary Node
Connected Devices: 1

System Time: 2021-06-01 17:22:08
Uptime: 0:20:14

CPU Usage: 2%

Memory Usage: 62%

13



Parameter description

Parameter

Device Name

Operating Mode

Connected Devices

System Time
Uptime
CPU Usage

Memory Usage

LAN port status

LAN Port Status

LAN IP Address:

MAC Address:

Parameter description

Parameter

LAN IP Address

Version 1.0

Description
It specifies the name of your node.

It specifies the current operating mode of the node.

— Cable-Free Primary Node: The node serves as a primary node in the
cable-free network and connects to a wired network. The node is
the only exit to the external network in the cable-free network and
transforms data between the Mesh network and the wired network.

— Cable-Free Secondary Node: The node serves as a secondary node
in the cable-free network and is used to extend the coverage of the
existing cable-free network through Mesh technology.

_\@,_Tip

If the node serves as a cable-free secondary node, the POE WAN/LAN1 port
and the WAN/LAN2 port are LAN ports.

It specifies the number of devices connected to cable-free network
currently.

It specifies the current system time of the node.
It specifies the duration the node has been running.
It specifies the current CPU usage of the node.

It specifies the current memory usage of the node.

192.168.5.1

D8:38:0D:EE:46:38

Description

It specifies the IP address of the LAN port of the node and is also the
management IP address of the node, which is 192.168.5.1 by default. LAN
users can visit this IP address to log in to the management web Ul of the
node.

The IP address of the secondary node is automatically obtained from the
DHCP server of the primary node.
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Parameter Description

MAC Address It specifies the physical address of the LAN port of the node.

WAN settings

WAN1 Settings

Connection Type: Cynamic [P
Status: networked

IP Address: 192.168.101.37
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.101.1
Primary DNS: 192.168.108.110
Secondary DNS; 192.168.108.108
Upload Rate: 0.13KB/s
Download Rate: 0.10KB/s

Parameter description

Parameter Description
Connection Type It specifies the internet connection type of the WAN port of the node.
It specifies the connection status of the WAN port of the node. If Disconnected
Status . .
appears, please check the physical connection of the WAN port.
IP Address It specifies the IP address of the WAN port of the node.
Subnet Mask It specifies the subnet mask of the WAN port of the node.
Default Gateway It specifies the gateway IP address of the WAN port of the node.
Primary DNS It specifies the primary/secondary DNS server address of the WAN port of the
Secondary DNS node.
Upload Rate

It specifies the real-time upload/download rate of the WAN port of the node.
Download Rate

15
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Check the information of the cable-free secondary nodes

On the System Status page, click the cable-free devices icon %:z:;z‘* next to the user device
icon @” you can check the device info of the cable-free secondary nodes.

Device Info X
EW15DV1.0 SN: inhiiiibhhbiaid )
Details
IP Address: 192.168.5.6 MAC Address: D8:38:0D:EE:47:E8

For more information, please cIickon the page of the target node.

Here, you can check or set the device info of the node, check its operating status, LAN port
status, cable-free link quality, and restart or delete the node.

Cable-free link quality

Cable-Free Link

Upstream Node MAC: D8:38:0D:EE:46:38

Cable-Free Link Quality: --- -- Excellent

Uplink Type/Strength: 5G /-18dBm

Negotiation Rate: 975Mbps

Parameter description

Parameter Description

It specifies the physical address of the interface used by the upstream node in the

Upstream Node MAC Mesh network to form the Mesh link.

Cable-Free Link

Quality It specifies the connection quality of the cable-free links.

It specifies the mode in which the node and its upstream node form a network

Uplink Type/Strength and the strength of the signal of the upstream node received by the node.

It specifies the rate at which the node performs negotiation with its upstream

Negotiation Rate
g node.
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Reboot the node
Click Reboot to reboot the node.
Delete the node

Click Delete to delete the node from the cable-free network. Nodes deleted from the cable-
free network will be restored to factory settings.

3.1.2 Add secondary nodes

Generally, the primary node device can automatically detect secondary node devices in
factory settings. If your secondary node device fails to be detected, you can also log in to the
web Ul of the primary node device to manually add secondary node devices.

Configuration procedures (add manually)

1. Click System Status to enter the page.
2. Click add manually.

System Status

User Device
WANT
WAN2 0

Cable-Free

Devices
Internet EW15DV1.0

3. Enter the SN (on the surface label) of the Mesh device to be added.
4. Click manually.

17
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Add new device X

SN:

-—-End

After the secondary node device is added successfully, you can click the cable-free devices
icon ("= on the right side of the System Status page to check its details.

System Status

@ No Cable-Free device is detected. Please add manually

WANT T l
1P-COM
WAN2Z

Internet EW150V1.0

User Device

Cable-Free
Devices

Ld"g

3.1.3 Monitor traffic

You can view the real-time upload and download bandwidth of the WAN ports, and check the
basic information of a client, such as upload/download bandwidth, uptime and so on.

Click System Status to enter the page, and click More Statistics.
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Traffic Monitoring X
0.20
0.18
0.16
0.14
0.12
0.10
0.08
0.06
0.04
0.02
09:31 09:30 09:29 09:28 09:27 09:26
Upload (Mb/s) Download {Mb/s) WAN1 TWAN2 ° All
Q
Concurrent Upload Download
Host Name (1) . . . Total Download Uptime
: : Sessions Bandwidth Bandwidth : B
27 OKB/s 1.0KB/s 31.3MB 1:11
B !

Parameter description

Parameter Description

It displays the name, IP address, and MAC address of the connected client.

'\@‘ Tip

If you want to add host name-based rules, such as adding an authentication-free

Host Name host using host name, you need to use the host name here.
: The client connects to the device in a wired manner.
=45 The client connects to the 2.4 GHz WiFi network of the device.
“ZC_: The client connects to the 5 GHz WiFi network of the device.
Concurrent Sessions It specifies the concurrent sessions established by the client.
Upload Bandwidth It displays the current upload/download bandwidth of the client. You can set the

maximum upload/download bandwidth for a client. For details, refer to Manage
DOWnload BandWldth Online deviceS.

Total Download It specifies the total download traffic generated by the client.

Uptime It specifies the duration the client has been connected.
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3.1.4 Manage online devices

You can edit the name of user devices, set the upload and download bandwidth separately or
in batches, or block a device from accessing your network.

Click System Status to enter the page.

The System Status page displays the top 5 clients with the highest speed. Click the User
Device icon ? to manage all connected user devices.

System Status

© No Cable-Free device is detected. Please add manually

: I
1 User Device :
WAN1 1 I
a - L ___________ ‘
o V
Cable-Free

Devices
Internet EW15DV1.0

[ o o o
I Top 5 Fastest Devices | More Statistics :
1

1 ]
I . Download o - . :
: Host Name Upload Bandwidth Bandwidth Upload Limit Download Limit Blacklist :
1 1
1 1
I LAPTOP-678 Z o ) 1
1 0KB/s 1.0KB/s No Limit No Limit Blacklist 1
1 1
1 1
1 1
I LAPTOP-345 Wi I

s s o Limi o Limi acklis

1 OKB/: OKB/: No Limit No Limit Blacklist :
18

Set bandwidth limit for connected clients

To limit the upload and download bandwidth for one or several devices, select a pre-defined
value from the drop-down list of Upload Limit and Download Limit, or select Manual to
specify a value.
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Bandwidth Control and Blacklist X

Online Devices  Blacklist Limit Al Q

Host Name (2) 4 Associated Node ~ _P'0% Download Upelled] (i Dl Ut Blacklist
0S ame ssocClate ode Bandwldth Bandwldth ploa mi ownloa mi acKlls
LAPTOP-345 2 .
3 Z EW15DV1.0 OKB/s O0KB/s No Limit No Limit Blacklist
a
No Limit
LAPTOP-678 2 ; 32KB/s
£z EW15DV1.0 OKB/s O0KB/s No Limit Blacklist
249 64KB/s
128KB/s

Manual (Unit: KB/s)

Add devices into the blacklist

To block unknown devices from accessing your network, click the Blacklist button to blacklist
them. The blocked devices will be moved to the Blacklist tab page and cannot access the
internet through the device.

Bandwidth Control and Blacklist X

_____ i )
Online Devices : Blacklist ) el Q
[F— |
Upload Download
A . A ; .
Host Name (2) Associated Node — e — Upload Limit Download Limit Blacklist
LAPTOP-345 Z - mm———— .
l = EW15DV1.0 0KB/s OKB/s No Limit No Limit | Blackiist 1
a [ E— 1
LAPTOP-678 Z
= EW15DVI.0 OKB/s 1.0KB/s No Limit No Limit Blacklist

2.4G)

Remove devices from the blacklist

To remove devices from the blacklist, click the User Device icon (=== on the System Status
page, click Blacklist, then click Remove to remove the target device.
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Bandwidth Control and Blacklist X

facit | |
Online Devices :Blacklist 1 m Host Name/MAC Q
1

Host Name (1) MAC Address Remove

LAPTOP-345 94:C6:91:29:C2:C4
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3.2 Internet settings

In this section, you can configure:

B |nternet settings

B WAN parameters

u LAN settings
B VLAN settings

3.2.1 Internet settings

Overview

Version 1.0

On this page, you can configure or change the internet settings to enable the device to access

the internet.

If you are using the device for the first time or you restored the device to factory settings, you
can follow the quick setup wizard to complete the internet settings. After that, you can

change internet settings or set up more parameters here.

Click Internet Settings to enter the page.

WAN Ports

WAN Ports: Z

Port Type: m

WANT WANZ LAN3Z

23
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Parameter description

Parameter

WAN Ports

Port Type

WANT

Connection Type:

Status:

Connection Type:

Status:

Parameter description

Parameter

Connection Type

PPPoE Username
PPPoE Password

Server Name
Service Name

PPTP Server
Address

L2TP Server
Address

User Name

Version 1.0

Description

It specifies the number of WAN ports. By default, the device has 2 WAN ports (PoE
WAN/LAN1 and WAN/LAN2). You can change the WAN port number as needed.
You can set 3 WAN ports at most.

It specifies whether a port is connected.
: The port is connected properly.

: The port is disconnected or not connected properly.

Dynamic IP

Dynamic IP

Disconnected

Description

It specifies in what way the device connects to the internet.

The options include PPPoOE, Static IP, Dynamic IP, PPPoE Russia, PPTP/PPTP Russia,
and L2TP/L2TP Russia. Refer to the table Choose your connection type for details.

These two parameters are required only when your internet connection type is
PPPoE or PPPoOE Russia. You can obtain them from your ISP.

These two parameters are required only when your internet connection type is
PPPoE or PPPoOE Russia. You can obtain them from your ISP. These two parameters
are optional.

This parameter is required only when your internet connection type is PPTP/PPTP
Russia. You can obtain it from your ISP.

This parameter is required only when your internet connection type is LZTP/L2TP
Russia. You can obtain it from your ISP.

These two parameters are required only when your internet connection type is
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Parameter

Password

Obtain an IP
address

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

Status

Version 1.0

Description
PPTP/PPTP Russia or L2ZTP/L2TP Russia. You can obtain them from your ISP.

This parameter appears when your internet connection type is PPPoE Russia,
PPTP/PPTP Russia, or LZTP/L2TP Russia. If there is no DHCP server in the network,
select Manual and enter the IP address and related parameters. If there is a DHCP
server in the network, select Auto, and the device will obtain these parameters
from the DHCP server.

These parameters are required only when your internet connection type is Static IP
or if you set Obtain an IP address to Manual when your internet connection type is
PPPoE Russia, PPTP/PPTP Russia, or LZTP/L2TP Russia. The Secondary DNS
parameter is optional. You can obtain them from your ISP.

It specifies the internet connection status of the WAN port.

— Authenticated successfully/networked: The WAN port is connected to the
internet or server.

— Connecting...: The WAN port of the device is connecting to the internet or
server.

- Disconnected: The port is physically disconnected, or fails to connect to the
internet or server. Please check whether the physical connection is proper, or
the parameters you entered are correct.

Set up internet connection

|
’

“Tip

N

D)

The parameters for accessing the internet are all provided by your ISP.

Choose your connection type

Available parameters

Connection type

PPPoE username, PPPoE password, service name, and server name. PPPoE

IP address, subnet mask, default gateway, primary DNS, and secondary DNS Static IP

(optional)

None or the device is connected to an upstream device which can access the .
Dynamic IP

internet and has its DHCP server enabled.
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Available parameters

PPPoE username, PPPoE password, service name, and server name.

If the DHCP server of the upstream device is disabled (means you have to select
Manual for Obtain an IP address), then the IP address, subnet mask, default
gateway, and primary DNS are required.

PPTP server address, user name, and password.

If the DHCP server of the upstream device is disabled (means you have to select
Manual for Obtain an IP address), then the IP address, subnet mask, default
gateway, and primary DNS are required.

L2TP server address, user name, and password.

If the DHCP server of the upstream device is disabled (means you have to select
Manual for Obtain an IP address), then the IP address, subnet mask, default
gateway, and primary DNS are required.

PPPOE

1. Click Internet Settings to enter the page.
2. Set Connection Type to PPPoOE.

Version 1.0

Connection type

PPPoE Russia

PPTP/PPTP Russia

L2TP/L2TP Russia

3. Enter the PPPoE Username and PPPoE Password provided by your ISP. If the Server Name or
Service Name is also provided, enter them in the corresponding input box as well.

4. Click Save.

WAN'

Connection Type: PPPoE
PPPoE Username:

PPPoE Password:

Server Name:

Service Name:

-—-End

The device connects to the internet successfully when the Status is displayed as

Authenticated successfully.
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‘\@" Tip

If you fail to access the internet, please try the following solutions:
- Check whether the parameters you entered are correct.
- Try changing WAN parameters.

Static IP

1. Click Internet Settings to enter the page.

2. Set Connection Type to Static IP.

3. Enter the IP Address, Subnet Mask, Default Gateway, Primary DNS, and Secondary DNS
(optional) provided by your ISP.

4. Click Save.

WANT

Connection Type: Static IP
IP Address:

Subnet Mask:

Default Gateway:

Primary DNS:

Secondary DNS:

----End

The device connects to the internet successfully when the Status is displayed as networked.

’,

“Tip

N,

Wt)-

If you fail to access the internet, please try the following solutions:
- Check whether the parameters you entered are correct.
- Try changing WAN parameters.
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Dynamic IP

1. Click Internet Settings to enter the page.
2. Set Connection Type to Dynamic IP.

3. Click Save.
WANT
Connection Type: Dynamic IP
----End

The device connects to the internet successfully when the Status is displayed as networked.

WANT

Connection Type: Dynamic IP
2 |
I Status: networked :
e e

Save Cancel

‘\@‘ Tip

If you fail to access the internet, please try the following solutions:
—  Check whether the connection type you selected is correct.

- Try changing WAN parameters.
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PPPoOE Russia

1. Click Internet Settings to enter the page.

2. Set Connection Type to PPPOE Russia.

3. Enter the PPPoE Username, PPPoE Password provided by your ISP. If the Server Name,
Service Name, IP Address and other related parameters are also provided, enter them in the
corresponding input box as well.

4. Click Save.

WANT

Connection Type: PPPoE Russia
PPPoE Username:

PPPoE Password:

Server Name:

Service Name:

Obtain an IP address: Auto

--—-End

The device connects to the internet successfully when the Status is displayed as networked.

'\@,' Tip

If you fail to access the internet, please try the following solutions:
- Check whether the parameters you entered are correct.

- Try changing WAN parameters.
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PPTP/PPTP Russia

1. Click Internet Settings to enter the page.

2. Set Connection Type to PPTP/PPTP Russia.

3. Enter the PPTP Server Address, User Name, and Password provided by your ISP. If the IP
Address and related parameters are also provided, enter them in the corresponding input box
as well.

4. Click Save.

WANT

Connection Type: PPTP/PPTP Russia

PPTP Server Address:

User Name:

Password:

Obtain an IP address: Auto
--End

The device connects to the internet successfully when the Status is displayed as networked.

'\@‘ Tip

If you fail to access the internet, please try the following solutions:

—  Check whether the parameters you entered are correct.

- Try changing WAN parameters.
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L2TP/L2TP Russia

1. Click Internet Settings to enter the page.

2. Set Connection Type to L2TP/L2TP Russia.

3. Enter the L2TP Server Address, User Name, and Password provided by your ISP. If the IP
Address and related parameters are also provided, enter them in the corresponding input box
as well.

4. Click Save.

WANT

Connection Type: L2TP/L2TP Russia

L2TP Server Address:

User Name:

Password:

Obtain an IP address: Auto
--End

Wait for the device to complete rebooting. The device connects to the internet successfully
when the Status is displayed as networked.

‘\@" Tip

If you fail to access the internet, please try the following solutions:
—  Check whether the parameters you entered are correct.

- Try changing WAN parameters.
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3.2.2 WAN parameters

If you have set internet connection parameters but your LAN devices cannot access the
internet still, try modifying WAN port parameters here.

Click Internet Settings > WAN Parameters to enter the page.

WAN Parameters

WAN Speed: Auto Negaotiation

MTU: 1500

MAC Address: Default MAC

WAN2

WAN Speed: Auto Negotiation

MTU: 1500

MAC Address: Default MAC
WAN speed

By default, the WAN speed of cable-free nodes is set to Auto Negotiation, which is
appropriate for almost all cases. If the WAN port is properly connected and the Ethernet
cable is not damaged, but in the Internet Settings module, the WAN port is still in grey color.
In this case, you can change the WAN speed to 10 Mbps Full Duplex or 10 Mbps Half Duplex
to fix the problem.

Otherwise, you are recommended to retain the default option Auto Negotiation.
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MTU

WAN Parameters

WANT

WAN Speed:

MTU:

MAC Address:

WAN2

WAN Speed:

MTU:

MAC Address:

Auto Negotiation
Auto Negotiation
1000 Mbps Full Duplex
100 Mbps Full Duplex
100 Mbps Half Duplex
10 Mbps Full Duplex
10 Mbps Half Duplex

Auto Negotiation

1500

Default MAC

Version 1.0

MTU is abbreviated for Maximum Transmission Unit. It specifies the maximum size of a
packet that can be transmitted by a network device. If your connection type is PPPoE or
PPPoE Russia, the default MTU value is 1492. If your connection type is Static IP or Dynamic IP,
the default MTU value is 1500.

WAN Parameters

WANT

WAN Speed:

MTU:

MAC Address:

WAN2Z

WAN Speed:

Auto Negotiation

1500

Default MAC

Auto Negotiation

In general, it is recommended to retain the default option for the MTU value unless you

encounter the following conditions:

- You can neither access some websites nor open security sites (such as online banking
websites or PayPal).
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- You can neither send nor receive Emails, or access servers such as FTP and POP
servers.

In this case, you can try gradually reducing the MTU value (recommended range: 1400 to
1500) to fix the problem.

MTU Value Scenario
1500 It is the most common value for non-PPPoE connections and non-VPN connections.
1492 It is used for PPPoE connections.
1480 It is the maximum value for the ping function.
1450 It is used for DHCP, which assigns dynamic IP addresses to connected devices.
1400 It is used for VPN.

MAC address

If the device still fails to access the internet after you completed internet settings
configurations, probably the ISP bound the internet account with a MAC address (physical
address). In this case, you can try MAC address cloning (method 1 or method 2) to fix the
problem.

m Note

Please clone the MAC address of the computer or the MAC address of the WAN port of the router on which
you set up the dial up internet connection.

Method 1: Use the computer on which you set up the dial up internet connection
for cloning

1. Use an Ethernet cable to connect the computer on which you set up the dial up internet
connection to the cable-free network.
2. Start a web browser on the computer, and visit 192.168.5.1.
3. Login to the web Ul of the cable-free node (router mode) and navigate to Internet Settings >
WAN Parameters.
. Select Clone Local Host MAC for MAC Address.
5. Click Save.
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WAN Parameters

WANT

WAN Speed: Auto Negotiation

MTU: 1500

MAC Address: Clone Local Host MAC
-—End

Method 2: Use another device for cloning

1. Record the correct MAC address.

2. Loginto the web Ul of the cable-free node (router mode) and navigate to Internet Settings >
WAN Parameters.

3. Click the MAC Address drop-down list and select Manual, enter the correct MAC address
(“the MAC address of the computer which directly connects to the Ethernet jack and has
internet availability” or “the MAC address of the WAN port of the router on which you set up
the dial up internet connection”).

4. Click Save.

WAN Parameters

WANT
WAN Speed: Auto Negotiation
MTU: 1500
MAC Address: 94:C6:91:2C:B5:49
WAN2 Current MAC

Default MAC

Clone Local Host MAC
WAN Speed:

Manual

--—-End
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If you want to restore the MAC address of the WAN port to the default MAC address, navigate to Internet
Settings > WAN Parameters, click the MAC Address drop-down list, select Default MAC, and click Save.

3.2.3 LAN settings

On the Internet Settings > LAN Settings page, you can check the LAN IP configuration of the

device and configure the DHCP server.

Click Internet Settings > LAN Settings to enter the page.

LAN IP

The LAN IP is the LAN IP address of the node and also the management IP address of the

node. The default LAN IP is 192.168.5.1 and the subnet mask is 255.255.255.0

LAN Settings

LAN [P
LAN IP Address: 192.168.5.1
Subnet Mask: 255.255.255.0

Generally, you do not need to modify LAN settings unless an IP address conflict occurs. For
example, if the WAN port IP address obtained by the node and its LAN port IP address are on

the same network segment; or, the IP address of another device in the LAN is also

192.168.5.1.

After the LAN port IP address is modified, you will be automatically redirected to the login
page. If not, please verify that the IP address of the management host is set to Obtain an IP
address automatically and Obtain DNS server address automatically, and then try again to

access the new LAN port IP address.

'\@' Tip

If the new LAN port IP address is not on the same network segment as the original LAN port IP address, the
system will automatically match and modify the DHCP address pool to make it on the same network

segment as the new LAN port IP address.
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Parameter description

Parameter Description

It specifies the IP address of the LAN port of the device, which can be used to log in

LAN IP Address to its web Ul. The default IP address is 192.168.5.1.

It specifies the subnet mask of the LAN port of the device. The default subnet mask

Subnet Mask is 255.255.255.0.

DHCP server

DHCP server can automatically assign IP address, subnet mask, gateway address, DNS and
other Internet information to user devices of the LAN.

If you disable DHCP server, you need to manually configure the IP address information on the
LAN device to access the Internet. Please keep the DHCP server enabled if there is no special
case.
DHCP Server
+ Add T Delete
Interface DHCP Address Pool Subnet Mask Gateway Primary DNS Status Action

bro 192.168.5.100~200 2552552550 192.168.5. 182.168.5.1 [ @ Z

Click + Add to add a DHCP server and click Delete to delete a DHCP server.
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Parameter description

Parameter

Interface

Start IP

End IP

DHCP Address Pool
Subnet Mask

Gateway

Primary DNS

Secondary DNS

Lease Time

Status

Action

Version 1.0

Description
It specifies the interface of the DHCP server.

It specifies the start IP address of the DHCP address pool.
By default, it is 192.168.5.31.

It specifies the end IP address of the DHCP address pool.
By default, it is 192.168.5.200.

It specifies the address range of the DHCP address pool (the assignable addresses).
It specifies the subnet mask assigned by the DHCP server to clients.
It specifies the default gateway address assigned by the DHCP server to clients.

It specifies the primary DNS server IP address assigned by the DHCP server to
clients. The cable-free node (router mode) supports DNS proxy function, and the
primary DNS address is the LAN IP address of the node by default.

'\@" Tip

Generally, you are recommended to keep the default setting.

If it is necessary to change the default setting, please set this parameter to a correct
DNS server IP address or DNS proxy IP address, to enable clients to access the
internet.

It specifies the secondary DNS server IP address assigned by the DHCP server to
clients. This parameter is optional. If it is empty, the DHCP server does not assign it
to clients.

It specifies the validity period of the assigned IP address, which is 30 minutes by
default.

When half of the lease time has elapsed, the client sends a DHCP request to the
DHCP server to renew the lease time. If the request succeeds, the lease time is
extended according to the request. Otherwise, the client sends the request again
when 7/8 of the lease time has elapsed. If the request succeeds, the lease time is
extended according to the request. Otherwise, the client must request an IP
address from the DHCP server after the lease time expires.

It is recommended that you retain the default value.
It specifies the status of the DHCP server. You can toggle it on or off as required.

It specifies the operations you can perform on the DHCP server.

Z : Click it to edit the DHCP server.

“ : Click it to delete the DHCP server. The default DHCP server cannot be deleted.
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3.2.4 VLAN settings

Overview

VLAN, abbreviated for Virtual Local Area Network, is a technology which divides LAN devices
into different network segments logically rather than physically to create virtual work groups.
It is used to divide the work stations in the switch-formed network into logical groups among
which broadcast is isolated. Work stations in a group belong to a same VLAN and can
communicate like they are connected to a same network segment no matter where they
physically are. However, due to the isolation of broadcast packets, the VLAN cannot
communicate with each other and packets must be forwarded by a router or other layer 3
packet forwarding devices.

Compared with the traditional Ethernet, VLAN has the following advantages:

- Control the range of broadcast domain: Broadcast messages in the LAN are restricted
in a VLAN, which saves bandwidth and improves network processing capability.

- Enhance the security of the LAN: Because messages are isolated in the data link layer
by the broadcast domain divided by VLAN, the host in each VLAN cannot directly
communicate with each other and messages have to be forwarded by a router or
other layer 3 network devices.

- Create virtual work groups freely: VLAN can create virtual work groups irrespective of
physical network range. A user can still access the network without having to change
network configurations as long as he or she remains within the virtual work group
even if his or her physical location changed.

Add VLAN

The cable-free device supports IEEE 802.1q VLAN, which can be used in the network
environment where QVLAN is divided.

1. Click Internet Settings > VLAN Settings.
Click + Add.

VLAN Settings @

} Add T Delete

VLAN 1D VLAN Name IP Address Subnet Mask Wired Port Remark Action

3. Configure a VLAN rule in the pop-up window.
4. Click Save.
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Add X

VLAN ID:

VLAN Name:

IP Address:

Subnet Mask:

Wired Port: LAN3 LAN4

Remark:

--—-End

Parameter description

Parameter Description

It specifies the identifier of the VLAN, which is used to divide separate VLANs in a

VLANID LAN. Different IDs stand for different VLANSs.

VLAN Name It specifies the name of the VLAN interface.

P Address It specifies the IP address of the VLAN interface and devices connected to the
interface can use this IP address to log in to the web Ul of the router.

Subnet Mask It specifies the subnet mask of the VLAN interface.

Wired Port It specifies the physical port supported by the VLAN.

Remark It specifies the remarks of the VLAN.
It specifies the operations you can perform on the rule.

Action Z : Click it to edit the rule.

. Click it to delete the rule.
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After the VLAN is added successfully, you can view the added VLAN on the Internet Settings >
VLAN Settings page. See the following figure.

VLAN Settings ©
+ Add T Delete
VLAN ID VLAN Name IP Address Subnet Mask Wired Port Remark Action
10 VLAN1O 192.168.6.1 255.255.255.0 LAN4 - Z

Besides, you need to set a DHCP server for the VLAN, so as to enable clients under the VLAN to
automatically obtain IP address from the node to access the internet.

Modify VLAN
1. Click Internet Settings > VLAN Settings.

2. Locate the VLAN rule to be modified and click L

VLAN Settings ©
L Add Tl Delete
VLAN ID VLAN Name IP Address Subnet Mask Wired Port Remark Action
10 WLANT1O 192.168.6.1 255.255.255.0 -- LAN4 — Z

3. Modify parameters.
4. Click Save.
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Edit
VLAN 1D: 10
VLAN Name: WLAN1O
|P Address: 192.168.5.1
Subnet Mask: 255.255.255.0
Wired Port: M LAN3
Remark:
--—-End
Delete VLAN

1. Click Internet Settings > VLAN Settings.

2. Locate the VLAN rule to be deleted and click ﬁ

VLAN Settings

+ Add W Delete
[J VLANID VLAN Name IP Address Subnet Mask Wired Port
O 10 WLAN10 192.168.6.1 255.255.255.0 - LAN4
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Click OK after confirming the pop-up reminder.

Confirm X

Delete?

--—-End
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3.3 Wireless

On this page, you can change the wireless configurations of the cable-free primary node.

The device supports tri-band WiFi networks at most. By default, the device adopts wireless
networking with one 5 GHz band exclusively used to establish a cable-free link, and the 2.4
GHz band and the other 5 GHz band used for client access.

3.3.1 Wireless settings

On this page, you can configure the basic wireless parameters, including enable/disable WiFi
networks, change the WiFi network name, set the WiFi password and other parameters.

Click Wireless > Wireless Settings to enter the page.

'\@' Tip

The 2.4 GHz WiFi network 1 SSID (WiFi name) and WiFi password have been set as the default SSID policy.

The configuration of 2.4 GHz WiFi network 1 SSID and WiFi password will be synchronized to other nodes
applied with the default SSID policy (By default, all secondary nodes are applied with the default SSID policy
in the cable-free network).

Wireless Settings

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

WIiFi Network1

Enable WiFi Network: [ @

Unify 2.485 GHz SSID: [ @

Turn on Unify 2.4&5 GHz SSID, the 5GHz SSID and password will be synchronized to the 2.4GHz SSID and password, and can not be changed
2.4 GHz SSID: P-COM CB3ACS

WiFi Password: No Password
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Parameter description

Parameter Description

Every band of the node supports 4 WiFi networks and only WiFi network 1 is

WiFi Network1/2/3/4 enabled by default.

Enable WiFi Network It is used to enable/disable the corresponding WiFi network.

After this function is enabled, the 2.4 GHz WiFi network shares the same SSID

(WiFi network name) and WiFi password with the 5 GHz WiFi network, and

the parameters of the 5 GHz WiFi network on the Wireless Settings and Max

Rate & Isolation module automatically synchronize with those of the 2.4 GHz

WiFi network and cannot be changed separately. When a wireless client

connects to the cable-free device, it will be automatically connected to the
Unify 2.4&5 GHz SSID WiFi network with the best network quality.

'\®,' Tip

If there are clients in your network which supports only the 2.4 GHz WiFi
network, to guarantee these devices can normally connect to the WiFi
network as well, you are recommended not to enable this function.

SSID It specifies the WiFi network name of the corresponding WiFi network.

It specifies the password of the corresponding WiFi network. For WiFi

WiFi Password o -
network security, it is strongly recommended that you set a WiFi password.

It specifies that no WiFi password is set. Under such circumstances, the

No P
o Password corresponding WiFi network is open.

After this function is enabled, the SSID will be hidden and will not appear in
the available network list of clients (such as smartphones), which enhances
Hide SSID the security of the WiFi network.

If you want to connect to a hidden WiFi network, manually enter the SSID on
your client.

It specifies the maximum number of clients allowed to connect to the WiFi

network.

Max. Clients . . . -
If this value is reached, new clients cannot connect to the WiFi network
unless some clients are disconnected.

VLAN ID It specifies the VLAN ID of the WiFi network.

3.3.2 Max rate & isolation

On this page, you can configure the maximum rate and isolation. This function is disabled by
default.

Click Wireless > Max Rate & Isolation to enter the page.
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Max Rate & Isolation

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

WiFi Network1

SSID: IP-COM _CB3ACS
Isolate the WiFi Network:
Shared Download Rate: No Limit

Shared Upload Rate: No Limit

WiFi Network?2

SSID: IP-COM_CB3ACH

lzolate the WiFi Network:

Parameter description

Parameter Description
SSID It specifies the WiFi network name of the node.

After this function is enabled, clients connected to this WiFi network cannot
Isolate the WiFi Network  communicate with clients connected to other WiFi networks of the cable-free
system, thus enhancing the security of WiFi networks.

It specifies the maximum upload/download rate shared by clients connected
to the WiFi network. No Limit means to set no limit on the maximum
upload/download rate of the WiFi network.

Shared Upload/Download
Rate

This function is valid only for WiFi Network2/3/4.

After this function is enabled, clients connected to the WiFi network can
access only the internet, and can access neither the LAN nor the web Ul of
the node.

No Access to LAN
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3.3.3 MAC filters

Overview

On this page, you can allow or forbid WiFi network access from specified clients by setting
MAC filter rules. By default, this function is disabled.

Click Wireless > MAC Filters to enter the page. The following displays the page when the
function is enabled.

MAC Filters
MAC Filters: . @

MAC Address Filter

SSID MAC Address Filter

P-COM_CB3ACS Disable

MAC Filters List

+ Ada T Delete

MAC Address Remark Effective Network Status Action

Click + Add to add a MAC filters rule and click Delete to delete a MAC filters rule.

Parameter description

Parameter Description

specifies the MAC filters function is disabled and specifies the MAC filters

MAC Filt
ners function is enabled.

It specifies the name of the enabled WiFi network of the node.

MAC Address '(ﬁ)' Tip
. SSID
Filter

By default, the SSID of 2.4 GHz WiFi network, 5 GHz 1 WiFi network, and 5
GHz 2 WiFi network is the same. Therefore, only one SSID is displayed by
default.
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MAC Filters List
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Description

It specifies the MAC address filter mode.

— Disable: It specifies that the MAC address filter function is not
enabled on the WiFi network and all wireless clients are allowed to

MAC connect to the WiFi network.
Address — Only Allow: It specifies that only the wireless clients in the MAC
Filter Filters List are allowed to connect to the WiFi network.

— Only Forbid: It specifies that only the wireless clients in the MAC
Filters List are forbidden to connect to the WiFi network. Other
wireless clients can connect to the WiFi network.

MAC

It specifies the MAC address of the wireless client.
Address

Remark It specifies the remarks of the MAC address.

Effective . . )
Vet specifies the WiFi network on which the rule takes effect.

Network

Status It specifies the status of the rule. You can enable or disable the rule as

required.
It specifies the operations you can perform on the rule.

Action Z : Click it to edit the rule.

“* : Click it to delete the rule.

Set MAC filters rule

Enable the MAC filters function

1.

3.

Click Wireless > MAC Filters.
2. Toggle on MAC Filters.

Click Save.

MAC Filters

MAC Filters:

Set MAC address filter mode

1.
2.

Select the appropriate MAC Address Filter mode as required.

Click Save.
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MAC Address Filter

SSID MAC Address Filter

IP-COM CB3ACS Disable
Disable
Only Allow

Only Forbid

Add a MAC filter rule
1. Click + Add to enter the configuration page.
2. Add a MACffilter rule.

(1) Enter the MAC address of the wireless client on which the MAC filter rule applies.
(2) (Optional) Set a remark for the MAC address.

(3) Select a WiFi network on which the MAC filter rule takes effect.

'\@' Tip

Click + to add a MAC filter rule and click — to delete an unsaved MAC filter rule.

3. Click Save.
Add X
MAC Address Remark Effective Network Operation
All -+
—-End

You can check the newly added MAC filter rule on the Wireless > MAC Filters page
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Example of configuring MAC filters rule
Network requirement
An enterprise uses cable-free devices to set up a network.

Requirement: Only a procurement personnel is allowed to connect to the WiFi network
(Procurement) of the cable-free primary node for internet access.

Solution

The MAC filters function can meet this requirement. Assume that the physical address of the
computer of the procurement personnel is CC:3A:61:71:1B:6E.

Configuration procedures

1. Click Wireless > MAC Filters.
2. Enable the MAC filters function.
(1) Toggle on MAC Filters.

(2) Click Save.

MAC Filters

MAC Filters: . 8

3. Set the MAC address filter mode.

(1) Select a MAC Address Filter mode for the WiFi network “Procurement”, which is “Only
Allow” in this example.

(2) Click Save.

MAC Address Filter

SSID MAC Address Filter

Procurement Only Allow

4. Add a MAC filter rule.
(1) Click + Add.
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MAC Filters List

I + Add I T Delete

R e o

MAC Address Remark Effective Network Status Action

(2) On the Add configuration window, set the following parameters:

- Enter CC:3A:61:71:1B:6E in the MAC Address input box.

- Enter Procurement personnel in the Remark input box.

- Select Procurement from the drop-down list of Effective Network.
(3) Click Save.

Add
MAC Address Remark Effective Network Operation
CC:3A6T71:1E: Procurement pe Procureme... + || —

Save Cancel

Added successfully. See the following figure.

MAC Filters List

4+ Add T Delete
| MAC Address Remark Effective Network Status Action
CC:3A61:71:1B:6E Procurement personnel Procurement a 2 W
——End
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Verification

Only the before-mentioned wireless client can connect to the WiFi network “Procurement”
while other clients are blocked.

3.3.4 Advanced

On this page, you can set the advanced wireless settings, such as transmit power, network
mode, channel, and channel bandwidth.

Click Wireless > Advanced to enter the page.

Advanced ©)

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

2.4 GHz WiFi Network: (@) Enable Disable
Wireless Networking: Enable o Disable
Transmit Power: 29
Country/Region: China

Network Mode: n+256QAM

Channel: Auto

Channel Bandwidth: 20MHz
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Parameter

2.4 GHz/5 GHz WIiFi
Network

Wireless Networking

Transmit Power

Country/Region

Version 1.0

Description
It is used to enable or disable the WiFi function of the corresponding band.

After this function is enabled, the router can use this band to perform
wireless networking.

L/ Note

If the wireless networking function is enabled on more than one band, the
router will perform load balancing and network accordingly; therefore, the
networking performance of the cable-free system is improved, but the
capacity is reduced. Please choose the appropriate band to enable the
wireless networking function. Below are some suggestions:

- Capacity-oriented: Enable the function only on the 5 GHz 2 band.
-  Coverage-oriented: Enable the function on both the 2.4 GHz and 5
GHz 1 bands.
It specifies the transmit power of the corresponding band.

The higher the transmit power, the wider the WiFi coverage. However, an
appropriate reduction of transmit power can help improve the performance
and security of the WiFi network.

It specifies the country or region where the node is located. Please select the
correct country or region.
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Parameter Description

It specifies the WiFi network mode of the corresponding band.

Network modes of the 2.4 GHz WiFi network include 11b, 11g, 11b/g,
11b/g/n, and n+256QAM. By default, the router works in the n+256QAM
mode.

— 11b: In this mode, only 802.11b wireless clients are allowed to access
the 2.4 GHz WiFi network.

— 11g: In this mode, only 802.11g wireless clients are allowed to access
the 2.4 GHz WiFi network.

- 11b/g: In this mode, 802.11b and 802.11g wireless clients can access
the 2.4 GHz WiFi network.

= 11b/g/n: In this mode, wireless clients compliant with 802.11b or
802.11g and wireless clients working at 2.4 GHz and compliant with
802.11n can access the 2.4 GHz WiFi network.

— n+256QAM: Wireless clients compliant with 802.11b or 802.11g and
wireless clients working at 2.4 GHz and compliant with 802.11n can
access the 2.4 GHz WiFi network.

QAM, abbreviated for Quadrature Amplitude Modulation, is a
modulation scheme that moderates amplitude on two orthogonal
carriers. Using the orthogonality of sine wave and cosine wave, it
moderates two signals at the same time, improving the modulation

Network Mode efficiency. In the n+256QAM network mode, the 256-QAM modulation
mode compliant with the IEEE 802.11ac standard can be used under
the IEEE 802.11n standard in the 2.4GHz band, which improves the
single stream rate from 150 Mbps to 200 Mbps.

Note: Such improvement can be realized only when the band is 2.4
GHz band, and the transmitting an d receiving ends both support the
n+256QAM network mode. If any one end does not support
n+256QAM, the single stream rate under the 2.4 GHz band is still 150
Mbps at most. Moreover, after the network mode is set to
n+256QAM, the stability and anti-interference capability of the
network will be reduced compared with the stability and anti-
interference capability under other modes.

Network modes of the 5 GHz WiFi network include 11a, 11ac, and 11a/n
mixed. By default, the router works in the 11ac mode.

= 11a: In this mode, only 802.11a wireless clients are allowed to access
the 5 GHz WiFi network.

- 11ac: In this mode, only 802.11ac wireless clients are allowed to
access the 5 GHz WiFi network.

- 11a/n mixed: In this mode, wireless clients compliant with 802.11a
and wireless clients working at 5 GHz and compliant with 802.11n can
access the 5 GHz WiFi network.

54



Version 1.0

Parameter Description

It specifies the channel in which the wireless data is transmitted and
received. The available channels are determined by the current
country/region and wireless band.

Auto: The node automatically detects the occupation rate of channels and
Channel selects the appropriate working channel accordingly.

If connection drop, freeze or slow internet occurs frequently when you are
using the WiFi network, you can try changing the working channel. You can
check the channels with low occupation rate and little interference using
software tools (such as WiFi analyzer).

It specifies the bandwidth of the working channel. A high channel bandwidth
means a higher transmission rate, but the penetration capability is reduced
and the transmission distance is shortened.

= 20MHz: The node uses the 20MHz channel bandwidth.
— 40MHz: The node uses the 40MHz channel bandwidth.

— 20MHz/40MHz: This channel bandwidth is available only for the 2.4
GHz only. The node automatically adjusts the channel bandwidth to
20MHz or 40MHz based on the surrounding environment.

— 80MHz: This channel bandwidth is available only for the 5 GHz only.
The node uses the 80MHz channel bandwidth.

Channel Bandwidth

It specifies the minimum wireless signal strength can be received by the
band. Clients with a lower signal strength value cannot connect to the node.

RSSI Threshold When there are multiple nodes in the surroundings, an appropriate RSS!
value helps ensure wireless clients connects to the nodes with a stronger
signal.

After this function is enabled, the node fairly allocates download
transmission time to clients, which guarantees that high-speed clients and

Air Interface Scheduling low-speed clients obtain the same download transmission time. In this way,
high-speed clients can transmit more data, achieving higher system
throughput and a larger number of accessed clients.

It is abbreviated for Automatic Power Save Delivery, which is the WMM
power-saving certification protocol of the WiFi Alliance. Enabling APSD can
reduce the power consumption of the node. By default, this function is
enabled.

APSD

It specifies short guard interval for preventing data block interference. This
parameter is available only for the 2.4 GHz WiFi network.

When wireless signal is transmitted in space, delays may occur on the

Short Gl receiving end due to multipath and other factors. If the succeeding data
block is transmitted too fast, it will cause interference to the preceding data
block, and short Gl can be used to avoid this interference. When short Gl is
enabled, wireless throughput is improved.
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Deployment Mode

Client Timeout Interval

Mandatory Rate

Optional Rate
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Description

Choose a deployment mode based on the deployment intensity of nodes.

- Capacity-oriented: This deployment mode is generally used in
scenarios where nodes are deployed intensively, such as meeting hall,
exhibition hall, banquet hall, gym, university classroom, and airport.
This mode can effectively reduce interferences between nodes.

- Coverage-oriented: This deployment mode is generally used in
scenarios where nodes are deployed loosely, such as office,
warehouse, and hospital. This mode can expand the coverage of
nodes.

If a client generates no data communication within this interval after
connecting to the WiFi network, the node will cut this client off.

By adjusting the mandatory rate and optional rate, you can limit access from
low-speed clients, thus improving the internet experience of other clients.

— Mandatory Rate: It is a group of mandatory rates of the node. Clients
must support these mandatory rates; otherwise, the clients will fail to
access the WiFi network.

— Optional Rate: It is a collection of other rates supported by the node
except for mandatory rates. These optional rates help clients realize
connection with the node at a higher rate.

3.3.5 Guest network

On this page, you can configure the basic parameters of guest network, such as
enable/disable guest network, modify the SSID, and set the WiFi password.

Clients connected to the guest network can access only the internet and other wireless
clients connected to the guest network as well, and cannot access the web Ul of the node or
the LAN where the primary network is deployed. The guest network meets the internet
requirement of guests and ensures the security of the primary network as well.

Click Wireless > Guest Network to enter the page. By default, this function is disabled. The
following displays the page when guest network is enabled.
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Guest Network

Guest Network

Enable Guest Network:

Unify 2.48&5 GHz SSID:

Isolate Client:

SSID: IP-COM_Guest

WiFi Password:

Guest Network IP Address

IP Address: 192.1¢

=)

"
o
=5}
=
&

Subnet Mask:

Parameter description

Parameter
Enable Guest
Network
Unify 2.4&5
GHz SSID
Guest
Network
Isolate Client

Version 1.0

No Password

Description
It is used to enable or disable the guest network function.

After this function is enabled, the 2.4 GHz guest network and the 5 GHz
guest network share the same WiFi network name and password. A
wireless client will be automatically connected to the WiFi network with
the best network quality when connecting to the guest network.

'\G“D" Tip

If there are guest clients which support only the 2.4 GHz network in your
network, to avoid connection failure of these clients, you are
recommended not to enable this function.

It specifies the isolation status of the wireless clients connected to the
guest network.

After this function is enabled, clients connected to the guest network
cannot communicate with each other, enhancing the security of the WiFi
network.
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Parameter

Guest
Network IP
Address

SSID

WiFi

Password

No Password

IP Address

Subnet Mask

Version 1.0

Description

It specifies the WiFi network name of the guest network.

'\@' Tip

To help you identify the primary network, you are recommended to set a
different name for the guest network.

It specifies the WiFi password of the guest network.

It specifies that no password is set for the guest network. The
corresponding WiFi network is open.

The default IP address of the guest network is 192.168.168.1. After
wireless clients connect to the guest network, they will obtain such an IP
address (192.168.168.X). Generally, you are recommended to retain the
default settings.

It specifies the subnet mask of the guest network, which is used to
define the address space of the guest network.
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3.4 Node management

3.4.1 Overview

The cable-free (router mode) node features the node management function which can
centrally manage other IP-COM cable-free devices in a network. See the following network

topology.

Cable-free primary node:
Cable-free (router mode)

Cable-free secondary node Cable-free secondary node

B Configuration wizard

After a cable-free device joins the cable-free network, it can be managed centrally. See the
following table for configuration procedures and tasks.

Procedure Task Description
1 Enable the node Optional.
management function This function is enabled by default.
Required.
2 Configure wireless policy  Configure the configuration information of the node in the

form of policy.

Required.
3 Maintain node

Deliver configurations to the node.
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Procedure Task Description
Optional.
4 Topology routing View the current network topology, manually specify the

preferred transmission path between two nodes.

E  Enable the node management function

The node management function is enabled by default. If you want to change its status, click
Node Management > Wireless Policy to enter the page.

Wireless Policy

Node Management: &

SSID Policy  RF Policy Optimization Policy Maintenance Policy VLAN Palicy

+ Add T Delete
Policy Name SSID Password VLAN ID Action
Default Procurement -- 1 2 1

3.4.2 Wireless policy

On this page, you can configure the configuration information of a node, such as SSID policy,
RF policy, optimization policy, maintenance policy, and VLAN policy. You can use these policies
in Wireless > Maintenance > Policy Delivery.

Click Node Management > Wireless Policy to enter the page.

SSID policy
SSID policy is used to configure the SSID-related parameters of the node.
Add a policy

On the Node Management > Wireless Policy > SSID Policy page, click + Add to enter the
configuration window.

60



Version 1.0

Add X

Policy Name:;

SSID:

Max No. of Clients: 40

WiFi Password: et MNo Password
Hide SSID: Enable o Disable

VLAN 1D: 1

Save Cancel

Parameter description

Parameter Description

It specifies the name of the SSID policy.

Policy Name |__Iy Note

The SSID policy name cannot be duplicated.
SSID It specifies the name of the WiFi network.

Max No. of

Clients It specifies the maximum number of clients allowed to connect to the WiFi network.

It specifies the WPA-PSK or WPA2-PSK, which is also the WiFi password users need to

enter when connecting the WiFi network.
WiFi Password
No Password: It specifies that no WiFi password is set for the WiFi network and the

WiFi network is open.

61



Parameter

Hide SSID

VLAN ID

Modify the policy
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Description

After this function is enabled, the SSID will be hidden and the WiFi network will not
appear in the available network list of wireless clients (such as smartphones),
enhancing the security of the WiFi network.

If you want to connect to the hidden WiFi network, manually enter the SSID on your
wireless clients.

It specifies the VLAN to which the WiFi network belongs. The default VLAN ID is 1.

'\@,' Tip

The VLAN ID takes effect only when you enable the VLAN function for the node.

On the Node Management > Wireless Policy > SSID Policy page, click # in the Action
column to modify the corresponding policy.

Delete the policy

You can delete a policy that has not been used (not been delivered to online nodes yet).

Delete one policy: On the Node Management > Wireless Policy > SSID Policy page, click I in
the Action column of the corresponding policy.

Delete policies in batches: On the Node Management > Wireless Policy > SSID Policy page,
check the policies to be deleted and click Delete.

RF policy

RF policy is used to configure the basic RF parameters of the node.

Add a policy

On the Node Management > Wireless Policy > RF Policy page, click + Add to enter the
configuration window.
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Add X

Policy Name:

24GHz 5GHz1 G&GHz2

RF: o Enable Disable
Metwork Mode: 11bfg/n
Country/Region: China

Channel Bandwidth: 20MHz

Channel: Mot Configured
Power: Mot Configured
RSSI Threshold: -100

Client Timeout Interval: 10

Parameter description

Parameter Description

It specifies the name of the RF policy.

Policy Name L/ Note

The RF policy name cannot be duplicated.

2.4 GHz
It is for you to choose the frequency band to be configured. If you only choose one
5GHz1 . .
frequency band, the other two frequency bands retain the default settings.
5GHz 2
It specifies the status of the WiFi function.
RF — Enable: Choose it to enable the WiFi function of the frequency band.

— Disable: Choose it to disable the WiFi function of the frequency band.
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Parameter Description

It specifies the WiFi network mode of the corresponding band.

Network modes of the 2.4 GHz frequency band include 11b, 11g, 11b/g, 11b/g/n,
and n+256QAM.

Network Mode

11b: In this mode, only 802.11b wireless clients are allowed to access the 2.4
GHz WiFi network.

11g: In this mode, only 802.11g wireless clients are allowed to access the 2.4
GHz WiFi network.

11b/g: In this mode, 802.11b and 802.11g wireless clients can access the 2.4
GHz WiFi network.

11b/g/n: In this mode, wireless clients compliant with 802.11b or 802.11g
and wireless clients working at 2.4 GHz and compliant with 802.11n can
access the 2.4 GHz WiFi network.

n+256QAM: Wireless clients compliant with 802.11b or 802.11g and wireless
clients working at 2.4 GHz and compliant with 802.11n can access the 2.4 GHz
WiFi network.

QAM, abbreviated for Quadrature Amplitude Modulation, is a modulation
scheme that moderates amplitude on two orthogonal carriers. Using the
orthogonality of sine wave and cosine wave, it moderates two signals at the
same time, improving the modulation efficiency. In the n+256QAM network
mode, the 256-QAM modulation mode compliant with the IEEE 802.11ac
standard can be used under the IEEE 802.11n standard in the 2.4GHz band,
which improves the single stream rate from 150 Mbps to 200 Mbps.

Note: Such improvement can be realized only when the band is 2.4 GHz band,
and the transmitting an d receiving ends both support the n+256QAM
network mode. If any one end does not support n+256QAM, the single
stream rate under the 2.4 GHz band is still 150 Mbps at most. Moreover, after
the network mode is set to n+256QAM, the stability and anti-interference
capability of the network will be reduced compared with the stability and
anti-interference capability under other modes.

Network modes of the 5 GHz 1 frequency band and the 5 GHz 2 frequency band
include 11a, 11ac, and 11a/n.

Country/Region

11a: In this mode, only 802.11a wireless clients are allowed to access the 5
GHz WiFi network.

11ac: In this mode, only 802.11ac wireless clients are allowed to access the 5
GHz WiFi network.

11a/n: In this mode, wireless clients compliant with 802.11a and wireless
clients working at 5 GHz and compliant with 802.11n can access the 5 GHz
WiFi network.

It specifies the country or region where the node is located. Please select the correct
country or region.
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Channel
Bandwidth

Channel

Power

RSSI Threshold

Client Timeout
Interval

Show/Hide
Advanced Settings

Mandatory Rate

Optional Rate
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Description

It specifies the bandwidth of the working channel. A high channel bandwidth means
a higher transmission rate, but the penetration capability is reduced and the
transmission distance is shortened.

- 20MHz: The node uses the 20MHz channel bandwidth.
— 40MHz: The node uses the 40MHz channel bandwidth.

— 20MHz/40MHz: This channel bandwidth is available only for the 2.4 GHz only.
The node automatically adjusts the channel bandwidth to 20MHz or 40MHz
based on the surrounding environment.

— 80MHz: This channel bandwidth is available only for the 5 GHz only. The node
uses the 80MHz channel bandwidth.

It specifies the channel in which the wireless data is transmitted and received. The
available channels are determined by the current country/region and wireless band.

— Not Configured: Retain the current configurations of the node.

— Auto: The node automatically detects the occupation rate of channels and
selects the appropriate working channel accordingly.

If connection drop, freeze or slow internet occurs frequently when you are using the
WiFi network, you can try changing the working channel. You can check the channels
with low occupation rate and little interference using software tools (such as WiFi
analyzer).

It specifies the transmit power of the corresponding band.

The higher the transmit power, the wider the WiFi coverage. However, an
appropriate reduction of transmit power can help improve the performance and
security of the WiFi network.

Not Configured: Retain the current configurations of the node.

It specifies the minimum wireless signal strength can be received by the band.
Clients with a lower signal strength value cannot connect to the node.

When there are multiple nodes in the surroundings, an appropriate RSSI value helps

ensure wireless clients connects to the nodes with a stronger signal.

If a client generates no data communication within this interval after connecting to
the WiFi network, the node will cut this client off.

Click to expand/collapse the advanced parameters: mandatory rate and optional
rate.

By adjusting the mandatory rate and optional rate, you can limit access from low-
speed clients, thus improving the internet experience of other clients.

- Mandatory Rate: It is a group of mandatory rates of the node. Clients must
support these mandatory rates; otherwise, the clients will fail to access the
WiFi network.

— Optional Rate: It is a collection of other rates supported by the node except
for mandatory rates. These optional rates help clients realize connection with
the node at a higher rate.
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Refer to the following figure for the advanced parameters.
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On the Node Management > Wireless Policy > RF Policy page, click £ in the Action column

to modify the corresponding policy.

Delete the policy

You can delete a policy that has not been used (not been delivered to online nodes yet).

Delete one policy: On the Node Management > Wireless Policy > RF Policy page, click [ in

the Action column of the corresponding policy.

Delete policies in batches: On the Node Management > Wireless Policy > RF Policy page,

check the policies to be deleted and click Delete.

Optimization policy

Optimization policy is used to configure the optimization parameters of the node.

Add a policy

On the Node Management > Wireless Policy > Optimization Policy page, click + Add to enter

the configuration window.
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Add X

Policy Name:
Airtime Fairness: o Enable Disable

Deployment Mode: o Capacity-oriented Coverage-oriented

Parameter description

Parameter Description

It specifies the name of the optimization policy.

Policy Name D/ Note

The optimization policy name cannot be duplicated.

After this function is enabled, the node fairly allocates download transmission time
to clients, which guarantees that high-speed clients and low-speed clients obtain the
same download transmission time. In this way, high-speed clients can transmit more
data, achieving higher system throughput and a larger number of accessed clients.

Airtime Fairness

Choose a deployment mode based on the deployment intensity of nodes.

— Capacity-oriented: This deployment mode is generally used in scenarios
where nodes are deployed intensively, such as meeting hall, exhibition hall,
banquet hall, gym, university classroom, and airport. This mode can

Deployment Mode . .
ploy effectively reduce interferences between nodes.

— Coverage-oriented: This deployment mode is generally used in scenarios
where nodes are deployed loosely, such as office, warehouse, and hospital.
This mode can expand the coverage of nodes.

Modify the policy

On the Node Management > Wireless Policy > Optimization Policy page, click Z in the
Action column to modify the corresponding policy.
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Delete the policy
You can delete a policy that has not been used (not been delivered to online nodes yet).

Delete one policy: On the Node Management > Wireless Policy > Optimization Policy page,
click ™ in the Action column of the corresponding policy.

Delete policies in batches: On the Node Management > Wireless Policy > Optimization Policy
page, check the policies to be deleted and click Delete.

Maintenance policy

Maintenance policy is used to configure the customized reboot parameters of the node. An
appropriate maintenance policy helps avoid such phenomena as deteriorating performance
and instability of the cable-free network caused by long time operation.

'\@,' Tip

- Maintenance policies take effect for managed nodes and the time point when the maintenance policies
start being effective is counted based on the system time of the managed nodes. Please make sure that
the system time of the managed nodes is correct.

- During the reboot, all connections will be cut off; therefore, you are recommended to schedule the
maintenance time at an idle period to minimize its effect on your businesses.

Add a policy

On the Node Management > Wireless Policy > Maintenance Policy page, click + Add to enter
the configuration window.
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Add X

Policy Name:

Maintenance Type: Reboot Schedule
Time: 03 ;| 00
Date: o All Custom

Mon. Tues. Wed.
Thur. Fri. Sat.

Sun.

Parameter description

Parameter Description

It specifies the name of the maintenance policy.

Policy Name m Note

The maintenance policy name cannot be duplicated.
It specifies the maintenance type of the node. You can choose between reboot
schedule and cyclic reboot.

Maintenance Type — Reboot Schedule: The node reboots once at the specified time point on
the specified date(s).

— Cyclic Reboot: The node reboots once every specified interval.
Time If the Maintenance Type is set to Reboot Schedule, set these two parameters to
Date set the time point and dates when the node reboots.
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Parameter Description

If the Maintenance Type is set to Cyclic Reboot, set this parameter to set the

Interval .
reboot interval.

Modify the policy

On the Node Management > Wireless Policy > Maintenance Policy page, click Z in the
Action column to modify the corresponding policy.

Delete the policy

You can delete a policy that has not been used (not been delivered to online nodes yet).

Delete one policy: On the Node Management > Wireless Policy > Maintenance Policy page,
click 7 in the Action column of the corresponding policy.

Delete policies in batches: On the Node Management > Wireless Policy > Maintenance
Policy page, check the policies to be deleted and click Delete.

VLAN policy
VLAN policy is used to configure the VLAN-related parameters of the node.

'\@' Tip

If you need to view the default values for each parameter in VLAN policy, refer to the default settings for
each parameter when a new VLAN policy is being added.

Add a policy

On the Node Management > Wireless Policy > VLAN Policy page, click + Add to enter the
configuration window.
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Add X
Policy Name:
QVLAN: © Enable Disable
PVID:
Management VLAN:
Trunk Port: LANT LANZ
LAN3Z LAN4
Wired Port VLAN 1D (1 - 4004)
LANT:
LANZ:

Parameter description

Parameter Description

It specifies the name of the VLAN policy.

Policy Name Lf Note

The VLAN policy name cannot be duplicated.

It specifies whether to enable the QVLAN function. By default, this function is

QVLAN enabled.

It specifies the ID of the default native VLAN of the trunk port of the node. After
PVID the QVLAN function is enabled, the LAN port is the trunk port. Traffic of all VLANs
can pass through a trunk port. Its default value is 1.
It specifies the ID of the management VLAN. The default value is 1.
Management VLAN After changing the management VLAN, you can manage the node only after
connecting your computer to the new management VLAN.

Trunk Port Select the trunk port(s). The trunk port allows data of all VLANs to pass.
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Parameter Description
Wired Port It specifies the wired LAN port of the node.
VLAN ID It specifies the VLAN ID of the port. The default value is 1.

Modify the policy

On the Node Management > Wireless Policy > VLAN Policy page, click Z in the Action
column to modify the corresponding policy.

Delete the policy

You can delete a policy that has not been used (not been delivered to online nodes yet).

Delete one policy: On the Node Management > Wireless Policy > VLAN Policy page, click T
in the Action column of the corresponding policy.

Delete policies in batches: On the Node Management > Wireless Policy > VLAN Policy page,
check the policies to be deleted and click Delete.
3.4.3 Maintenance

On this page, you can deliver the wireless policies you configured to online nodes, delete the
configurations of nodes, reboot/reset online nodes in batches, delete offline nodes in batches,
modify the configuration of a node separately, and check/export the information of managed
nodes.

Click Node Management > Maintenance to enter the page.

Maintenance @

Policy Delivery  Maintenance

Online Node:11 Offline Node:1 SSID RF Optimization Maintenance VLAN Delete Configuration Q
Model IP/MAC Remark SSID Policy RF Policy E@I}‘(';'izaﬁu” g*cf‘lg‘(‘;e””ce VLAN Policy  Status
02.168.16.93 . i
EW15DV1.0 ;:2:'_;\3; IE':Z‘;[-_:n Reception Default -- -- -- -- Online
- 92.168.16.2 nlir
- 8:38:0D:CB:39:48
. 92.168.16.30 nlir
. 38:0D:CB:3A:F8 < -
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Policy delivery

Policy delivery is used to deliver configured policies to online nodes.
SSID

Click SSID to deliver SSID policies to one or multiple online nodes.

Deliver SSID policies:

1. Onthe Node Management > Maintenance > Policy Delivery page, select the nodes to which
you deliver SSID policies.

2. Click SSID and configure the parameters.

3. Click Save.

SSID X

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

S51D Policy 1: Default

S51D Policy 2: Not Configured
551D Policy 3: Not Configured
551D Policy 4: Not Configured

Save Cancel

Parameter description

Parameter Description

2.4 GHz WiFi Network Select the wireless frequency band on which the SSID policy takes effect.

5 GHz 1 WiFi Network Available SSID bands depend on the secondary node. If the secondary node does

not support 5 GHz, 5GHz settings won’t be allowed.
5 GHz 2 WiFi Network
— If both 2.4 GHz and 5 GHz bands are needed at the same time, please
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Parameter Description
configure them one after the other, and then click Save.

— If some selected secondary nodes only support 2.4 GHz, and some
selected secondary nodes support both 2.4 GHz and 5 GHz, the AC will
automatically issue wireless settings to secondary nodes according to
their actual supported wireless bands.

Select the SSID policy to be delivered. SSID policies must be configured in the
SSID policy module in advance.

SSID Policy 1/2/3/4 If the node enables multiple wireless networks, each network must be
configured with a unique SSID policy.

Not Configured: Current configuration of the node remains unchanged.

-—-End

The SSID policies will be delivered to the selected nodes.

Click RF to deliver RF policies to one or multiple online nodes.

Deliver an RF policy:
On the Node Management > Maintenance > Policy Delivery page, select the nodes to which
you deliver an RF policy.

Click RF and select the target RF policy.
Click Save.

RF X

RF Policy: 1

sSave Cancel
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Parameter description

Parameter Description

Select the RF policy to be delivered. RF policies must be configured in the RF
RF Policy policy module in advance.

Not Configured: Current configuration of the node remains unchanged.
----End
The RF policy will be delivered to the selected nodes.
Optimization
Click Optimization to deliver optimization policies to one or multiple online nodes.

Deliver an optimization policy:

1. Onthe Node Management > Maintenance > Policy Delivery page, select the nodes to which
you deliver an optimization policy.

2. Click Optimization and select the target optimization policy.

3. Click Save.

Optimization X

Optimization Policy: Mot Configured

Save Cancel

Parameter description

Parameter Description

Select the optimization policy to be delivered. Optimization policies must be
Optimization Policy configured in the Optimization policy module in advance.

Not Configured: Current configuration of the node remains unchanged.
----End

The optimization policy will be delivered to the selected nodes.
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Maintenance
Click Maintenance to deliver maintenance policies to one or multiple online nodes.

Deliver a maintenance policy:

1. Onthe Node Management > Maintenance > Policy Delivery page, select the nodes to which
you deliver a maintenance policy.

2. Click Maintenance and select the target maintenance policy.

3. Click Save.

Maintenance X

Maintenance Palicy: Mot Configured

Save Cancel

Parameter description

Parameter Description

Select the maintenance policy to be delivered. Maintenance policies must be
Maintenance Policy configured in the Maintenance policy module in advance.

Not Configured: Current configuration of the node remains unchanged.
---—-End
The maintenance policy will be delivered to the selected nodes.

VLAN

Click VLAN to deliver VLAN policies to one or multiple online nodes.

Deliver a VLAN policy:

1. Onthe Node Management > Maintenance > Policy Delivery page, select the nodes to which
you deliver a VLAN policy.

2. Click VLAN and select the target VLAN policy.

3. Click Save.
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VLAN X

VLAN Policy: Mot Configured

Parameter description

Parameter Description

Select the VLAN policy to be delivered. VLAN policies must be configured in the
VLAN Policy VLAN policy module in advance.
Not Configured: Current configuration of the node remains unchanged.

----End
The VLAN policy will be delivered to the selected nodes.
Delete configuration

Click Delete Configuration to delete the configurations delivered to one or multiple online
nodes.

Delete configurations of one node: On the Node Management > Maintenance > Policy
Delivery page, check the target node and click Delete Configuration.

Delete configurations in batches: On the Node Management > Maintenance > Policy
Delivery page, check the nodes whose configurations you want to delete and click Delete
Configuration.

After you click Delete Configuration, all the policy configuration of the target node will be
restored to factory settings.

Maintenance
Click Node Management > Maintenance > Maintenance to enter the page.

Maintenance is used to reboot or reset online nodes in batches, check or export the
information of managed nodes, delete the information of offline nodes, and refresh the
displayed node information.
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Reboot
Click Reboot to reboot one or multiple nodes.

Reboot node:

1. Onthe Node Management > Maintenance > Maintenance page, select the nodes to be
rebooted.
2. Click Reboot and follow the on-screen instructions.

~——-End

After the nodes are rebooted, they are offline for a while and then automatically get online
after the reboot completes. This whole process may take 1 to 2 minutes. Please wait with
patience. You can click Refresh on the same page to check the latest status of the node.

Reset
Click Reset to restore one or multiple nodes to factory settings.

Reset node:

1. Onthe Node Management > Maintenance > Maintenance page, select the nodes to be reset.
2. Click Reset and follow the on-screen instructions.

-—--End
Export

Click Export to export the node information in the Excel form and save it to the management
computer.

On the Node Management > Maintenance > Maintenance page, click Export and follow the
on-screen instructions.

Delete

Click Delete to delete the information of one or multiple offline nodes.

Delete one node: On the Node Management > Maintenance > Maintenance page, click [T on
the row where the target node resides.

Delete nodes in batches: On the Node Management > Maintenance > Maintenance page,
check the nodes to be deleted and click Delete.

Refresh

Click Refresh on the Node Management > Maintenance > Maintenance page to refresh the
displayed node information.
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Edit

Click Edit to edit separately the configurations of a node, such as its country/region, channel,
transmit power and other parameters.

Edit the configurations of a node:

1. Onthe Node Management > Maintenance > Maintenance page, locate the node whose
configurations you want to edit, and click Z on the row where the node resides.
2. Modify the parameters as required.

Node Settings X

2.4 GHz RF Settings 5 GHz 1 RF Settings 5 GHz 2 RF Settings

Country/Region: China
Network Mode: n+2560AM
Channel Bandwidth; Auto o 20MHz 40MHz
Channel: 2
Transmit Power: 29
RSSI Threshold: -100
Client Timeout Interval: 10
APSD: o Enable Disable
3. Click Save.

-—-End

The new configurations are automatically delivered to the target node.
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Parameter

Country/Region

Network Mode

Version 1.0

Description

It specifies the country or region where the node locates. Please select the
correct country/region to comply with the regulations of different countries or
regions have on channel or transmit power.

It specifies the WiFi network mode of the corresponding band.

Network modes of the 2.4 GHz WiFi network include 11b, 11g, 11b/g, 11b/g/n,
and n+256QAM. By default, the router works in the n+256QAM mode.

11b: In this mode, only 802.11b wireless clients are allowed to access the
2.4 GHz WiFi network.

11g: In this mode, only 802.11g wireless clients are allowed to access the
2.4 GHz WiFi network.

11b/g: In this mode, 802.11b and 802.11g wireless clients can access the
2.4 GHz WiFi network.

11b/g/n: In this mode, wireless clients compliant with 802.11b or 802.11g
and wireless clients working at 2.4 GHz and compliant with 802.11n can
access the 2.4 GHz WiFi network.

n+256QAM: Wireless clients compliant with 802.11b or 802.11g and
wireless clients working at 2.4 GHz and compliant with 802.11n can access
the 2.4 GHz WiFi network.

QAM, abbreviated for Quadrature Amplitude Modulation, is a modulation
scheme that moderates amplitude on two orthogonal carriers. Using the
orthogonality of sine wave and cosine wave, it moderates two signals at
the same time, improving the modulation efficiency. In the n+256QAM
network mode, the 256-QAM modulation mode compliant with the IEEE
802.11ac standard can be used under the IEEE 802.11n standard in the
2.4GHz band, which improves the single stream rate from 150 Mbps to
200 Mbps.

Note: Such improvement can be realized only when the band is 2.4 GHz
band, and the transmitting an d receiving ends both support the
n+256QAM network mode. If any one end does not support n+256QAM,
the single stream rate under the 2.4 GHz band is still 150 Mbps at most.
Moreover, after the network mode is set to n+256QAM, the stability and
anti-interference capability of the network will be reduced compared with
the stability and anti-interference capability under other modes.

Network modes of the 5 GHz WiFi network include 11a, 11ac, and 11a/n. By
default, the router works in the 11ac mode.

11a: In this mode, only 802.11a wireless clients are allowed to access the
5 GHz WiFi network.

11ac: In this mode, only 802.11ac wireless clients are allowed to access
the 5 GHz WiFi network.

11a/n: In this mode, wireless clients compliant with 802.11a and wireless
clients working at 5 GHz and compliant with 802.11n can access the 5 GHz
WiFi network.
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Channel Bandwidth

Channel

Transmit Power

RSSI Threshold

Client Timeout
Interval

APSD
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Description

It specifies the bandwidth of the working channel. A high channel bandwidth
means a higher transmission rate, but the penetration capability is reduced and
the transmission distance is shortened.

- 20MHz: The node uses the 20MHz channel bandwidth.
— 40MHz: The node uses the 40MHz channel bandwidth.

— Auto: This channel bandwidth is available only for the 2.4 GHz only. The
node automatically adjusts the channel bandwidth to 20MHz or 40MHz
based on the surrounding environment.

— 80MHz: This channel bandwidth is available only for the 5 GHz only. The
node uses the 80MHz channel bandwidth.

It specifies the channel in which the wireless data is transmitted and received.
The available channels are determined by the current country/region and
wireless band.

Auto: The node automatically detects the occupation rate of channels and
selects the appropriate working channel accordingly.

If connection drop, freeze or slow internet occurs frequently when you are using
the WiFi network, you can try changing the working channel. You can check the
channels with low occupation rate and little interference using software tools
(such as WiFi analyzer).

It specifies the transmit power of the corresponding band.

The higher the transmit power, the wider the WiFi coverage. However, an
appropriate reduction of transmit power can help improve the performance and
security of the WiFi network.

It specifies the minimum wireless signal strength can be received by the band.
Clients with a lower signal strength value cannot connect to the node.

When there are multiple nodes in the surroundings, an appropriate RSSI value
helps ensure wireless clients connects to the nodes with a stronger signal.

If a client generates no data communication within this interval after connecting
to the WiFi network, the node will cut this client off.

It is abbreviated for Automatic Power Save Delivery, which is the WMM power-
saving certification protocol of the WiFi Alliance. Enabling APSD can reduce the
power consumption of the node.

3.4.4 Topology routing

On this page, you can check the network topology routes currently available and manually set
preferred routes between nodes. In the Network Topology module, you can check the
current topology, the status of the route, and select the nodes whose topology routes you
want to check. In the Communication Routing module, you can customize the preferred
route between two nodes.

Click Node Management > Topology Routing to enter the page.
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Network topology

Click Node Management > Topology Routing to enter the page. In this module, you can:

— check the current network topology.

— check the connection status of the link between nodes.

— check the internet connection status of each node.

Check the current network topology

You can select the secondary nodes you want to display in the topology in the right column
and check the current network topology of the selected node. See the following figure.

Topology Routing @
Network Topology
Select Node (3/6)
Primary Excellent
s TFloor 1
Floor 5 Excellent
@ Floor 4 Excellent
Internet Primary )
a Floor 3 Excellent
— Excellent route -
Fair route
) Floor 2 A 2 Excellent
@ Excellent signal oor wcellen:
Fair signa
@ Oriline

Communication Routing

1
At most 6 nodes can be displayed. You can select 6 or fewer than 6 nodes to check their network topology.

Check the connection status of the link between nodes

You can learn the link quality between two nodes according to the line color in the network
topology.

indicates that the quality of the link between two nodes is excellent.

- indicates that the quality of the link between two nodes is fair.
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Check the internet connection status of each node

You can view the internet connection status of each node by hovering the mouse to the node
icon in the network topology.

Topology Routing ©)

Network Topology

Select Node (3/6)

.= Primary Excellent
.’_,.,-""Floor 1
. Floor 5 Excellent
@ Connection Type:5G Floor 4 Excellent
- T Signal:-48dBm
Internet Primary
Negotiation Rate:1170Mbps
) . Floor 3 Excellent
—  Excellent route -
Fair route
® Excellent signal Floor 2 Floor 2 Excellent
Fair signa
@ Oriline
Communication Routing
Parameter description
Parameter Description
Connection Type It specifies the way by which the node connects with the upstream node.
Signal It specifies the strength of the signal this node received from the upstream node.

It specifies the wireless negotiation rate between this node and the upstream
node.

Negotiation Rate
Communication routing

Click Node Management > Topology Routing to enter the page. In this module, you can:

— add the preferred transmission path for two nodes.

- display the preferred transmission path between two nodes.

- modify the preferred transmission path between two nodes.

- delete the preferred transmission path between two nodes.
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Add the preferred transmission path for two nodes

You can manually specify the preferred transmission path between two nodes.

1. Inthe Communication Routing module on the Node Management > Topology Routing page,
click + Add.

2. When the configuration completes, click Save.

Add X

Start/End Node: Floor 1 ++ | Floor 2
Preferred Route: Floor 1++Floor 2

-—-End

After the rule of the preferred transmission path is added successfully, you can check the
added rule on the Node Management > Topology Routing > Communication Routing page.
See the following figure.

Communication Routing

+ Add T Delete
Start/End Node Preferred Route Action
Floor 1++Floor 2 Floor 1+Floor 2 @ Z 0
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Parameter description

Parameter Description

Click the drop-down list to select the start and end node. The start node and end

Start/End Node node cannot be the same.

Click the drop-down list to select the preferred transmission path between the

Preferred Route
two nodes.

It specifies the operations you can perform on the rule.

@ : Click it to display the preferred transmission path between two nodes in

Action the network topology.

Z : Click it to edit the rule.

“* : Click it to delete the rule.

Display the preferred transmission path between two nodes

In the Communication Routing module on the Node Management > Topology Routing page,
locate the rules you want to display in the network topology and click & .

Communication Routing

- Add W Delete

Start/End Node Preferred Route Action

After clicking <©> , you can see the preferred transmission path between two nodes in the
network topology.
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Topology Routing

Network Topology

Select Node (3/6)

i i
0 0

Primary Excellent

~"Floor 1

@ 0O

Internet Primary

—  Excellent route p
Fair route

'l

Floor 5 Excellent

Floor 4 Excellent

o Floor 3 Excellent

Floor 2 Floor 2 Excellent

®

o

a
<]

Communication Routing

Modify the preferred transmission path between two nodes

1. Inthe Communication Routing module on the Node Management > Topology Routing page,

locate the rule you want to modify and click i?.
Communication Routing
+ Add T Delete
Start/End Node Preferred Route Action

2. Modify the rule and click Save.
----End

After the modification is saved, the new preferred transmission path rule is generated between
the two nodes.

Delete the preferred transmission path between two nodes

Delete one path: In the Communication Routing module on the Node Management >
Maintenance page, click [l on the row where the target path resides.

Delete paths in batches: In the Communication Routing module on the Node Management >
Maintenance page, select the paths to be deleted and click Delete.
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3.5 Smart optimization

On this page, you can optimize the whole cable-free system network to enhance the user
experience.

Click Smart Optimization to enter the page.

On this page, you can control the enabling status of fast roaming, AP steering and band
steering to optimize the WiFi experience of the cable-free system.

Smart Optimization

Wireless Optimization

Fast Roaming: . @
AP Steering: &
Band Steering: &

Parameter description

Parameter Description

After this function is enabled, clients with 802.11r capabilities are automatically switched
to other nodes if the WiFi signal they received from the current node decreases to the
threshold value for triggering fast roaming. This process takes only milliseconds. Enabling

. this function to minimize the effects on services when users are moving across nodes.
Fast Roaming

D/ Note

This function requires that all nodes share the same SSID and WiFi password.

After this function is enabled, clients with 802.11k and 802.11v capabilities can obtain
the network information of all the nodes and decide whether to switch to other nodes
with better network quality accordingly. Enabling this function to disperse clients and

. ensure that clients connect to more appropriate nodes.
AP Steering pprop

Dy Note

This function requires that all nodes share the same SSID and WiFi password.

After this function is enabled, the node will guide dual-band clients to connect to the
frequency band with the better network quality based on the network quality of all
frequency bands.

Band Steering

Df Note

This function requires that the 2.4 GHz frequency band and the 5 GHz frequency band of
the node share the same SSID and WiFi password.
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3.6 Address reservation

3.6.1 Overview

On this page, you can specify a pre-set IP address for the specified client and make the client
obtain this IP address all the time. In this way, such functions depending on IP address as
filter management, bandwidth control, and port forwarding will not be ineffective because of
IP address change.

This function only takes effect when the DHCP server function of the node is enabled. The
node supports the following two address reservation methods:

- Quick Address Reservation: You can check the information of the clients obtaining IP
address from the DHCP server of the node, and reserve IP address for clients by just
clicking Reserve. In this way, the DHCP server will assign the fixed IP address for the
fixed client all the time.

- Manual Address Reservation: You can manually reserve address for client to let the
DHCP server assign fixed IP address for fixed client all the time.

Click Address Reservation to enter the page. See the following figure.

Address Reservation @

Quick Address Reservation

Reserve Note: Clients will get the reserved IP addresses after being reconnected Q
Host Name IP Address MAC Address Reservation Status
Mo data

Manual Address Reservation

+ Add W Delete Note: Clients will get the reserved IP addresses after being reconnected.

Host Name IP Address MAC Address Status Action
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Parameter

Quick
Address
Reservation

Manual
Address
Reservation

Reserve

Host Name
IP Address

MAC Address

Reservation Status

Host Name

IP Address

MAC Address

Status

Action

Export Configuration

Import Configuration

Version 1.0

Description

It is used to bind the IP address of the selected node with the MAC
address of the selected node.

It specifies the name of the client.
It specifies the IP address of the client.
It specifies the MAC address of the client.

Click Reserve to bind the IP address and MAC address together, so
the client will obtain the reserved IP address all the time. If the
reservation is successful, the reservation status will be displayed as
Reserved.

It specifies the name of the client or remarks of static IP address
reservation rule.

It specifies the IP address reserved for the client with the target MAC
address.

It specifies the MAC address of the client.

It specifies the status of the rule. You can enable or disable the rule
as required.

It specifies the operations you can perform on the rule.

2z : Click it to edit the rule.

“ : Click it to delete the rule.

Click Export to back up the static IP reservation table to the local
computer.

It is used to import the backed up static IP reservation table to the
node.

3.6.2 Configure address reservation

If you want to assign IP address for clients already connecting to the cable-free network, it is
recommended that you configure on the Quick Address Reservation module. Otherwise,
configure on the Manual Address Reservation module.

Quick address reservation

Reserve IP address for one client:

On the Address Reservation > Quick Address Reservation page, locate the client to which
you assign a fixed IP address and click Reserve.
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Reserve IP addresses for multiple clients:

On the Address Reservation > Manual Address Reservation page, select the clients to which
you assign fixed IP addresses and click Reserve.

After IP address is reserved successfully, you can check the added rules on the Address
Reservation > Manual Address Reservation page. The rules will take effect the next time
when client requests for IP address.

Manual address reservation

On the Address Reservation > Manual Address Reservation page, click + Add, configure
parameters in the pop-up configuration window, and click Save.

'\G‘D,‘ Tip

Click + to add a rule and click - to delete an unsaved rule.

Add X

IP Address MAC Address Remark Operation

After the rule is added successfully, you can check the added rule on the Address
Reservation > Manual Address Reservation page. The rule will take effect the next time
when client requests for IP address.
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3.7 Bandwidth control

3.7.1 Overview

On this page, the network administrator can control the rate of users, so the limited
bandwidth can be properly distributed.

Click Bandwidth Control to enter the page. See the following figure.

Bandwidth Control

WAN Broadband

For better internet experience, please enter the bandwidth provided by your ISP.

WANT:

WANZ:

Control Mode

Control Mode:

Upload Rate: 1000

Upload Rate: 1000

No Limit

Parameter description

Parameter

WAN
Broadband

Control Mode

Upload Rate
Download Rate

No Limit

Manual

Auto

Download Rate: 1000

Download Rate: 1000

Description

Enter your bandwidth value. If you do not know for sure, please
contact your ISP.

No limitations are set on the upload/download rate of LAN users.

The network administrator, based on the actual conditions, set the
maximum upload/download rate for each connected client, or set
an upload/download rate for all the connected clients.

The manual control mode is more flexible compared with the limit
by group control mode.

The system, based on the WAN upload/download rate set on the
Bandwidth Control page, evenly distributes bandwidth to LAN
users.
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Parameter Description

The network administrator, based on the actual conditions, sets
rate limit rules for different groups.

The network administrator controls the dedicated or shared
upload/download rate for users in the specified IP group in the
specified time group, and also, sets the concurrent sessions for each
client.

Limit By Group

3.7.2 Manual

Scenario 1: Assume that you want to separately set the maximum upload/download rate for
connected clients

Configuration procedures:

Click Bandwidth Control.

Set Control Mode to Manual.

Choose Online Devices or Offline Devices as required. Online Devices is used for illustration
in the following figure.

Set the maximum upload/download rate for the target client.

Click Save.

Control Mode

Contral Mode: Manual

Limit Al {3 Refresh Q

Online Devices  Offline Devices

Upload Bandwidth Download

Host Name Total Download i Upload Limit Download Limit
Bandwidth
Z
) _ 9.0MB 1.0KB/s 4.0KB/s No Limit No Limit
(]
No Limit
iPhone12pro Z o 128KB/s(Browse Website)
326.0KB OKB/s OKB/s No Limit
256KB/s(Watch SD Video)

512KB/s(Watch HD Videa)

Manual (Unit: KB/s)

“ e

----End
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Parameter description

Parameter Description

It specifies the basic information of the client, including the reported client name, the
Host Name way the client connects to the cable-free network, IP address, and MAC address. You
can modify the host name by clicking Z as required.

Total Download It specifies the total volume of the download data.

It specifies the time when the client got offline. This parameter Is available only when

Offline Time you choose Offline Devices.

Upload Bandwidth
It specifies the real-time upload/download rate of the client.

Download 1 Mbps=128 KB/s=1024 kb/s.
Bandwidth

Upload Limit
It specifies the maximum upload/download rate the client can use.
Download Limit

B Scenario 2: Assume that you want to set a maximum upload/download rate for all the online
or offline clients in the LAN

Configuration procedures:

1. Click Bandwidth Control.

2. Set Control Mode to Manual.

3. Choose Online Devices or Offline Devices as required. Online Devices is used for illustration
in the following figure.

4. Click Limit All.

Control Mode

Control Mode: Manual

I Limitan :

Online Devices  Offline Devices 2 REEEL -

Upload Bandwidth Download

Host Name Total Download i Upload Limit Download Limit
Bandwidth
Z
_ 9.6MB OKB/s OKB/s No Limit No Limit
]
Phone12pro Z ~ ) H H
455.0KB O0KB/s 0KB/s No Limit No Limit

“ canes

5. Set a maximum upload and download rate for all the online (offline) clients in the LAN, and
click Save.
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Limit All X

Limit Bandwidth of All Online Devices To:

Upload Rate:

Download Rate:

Save Cancel

——End

3.7.3 Auto

Distribute bandwidth evenly to the online clients connecting to the cable-free network.

Configuration procedures:

1. Click Bandwidth Control.
2. Set the upload/download rate of the target WAN port based on the bandwidth provided by

your ISP.
3. Set Control Mode to Auto.
4. Click Save.
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Bandwidth Control

WAN Broadband

For better internet experience, please enter the bandwidth provided by your ISP.

WANT: Upload Rate: 1000 Download Rate: 1000
WAN2: Upload Rate: 1000 Download Rate: 1000
Control Mode

Control Mode: Auto

“ canes

——End

3.7.4 Limit by group

Through the limit by group function, you can set a dedicated or shared upload/download rate
for clients in an IP group to use in a period of time.

'\@' Tip

Before configuring limit by group rules, first configure the target IP group and time group.

1. Click Bandwidth Control.
Set Control Mode to Limit By Group.
3. Click + Add.

Control Mode

Control Mode: Limit By Group

P————

L Add: T Dekete

IP Address Group Time Group ggggr:rfm Mode g?rt%?ﬂdth Eg’;”d'v?gﬁj] Status Operation

Configure parameters in the Add window.
5. Click Save.
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IP Group: test

Time Group: Every Day
Concurrent Sessions:
Control Mode: o Dedicated

Upload Rate:

Download Rate;

——End

Version 1.0

Shared

Cancel

You can check the added rule on the Bandwidth Control page. See the following figure.

Control Mode

Control Mode: Limit By Group
+ Add T Delete
[] 1P Address Group Time Group gé’;'}?gﬂ'f”t Mode geﬂ?ﬁmdth
O test Every Day 300 Dedicated 128.0KB/s

96

Download

Bandwidth ~ Stetus

Operation

128.0KB/s [ @) 2



Parameter description

Parameter

IP Address Group

Time Group

Concurrent Sessions
(concurrent sessions of
each client)

Control Mode
(bandwidth control
method)

Upload Rate
Download Rate

Status

Operation

Version 1.0

Description

It specifies the IP group to be used, which is used to designate the clients with
these IP addresses. IP group should be configured in advance on the Filter
Management > IP Group/Time Group page.

It specifies the time group to be used, which is used to designate the validity
period of the rule. Time group should be configured in advance on the Filter
Management > IP Group/Time Group page.

It specifies the maximum number of connections each client within the specified
IP address range can use. Unless you have any special requirements, it is
recommended to set the parameter to no less than 300.

It specifies the mode of bandwidth control rules.

— Dedicated: It specifies that every client within the specified IP address
range uses the set upload/download rate. Under this mode, every client
obtains the same bandwidth.

— Shared: It specifies that all clients within the specified IP address range
use the set upload/download rate together. Under this mode, every
client may obtain different bandwidths.

It specifies the maximum upload/download rate you set.

It specifies the status of the rule. You can enable or disable the rule as required.
It specifies the operations you can perform on the rule.

Z : Click it to edit the rule.

“* : Click it to delete the rule.

3.7.5 Example of configuring limit by group rules

Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following

requirements:

During business hours (08:00 to 18:00 every workday), computers with an IP address ranging
from 192.168.5.2 to 192.168.5.10 can use a fixed upload and download bandwidth of 1 Mbps.
For other clients in the LAN, no bandwidth control rules are added.

Solution

You can use the Limit By Group function to meet this requirement. Assume that the
concurrent sessions of each client is 300.
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Set a time group ) Set an IP group Enable the limit by \ Set a bandwidth
group function control rule

Set a time group.

(1) Click Filter Management > IP Group/Time Group.

(2) Set the time group shown in the following figure.

Add

Group Mame:

Time:

Date:

2. SetanIP group.

BusinessHour

08 1 00 ~| 18

All o Custom

= Mon. B Tues. B Wed.

M Fri Sat. Sun.

Save Cancel

(1) Click Filter Management > IP Group/Time Group.

(2) Setthe IP address group shown in the following figure.

98
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Add X
Group Mame: Purchasing
IP Range: 192.168.5.2 ~| 192.16.5.10
3. Enable the limit by group function.
(1) Click Bandwidth Control and set Control Mode to Limit By Group.
(2) Click Save.
Control Mode
R 1
1 Control Mode: Limit By Group 1
4 Add T Delete
IP Address Group Time Group ggsr;?ggsem Mode ge‘l)r‘w%i\rdidth E:rﬁm,?g% Status Operation
4. Setabandwidth control rule.
(1) Click Bandwidth Control, and click +Add.
Control Mode
Control Mode: Limit By Group
|
| + Add : T Delete
IP Address Group Time Group gg;%;?m Mode ge‘u)rg[c)i‘\a:\rrjidth E:r:"’dru?j% Status Operation

(2) Configure parameters in the Add window, and click Save.
Click the drop-down list and select the IP group to which this rule applies, which is
Purchasing in this example.
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- Click the drop-down list and select the time group to which this rule applies, which is
BusinessHour in this example.

- Set the concurrent sessions of each client, which is 300 in this example.
— Set Control Mode to Dedicated.

- Set the maximum upload/download rate of clients, which are both 128KB/s in this

example.

Add X
IP Group: Purchasing
Time Group: BusinessHour
Concurrent Sessions: 300
Control Mode: o Dedicated Shared
Upload Rate: 128
Download Rate: 128

Save Cancel

—-End
Verification

Clients with an IP address ranging from 192.168.5.2 to 192.168.5.10, during 8:00 to 18:00
from Monday to Friday, can use a maximum upload and download rate of 128 KB/s.
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3.8 Authentication

3.8.1 Captive portal

Overview

By default, after the cable-free device is connected to the internet, the LAN users will have
internet availability. After the Captive Portal function is enabled, users connecting to the
authentication network need to pass the authentication before gaining internet access.

Click Authentication > Captive Portal to enter the page.

Here, you can configure authentication page and authentication policy.

Captive Portal

Authentication Page

Default o
Authentication Policies
-+ Add T Delete
Policy Name Authentication Authentication Page Validity Period Applied Interface Action

No data

Authenticaiton page

In the Authentication Page module on the Authentication > Captive Portal page, you can:

- Configure authentication page based on default template.

— Create authentication page manually.
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Configure authentication page based on default template

1.

2.

Here, you can configure the captive portal authentication page based on the default template.

Click Authentication, click Default in the Authentication Page module to enter the
configuration window.
Configure related parameters, and click Save.

Edit

Template Name:

Logo:

Title:

Background
Image1:
Redirect to:
Background
ImageZ2:
Redirect to:
Background
Image3:

Redirect to:

Disclaimer:

—End

Default

Change

Logo size cannot exceed 30

Welcome to IP-

As tio: 16:9. Image size cannot
2( .

6:9. Image si

Preview

Delete

COM

Welcome to IP-COM

Delete
age size cannot exceed
~
Password
age size car excee
Connect
ze cannot exceed

Disclaimer
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Parameter description

Parameter Description

It specifies the name of the web authentication page template. By default, the name

Template Name is Default.

It specifies the logo image of the web authentication page. Click Change to change
Logo the logo picture, and click Delete to delete the uploaded picture.
It specifies the title information of the web authentication page. By default, the title

Title is Welcome to IP-COM.

It specifies the background image of the web authentication page. Click Change to
change the picture, and click Delete to delete the uploaded picture.

Background Image ~
'@' Tip
When two background images are uploaded, those two images will be displayed in turn on the web

authentication page.

It specifies the URL linked to the background image. After the configuration
completes, you can access the website by clicking the background image on the
authentication page.

Redirect to .

'\@" Tip

Th; URL should be an HTTP website; otherwise, the function does not take effect.
Disclaimer It specifies the disclaimer information on the web authentication page.

It specifies the web address users are automatically redirected to after passing the
authentication.

- Previous Page: After users pass the authentication, the browser redirects
to the web address users visited before the authentication. For example, if
Redirect to the user is visiting Google when being redirected to the authentication
page, he will be redirected back to Google after he passed the
authentication.

- Specified Page: After users pass the authentication, the browser redirects
to the address specified here.

Create authentication page manually

Here, you can also create an authentication page manually.

1. Click Authentication > Captive Portal, and click + in the Authentication Page module to enter
the configuration window.
2. Configure related parameters, and click Save.

----End
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Authentication policies

Click Authentication > Captive Portal to enter the page. In the Authentication Policies
module, you can configure web authentication policy based on VLAN interface or SSID policy.
You can set Authentication, Valid Duration and Authentication Page and other parameters.

Configuration procedures:

1. Click Authentication > Captive Portal, in the Authentication Policies module, click + Add, and
configure parameters in the pop-up window.
2. Configure related parameters, and click Save.

Authentication Policies

+ Add [ Delete
Policy Name Authentication Authentication Page Validity Period Applied Interface Action
No data
—-End
Parameter description
Parameter Description
Policy Name It specifies the name of the authentication policy.

It specifies the authentication method adopted by the authentication policy.

—  With username and password: Users enter the username and password on the
prompted captive portal page. The username and password should be added
to the Authentication > User Management page.

— One-key Authentication: Users gain internet access simply by clicking Connect

o on the prompted captive portal page.
Authentication o ) )
= WiFi via SMS: Users enter mobile phone number on the prompted captive

portal page and obtain a verification code to access the internet. For detailed
parameter description, refer to SMS authentication settings.

— Email Authentication: Users enter email account on the prompted captive
portal page and obtain a verification code to access the internet. For detailed
parameter description, refer to the Email authentication settings.

Authentication

b It specifies the authentication page adopted by the authentication policy.
age

It specifies the length of time that internet access lasts after users pass the
Validity Period authentication. When the period expires, users need to perform authentication again
to gain internet access.
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Parameter Description

It specifies the interface on which the authentication policy takes effect. It can be a

Applied Interface | AN interface or SSID policy.

It specifies the operations you can perform on the authentication policy.

Action Z : Click it to edit the authentication policy.

~ : Click it to delete the authentication policy.

SMS authentication settings

SMS provider is the provider who issues authorization verification code to designated mobile
phone number. At present, supported SMS providers include Jixintong and NEXMO, and you
can also choose Custom HTTP Interconnection to use other SMS providers.

m Note

You need to purchase an SMS package in the corresponding SMS provider first, and then configure the
applied interconnection information to this cable-free device.

SMS Provider: Jixintong

User name from your SM5

provider:

Password from your SMS

provider;

Content:

Validity Test: +

—
T
(¥
=
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Parameter description
Parameter Description

User name from your

It specifies the user name you applied in Jixintong.
SMS provider

Password from your SMS It specifies the password of the user name you applied in
provider Jixintong.

It specifies the SMS content sent to mobile phone through
the Jixintong SMS platform.

Jixintong Content ‘G:D’
“\I/)"Tip

"SSCODESS" is the format of the SMS verification code and cannot be

modified.

It is used to check whether the interconnection between

this cable-free device and SMS provider is successful. Enter
Validity Test the phone number here, and then click the Test button. If

the interconnection is successful, the phone number will

receive a SMS message containing a verification code.

api_key It specifies the api_key you applied in NEXMO.
api_secret It specifies the api_secret you applied in NEXMO.

It specifies the SMS content sent to mobile phone through
the NEXMO SMS platform.

Content v~
NEXMO '@'Tip

"SSCODESS" is the format of the SMS verification code and cannot be
modified.

It is used to check whether the interconnection between
this cable-free device and SMS provider is successful. Enter
Validity Test the phone number here, and then click the Test button. If
the interconnection is successful, the phone number will
receive a SMS message containing a verification code.

It specifies the coding format of SMS content. Please select
Encoding the coding format supported by the corresponding SMS
service provider.

Customize Enter the URL interface address of SMS gateway provided

HTTP by SMS service provider. In general, SMS service providers

Interconnection  g\is Gateway URL provide the format of SMS Gateway URL Interface and
Interface users need to complete the URL interface address of SMS

gateway according to the information applied for in SMS
service providers.
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Content

SMS Error Code

Validity Test

Email authentication settings
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Description

It specifies the SMS content sent to mobile phone through
the SMS platform.

'\@' Tip

"SSCODESS" is the format of the SMS verification code and cannot be
modified.

Enter the SMS error code of SMS service provider. After the
SMS platform fails to send an SMS message, it will send the
message to this cable-free device. Users can consult the
corresponding SMS service provider based on relevant
information.

For the specific content of the SMS error code, consult the
corresponding SMS service provider.

It is used to check whether the interconnection between
this cable-free device and SMS provider is successful. Enter
the phone number here, and then click the Test button. If
the interconnection is successful, the phone number will
receive an SMS message containing a verification code.

This cable-free device supports email authentication. Related parameters are as follows.

People Shared with:
Email Address:
Email Password:
SMTP Server:

SMTP Server Port:
Account for Test:

Email Content:

SSL

Cance
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Parameter description

Parameter Description

People Shared It specifies the number of users allowed to access the internet using a same email
with address.

Email Address It specifies the email account that sends email.

Email Password It specifies the password or authorization code of the email account.

It specifies the SMTP server address.

]
N

SMTP Server -@’- Tip

The SMTP (Simple Mail Transfer Protocol) server is a mail delivery server. The address and port of
the SMTP server of each mail service provider are different. Please check on your own.

Secure Sockets Layer, a security protocol.
SSL It uses data encryption, identity authentication and message integrity verification
mechanism to ensure the security of network data transmission.

It specifies SMTP service port.

SMTP Server Port -\@’- Tip

The SMTP (Simple Mail Transfer Protocol) server is a mail delivery server. The address and port of
the SMTP server of each mail service provider are different. Please check on your own.

It specifies the email account, which is used to test whether the email server settings

Account for Test are valid.

Email Content It specifies the content of the verification code email.

3.8.2 User management

Overview
Click Authentication > User Management to enter the page.

Here, you can configure the user name and password for account authentication, export or
import authentication account information, and add authentication-free host.
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Authentication-free Host

Host Type Host Name/IP/MAC

Account Management

Parameter description

Parameter
Host Type
Host
Name/IP
o Address/MAC
Authentication- Address
free Host
Remark
Operation
User Name
Account
Management Password

Version 1.0

Remark Operation

No data

Description

It specifies by which method you specify an authentication-free
host. The cable-free device supports host name, IP address and
MAC address.

It specifies the information of the authentication-free host.

— If you select Host Name, enter the host name of the
authentication-free device. Please fill in the host name on
the System Status page here. If the host name is modified,
modify the host name here as well.

- If you select IP Address, enter the IP address of the
authentication-free device. You are recommended to bind
the IP address for the device on the Address Reservation

page.
— If you select MAC Address, enter the MAC address of the
authentication-free device.

It specifies the description of the authentication-free device.

It specifies the operations you can perform on the rule.

Z : Click it to edit the rule.

“* : Click it to delete the rule.
It specifies the user name and password of the authentication
account.

After the account authentication function is enabled, users need to
use this user name and password for authentication on the
browser page before gaining internet access.
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Parameter Description
Remark It specifies the account description information.

Client Status It specifies the status of the account (being used or not).

It specifies the valid duration of the account. After the duration

Valid ) expires, users cannot use this account for internet access
Duration authentication.

It specifies the status of the rule. You can enable it or disable it as
Status needed.

It specifies the operations you can perform on the rule.
Operation Z : Click it to edit the rule.

= : Click it to delete the rule.

It is used to export the data of the configured authentication user
Export account to the local computer.
| . It is used to import the previously exported authentication user
mpor

account data to the cable-free device.

Add authentication account
1. Click Authentication > User Management.
2. Click + Add.

Account Management

L Add Q

3. Set the required parameters in the Add window.
Click Save.

110



Version 1.0

Add X
User Name:
Password:
Remark:
Valid Duration: Always Valid
People Shared with: 1
Concurrent Sessions: 600
Upload Rate: Mo Limit
Download Rate: No Limit

——End

Description of some parameters

Parameter Description

People Shared It specifies the number of users allowed to access the internet using the same

with account.

Conc.urrent It specifies the maximum number of concurrent connections each device can set up.
Sessions

Upload Rate

It specifies the maximum upload/download rate of this account.
Download Rate
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3.8.3 Example of configuring user management

Example of configuring WiFi via SMS

Networking requirement

An enterprise uses the cable-free device to build a network.
In order to standardize the use of network, the requirements are as below.

- Employees connecting to the device’s WiFi network "IP-COM_EE47E8" need authentication
when accessing the internet.

- After passing the authentication, employees are redirected to Bing.

- Network administrator does not need authentication when accessing the internet.
Solution

The above requirements can be achieved through the WiFi via SMS function of the router. Assume
that:
- The physical address of the network administrator computer is 94:C6:91:29:C2:C4.

- The account applied by the enterprise in Jixintong is Tom123.

- The password of the account applied by the enterprise in Jixintong is Tom123.
Configuration procedures

1. Configure authentication page information.
(1) Click Authentication > Captive Portal.

(2) In the Authentication Page module, click Default.
(3) Modify the following parameters in the pop-up window, and click Save.

- Template Name: Set the name of the template of the authentication page, such as
Company Authentication.

- Logo: Click Change and upload the company logo image.
- Title: Set the title of the captive portal page, such as Welcome to XX.

- Background Image: Click Change and upload the background image of the captive
portal page, such as the enterprise promotion photo.

- Disclaimer: Set the disclaimer information of the enterprise, such as Copyright ©
2021 XX. All rights reserved.

- Redirect to: Choose Specified Page, and enter the URL to which the client jumps after
passing authentication, which is www.bing.com in this example.
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Edit X
Template Name: Company Authentication Preview
Logo: Delete
Logo size cannot exceed 30 KB
Title: Welcome to IP-COM
Welcome to IP-COM

Background Delete
Image: 3 ‘ atio: 16:9. Image size cannot exceed

0

i
Redirect to: 1) , J
BaCKground Password: .‘--.;: - l
Image2: ge size cannot exceed
Redirect to:
Background
Image3: e
Redirect to:
Disclaimer: Copyright © 2021 IP-COM

Networks Co., Ltd. All rights
reserved. ; o
Disclaimer

Redirect to: Previous Page ) Specified Page

http:// www.bing.com

Save Cancel
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Configure WiFi via SMS.
Click Authentication > Captive Portal.

1)
()
®3)

In the Authentication Policies module, click + Add.

Configure the parameters in the pop-up window, and then click Save at the bottom of the
page.

Policy Name: Set the policy name, such as WiFi via SMS.

Authentication: Set Authentication to WiFi via SMS.

Authentication Page: Set Authentication Page to Company Authentication.
Valid Duration: Set the valid duration for SMS authentication, such as 24 hrs.

Wireless Port: Select the WiFi network requiring SMS authentication, which is IP-
COM_EEA47ES in this example.

SMS Provider: Select the SMS provider from which you have purchased an SMS
package, which is Jixintong in this example.

User name from your SMS provider: Enter the user name applied from Jixintong,
which is Tom123 in this example.

Password from your SMS provider: Enter the password corresponding to the user
name, which is Tom123 in this example.

Content: Set the SMS content sent to the user through the Jixintong SMS platform,
such as Your verification code is $SCODESS.

Validity test: Used to check whether the interconnection between this cable-free
device and SMS provider is successful. Enter the mobile phone number here, and
then click the Test button. If the interconnection is successful, the phone number will
receive an SMS message containing a verification code.
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Policy Name: Company Authentication
Authentication: WiFi via SMS

Authentication Page:

Valid Duration:

Wired Port:

Wireless Port:

SMS Provider:

User name from your SMS

provider:

Password from your SMS

provider:

Content:

Validity Test:

Company Authentication

24 hrs

® IP-COM EE47ES

‘ Jixintong ‘

‘ Tom123 ‘

‘ Tom123 ‘

Example: In the SMS message "Your
verification code is: $$CODE$%",
$5CODESS is the verification code.

‘ Cancel

Version 1.0
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Add authentication-free hosts.
(1) Click Authentication > User Management.

(2) Click + Add in the Authentication-free Host module.

(3) Configure the following parameters in the Add window.

Host Type: Select the method by which you specify an authentication-free host,
which is MAC Address in this example.

MAC Address: Enter the MAC address of the client, which is 94:C6:91:29:C2:C4 in this
example.

Remark: Enter a remark of the user, which is Administrator in this example.
(4) Click save.

Add X
Host Type: MAC Address
MAC Address: 894:C6:91:29:C2:C4
Remark: ‘ Administrator
----End
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Verification

The network administrator does not need SMS authentication when accessing the internet.
Employees need SMS authentication when accessing the internet. The steps are as follows:
Visit any website and the browser will automatically redirect to the SMS authentication page.
Enter a valid mobile phone number.

Click Obtain to get verification code.

Check the verification code received by your mobile phone.

Enter the verification code, and then click Connect.

newNRe

Sign in to IP-COM_EE47E8
192.168.244.244

Welcome to IP-COM

Disclaimer

——End

If the authentication is successful, the browser will automatically redirect to Bing.
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Example of configuring account authentication

Networking requirement

An enterprise uses the cable-free device to build a network.

In order to standardize the use of network, the requirements are as below:

Employees (10 persons) connecting to the device’s WiFi network “IP-COM_EE47E8” need
authentication when accessing the internet.

No limit is set on the upload/download rate for employees.

After passing the authentication, employees are redirected to Bing.

Network administrator do not need authentication when accessing the internet.

Solution

The above requirements can be achieved through the account authentication function of the
router. Assume that the physical address of the network administrator computer is
94:C6:91:29:C2:C4.

Configuration procedures

1.

Configure authentication page information.
(1) Click Authentication > Captive Portal.

(2) Inthe Authentication Page module, click Default.

(3) Modify the following parameters in the pop-up window, and click Save.

Template Name: Set the name of the template of the authentication page, such as
Company Authentication.

Logo: Click Change and upload the company logo image.
Title: Set the title of the captive portal page, such as Welcome to XX.

Background Image: Click Change and upload the background image of the captive
portal page, such as the enterprise promotion photo.

Disclaimer: Set the disclaimer information of the enterprise, such as Copyright ©
2021 XX. All rights reserved.

Redirect to: Choose Specified Page, and enter the URL to which the client jumps after
passing authentication, which is www.bing.com in this example.
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Edit

Template Name:

Logo:

Title:

Background
Imagel:
Redirect to:
Background
Image2:
Redirect to:
Background
Image3:

Redirect to:

Disclaimer:

Redirect to:

Company Authentication

xceed 30

Delete

30 ¥R

Welcome to IP-COM

6:9.

Copyright © 2021 IP-COM
Networks Co., Ltd. All rights

reserved.

Previous Page

° Specified Page

http:// www.bing.com

Save
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Delete
mage size cannot exceed
e ';Z‘:‘ cannot ex fi‘:—d
1ot exceed

Preview

Welcome to IP-COM

Password =
—

Connect
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Disclaimer

Cancel
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2. Configure account authentication.
(1) Click Authentication > Captive Portal.

(2) In the Authentication Policies module, click + Add.

(3) Configure the parameters in the pop-up window, and then click Save at the bottom of the
page.

Policy Name: Set the policy name, such as With username and password.
Authentication: Set Authentication to With username and password.
Authentication Page: Set Authentication Page to Company Authentication.
Valid Duration: Set the valid duration for account authentication, such as 24 hrs.

Wireless Port: Select the WiFi network requiring account authentication, which is IP-
COM_EEA47ES in this example.

Edit X
Policy Name: With username and password
Authentication: With username and password
Authentication Page: Company Authentication
Valid Duration: 24 hrs
Wired Port:
Wireless Port: IP-COM EE47ES

Save Cancel

3. Add authentication accounts.
(1) Click Authentication > User Management.

(2) Click + Add in the Account Management module.
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(3) Configure the following parameters in the Add window.

User name: Set the user name for account authentication, such as Tom123.
Password: Set the password corresponding to the user name, such as Tom123.
Remark: Enter the description of the user, such as Employees.

Valid Duration: Set the valid duration for the account, such as Always Valid.

People Shared with: Set the number of users allowed to connect to the internet using
this account at the same time, such as 10.

Concurrent Sessions: Set the concurrent sessions established by the account device.
You are recommended to keep the default settings.

Upload Rate: Set the maximum upload rate for the account, which is No Limit in this
example.

Download Rate: Set the maximum download rate for the account, which is No Limit
in this example.

(4) Click save.

Edit

User Name: Tom123
Password: Tom123
Remark: Employees
Valid Duration: Always Valid
People Shared with: 10
Concurrent Sessions: 600

Upload Rate: Mo Limit
Download Rate: No Limit

Save Cancel
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Add authentication-free hosts.
(1) Click Authentication > User Management.

(2) Click + Add in the Authentication-free Host module.

(3) Configure the following parameters in the Add window.

Host Type: Select the method by which you specify an authentication-free host,
which is MAC Address in this example.

MAC Address: Enter the MAC address of the client, which is 94:C6:91:29:C2:C4 in this
example.

Remark: Enter a remark of the user, which is Administrator in this example.
(4) Click save.

Add X
Host Type: MAC Address
MAC Address: 94:C6:91:29:C2:C4
Remark: ‘ Administrator
----End
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Verification

The network administrator does not need authentication when accessing the internet.
Employees need account authentication when accessing the internet. The steps are as follows:

1. Visit a website and the browser will automatically redirect to the account authentication page.
2. Enter the user name and password.

3. Click Connect.

Sign in to IP-COM_EE47ES8
192.168.244.244

Welcome to IP-COM

Connect

Disclaimer

——End

If the authentication is successful, the browser will automatically redirect to Bing.
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Example of configuring email authentication

Networking requirement

An enterprise uses the cable-free device to build a network.
In order to standardize the use of network, the requirements are as below:

Employees (10 persons) connecting to the device’s WiFi network “IP-COM_EE47E8” need
authentication when accessing the internet.

No limit is set on the upload/download rate for employees.
After passing the authentication, employees are redirected to Bing.

Network administrator does not need authentication when accessing the internet.

Solution

The above requirements can be achieved through the email authentication function of the device.
Assume that the physical address of the network administrator computer is 94:C6:91:29:C2:C4.
Assume that the basic parameters of the email server are as follows:

Email Address: Tom@gmail.com

Email Password: abc123456

SMTP Server: smtp.gmail.com (SSL enabled)
SMTP Server Port: 465

Account for Test: lisi@gmail.com

Configuration procedures

1.

Configure authentication page information.
(1) Click Authentication > Captive Portal.

(2) Inthe Authentication Page module, click Default.
(3) Modify the following parameters in the pop-up window, and click Save.

- Template Name: Set the name of the template of the authentication page, such as
Company Authentication.

- Logo: Click Change and upload the company logo image.
- Title: Set the title of the captive portal page, such as Welcome to XX.

- Background Image: Click Change and upload the background image of the captive
portal page, such as the enterprise promotion photo.

- Disclaimer: Set the disclaimer information of the enterprise, such as Copyright ©
2021 XX. All rights reserved.

- Redirect to: Choose Specified Page, and enter the URL to which the client jumps after
passing authentication, which is www.bing.com in this example.
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Edit X
Template Name: Company Authentication Preview
Logo: Delete
Logo size cannot exceed 30 KB
Title: Welcome to IP-COM
Welcome to IP-COM

Background Delete
|mage1: : atio: 16:9. Image size cannot exceed

4
Redirect to: i 7 |

.

Background Upload

Image?2:

Redirect to:

Background
|mage3: Image annot exceed
Redirect to:
Disclaimer: Copyright © 2021 IP-COM
Networks Co., Ltd. All rights
reserved. ’ .
Disclaimer
Redirect to: Previous Page () Specified Page

http:// www.bing.com
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2. Configure email authentication.
Click Authentication > Captive Portal.

1)
()
®3)

In the Authentication Policies module, click + Add.

Configure the parameters in the pop-up window, and then click Save at the bottom of the
page.

Policy Name: Set the policy name, such as Email Authentication.
Authentication: Set Authentication to Email Authentication.

Authentication Page: Set Authentication Page to Company Authentication.
Valid Duration: Set the valid duration for email authentication, such as 24 hrs.

Wireless Port: Select the WiFi network requiring email authentication, which is IP-
COM_EEA47ES in this example.

People Shared with: Set the number of users allowed to connect to the internet using
email at the same time, such as 10.

Email Address: Enter the email address, which is Tom@gmail.com in this example.

Email Password: Enter the password corresponding to the email address, which is
abc123456 in this example.

SMTP Server: Enter the SMTP server address, which is smtp.gmail.com in this
example.

Tick SSL.
SMTP Server Port: Enter the SMTP server port, which is 465 in this example.
Account for Test: Enter a valid email address, which is lisi@gmail.com in this example.

Email Content: Set the email content sent to users (“SSCODESS” is the format of the
email verification code and cannot be modified).
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Add X
Policy Name: Email Authentication
Authentication: Email Authentication
Authentication Page: Company Authentication
Valid Duration: 24 hrs
Wired Port:
Wireless Port: IP-COM_EE47ES
People Shared with: 10 (Range: 1 to 10)
Email Address: Tom@gmail.com
Email Password: sssessene
SMTP Server: smtp.gmail.com SSL
SMTP Server Port: 465
Account for Test: lisi@gmail.com Test
Email Content: Your verification code is $$CODE$S

e

(4) To check whether the configuration is correct, click the Test button besides Account for
Test.
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'\@' Tip

If the test fails, please try the following solutions:

- Ensure that the email address has enabled SMTP service.
- Ensure that the account for test is real and valid.

- Adjust email content.

3. Add authentication-free hosts.
(1) Click Authentication > User Management.

(2) Click + Add in the Authentication-free Host module.

(3) Configure the following parameters in the Add window.

Host Type: Select the method by which you specify an authentication-free host,
which is MAC Address in this example.

MAC Address: Enter the MAC address of the client, which is 94:C6:91:29:C2:C4 in this
example.

Remark: Enter a remark of the user, which is Administrator in this example.
(4) Click save.

Add X
Host Type: MAC Address
MAC Address: 84:C6:91:29:C2:C4
Remark: ‘ Administrator
----End
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Verification

The network administrator does not need authentication when accessing the internet.
Employees need email authentication when accessing the internet. The steps are as follows:
Visit a website and the browser will automatically redirect to the email authentication page.
Enter a valid email address.

Click Obtain to get verification code.

Log in to the email and check the received verification code.

Enter the verification code on the page and click Connect.

newNRe

Sign in to IP-COM_EE47E8
192.168.244.244

Welcome to IP-COM

Disclaimer

——End

If the authentication is successful, the browser will automatically redirect to Bing.
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3.9 Filter management

3.9.1 IP group/time group

Overview

When configuring functions which take effect depending on IP group or time group, such as

MAC address filter, IP address filter, port filter, URL filter, you need to first configure the target
IP group and/or time group.

By default, a time group has been added on the node, and the default time group cannot be
deleted or edited.

Click Filter Management > IP Group/Time Group to enter the page. See the following figure.

IP Group/Time Group @

Time Group Settings

+ Add T Delete
Group Name Date Time Operation
Every Day Men., Tues., Wed. Thur. Fri.Sat.,Sun. 00:00~00:00
P Group Settings
+ Add T Delete
IP Address Group IP Range Operation
Parameter description
Parameter Description
Group Name It specifies the name of the time group.
Date It specifies the dates included in the time group.

Time Group Settings

It specifies the start and end time of the time group.

Time 00:00~00:00 indicates a whole day.
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Parameter

IP Group Settings

Operation

IP Address
Group

IP Range

Operation

Add a time group
Click Filter Management > IP Group/Time Group, and locate the Time Group Settings
configuration area.

1.

2.
3.
4.

Click + Add.

Set the required parameters in the Add window.

Click Save.

Add

-—-End

Group Mame:

Time:

Date:

Description

Version 1.0

It specifies the operations you can perform on the rule.

Fd

—: Click it to edit the rule.

1 Click it to delete the rule.

It specifies the name of the IP group.

It specifies the start and end IP address of the IP group.

It specifies the operations you can perform on the rule.

&

—: Click it to edit the rule.

" Click it to delete the rule.

00

All

Mon.

Fri.

131

A A
00 ~ 00N

(LT i

o Custom
Tues. Wed.
Sat. Sun.
Cancel

00

Thur.



Version 1.0

Add an IP group
1. Click Filter Management > IP Group/Time Group, and locate the IP Group Settings
configuration area.

2. Click + Add.
3. Set the required parameters in the Add window.
4. Click Save.
Add X
Group Name:
IP Range: ~
--—-End

3.9.2 MAC address filter

Overview
On this page, you can allow or block internet access through this node for specified clients.
Click Filter Management > MAC Address Filter to enter the page.

The MAC address filter function is disabled by default. The following displays the page when
the function is enabled.
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MAC Address Filter @

MAC Address Filter: &

- Add W Delete

Filter Type MAC Address Time Group Remark Status Operation

No data

Allow clients with disabled status or clients not on the list to access the internet through this device.

Parameter description

Parameter Description

It specifies whether to enable the MAC address filter function. indicates the

MAC Add Filt
ress Fier function is disabled and indicates the function is enabled.

It specifies the MAC address filter types.

—  Whitelist: It specifies that internet access is allowed. In this mode, clients
with the specified MAC address can access the internet only within the
Filter Type specified time period.

— Blacklist: It specifies that internet access is blocked. In this mode, clients
with the specified MAC address cannot access the internet only within the
specified time period.

MAC Address It specifies the MAC address of the client to which the rule applies.

Select the time group rule, which is used to specify the time period during which
the MAC address filter rule takes effect.

Time Group ) i ] ) . .
The time group rule should be configured in advance in the Time Group Settings
module on the Filter Management > IP Group/Time Group page.

Remark It specifies the remark of the MAC address filter rule.

Status It specifies the status of the MAC address filter rule. You can enable or disable the
rule as required.
It specifies the operations you can perform on the rule.

Operation Z : Click it to edit the rule.

“ : Click it to delete the rule.
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Parameter Description

Allow clients with
disabled status or
clients not on the

— If this option is selected, clients to which the disabled rules in the list apply
and clients not in the list can both access the internet.

list to access the - If this option is not selected, clients to which the disabled rules in the list
internet through apply and clients not in the list can neither access the internet.
this device.

Configure a MAC address filter rule

[}
4

“Tip

nmzle’\?)'

Before configuring a MAC address filter rule, please configure the target time group first.

Enable the MAC address filter function

On the Filter Management > MAC Address Filter page, toggle on MAC Address Filter, and
click Save.

MAC Address Filter

MAC Address Filter: &«

+ Add T Delete

Add a MAC address filter rule

On the Filter Management > MAC Address Filter page, click + Add, configure parameters in
the pop-up configuration window, and click Save.
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Add X
Filter Type: o Whitelist
Blacklist
Time Group: Every Day
MAC Address:
Remark:

Save Cancel

Example of configuring a MAC address filter rule
Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following
requirements:

During business hours (08:00 to 18:00 every workday), only a purchaser is allowed to access
the internet.

Solution

You can use the MAC Address Filter function to meet this requirement. Assume that the MAC
address of the purchaser is CC:3A:61:71:1B:6E.

Configuration procedures

Set a time group Enable the MAC address "\ Set a MAC address filter
filter function rule

I. Set atime group.

1. Click Filter Management > IP Group/Time Group.
2. Set the time group shown in the following figure.
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Add X
Group Name: BusinessHour
Time: 08 1 00 ~| 18 | 00
Date: All o Custom

Mon. Tues. Wed. Thur.

Fri. Sat. Sun.

Il. Enable the MAC address filter function.

1. On the Filter Management > MAC Address Filter page, toggle on MAC Address Filter.
2. Click Save.

MAC Address Filter ©

MAC Address Filter: [ @

} Add T Delete

Ill. Set a MAC address filter rule.

1. Adda MAC address filter rule.
(1) On the Filter Management > MAC Address Filter page, click + Add.
(2) Configure parameters in the Add window, and click Save.
- Choose Filter Type, which is Whitelist in this example.
- Select the target time group, which is BusinessHour in this example.

- Enter the physical address of the computer of the purchaser, which is
CC:3A:61:71:1B:6E in this example.
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- (Optional) Set the remarks of the rule, for example, Purchaser 1.

Add X
Filter Type: © Whitetist
Blacklist
Time Group: BusinessHour
MAC Address: CC:3A:61:71:1B:6E
Remark: Purchaser 1

Save Cancel

2. Block clients to which disabled rules apply and clients not in the list.
(1) Deselect Allow clients with disabled status or clients not on the list to access the
internet through this device.

(2) Click Save.

MAC Address Filter @
MAC Address Filter: [ @

+ Add T Delete

[ Filter Type MAC Address Time Group Remark Status Operation

O Whitelist CC:3A61:71:1B:6E BusinessHour Purchaser 1 [ @ Z W

Allow clients with disabled status or clients not on the list to access the internet through this device.

“ canee!
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--End
Verification

In the LAN during 8:00 to 18:00 from Monday to Friday, only the computer with the MAC
address of CC:3A:61:71:1B:6E can access the internet.

3.9.3 IP address filter

Overview
On this page, you can allow or block internet access through this node for specified clients.
Click Filter Management > IP Address Filter to enter the page.

The IP address filter function is disabled by default. The following displays the page when the
function is enabled.

IP Address Filter @
IP Address Filter: &
+ Add T Delete
Filter Type IP Address Group Time Group Remark Status Operation
No data
Parameter description
Parameter Description
. It specifies whether to enable the IP address filter function. indicates the
IP Address Filter L - L
function is disabled and indicates the function is enabled.

It specifies the IP address filter types.

- Whitelist: It specifies that internet access is allowed. In this mode, clients
with the specified IP address can access the internet only within the
Filter Type specified time period.

- Blacklist: It specifies that internet access is blocked. In this mode, clients
with the specified IP address cannot access the internet only within the
specified time period.
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IP Address Group

Time Group

Remark

Status

Operation

Allow clients with
disabled status or
clients not on the
list to access the
internet through
this device.

[}
4

“Tip

nm:I@'
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Description

It specifies the IP group the rule uses, which is used to specify the client to which
the rule applies.

The IP group rule should be configured in advance in the IP Group Settings module
on the Filter Management > IP Group/Time Group page.

It specifies the time group the rule uses, which is used to specify the time period
during which the rule is effective.

The time group rule should be configured in advance in the Time Group Settings
module on the Filter Management > IP Group/Time Group page.

It specifies the remark of the IP address filter rule.

It specifies the status of the IP address filter rule. You can enable or disable the
rule as required.

It specifies the operations you can perform on the rule.

Z : Click it to edit the rule.

“* : Click it to delete the rule.

- If this option is selected, clients to which the disabled rules in the list apply
and clients not in the list can both access the internet.

— If this option is not selected, clients to which the disabled rules in the list
apply and clients not in the list can neither access the internet.

Configure an IP address filter rule

Before configuring an IP address filter rule, please configure the target IP group and time group first.

Enable the IP address filter function

On the Filter Management > IP Address Filter page, toggle on IP Address Filter, and click

Save.

IP Address Filter

IP Address Filter:

+ Add T Delete
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Add an IP address filter rule

On the Filter Management > IP Address Filter page, click + Add, configure parameters in the
pop-up configuration window, and click Save.

Add X
Filter Type: © Whitelist
Blacklist
Time Group: Every Day
IP Group:
Remark:

Save Cancel

Example of configuring an IP address filter rule
Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following
requirements:

During business hours (08:00 to 18:00 every workday), only purchasers are allowed to access
the internet.

Solution

You can use the IP Address Filter function to meet this requirement. Assume that the IP
addresses of purchasers range from 192.168.5.2 to 192.168.5.10.

Configuration procedures

Set a time group) Set an IP group Enable the IP address Set an IP address filter
filter function rule

Set a time group.

1. Click Filter Management > IP Group/Time Group.
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2. Set the time group shown in the following figure.

Add

Group Name: BusinessHour
Time: 08 1 00 ~| 18 00
Date: All o Custom
B Mon. @ Tues. H Wed. @& Thur
B Fri. Sat. Sun.
Il. SetanIP group.
1. Click Filter Management > IP Group/Time Group.
2. Setthe IP group shown in the following figure.
Add
Group Name: Purchaser
IP Range: 192.168.5.2 ~| 192.168.5.10

Save Cancel
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I1l. Enable the IP address filter function.

1. On the Filter Management > IP Address Filter page, toggle on IP Address Filter.
2. Click Save.

IP Address Filter ©

IP Address Filter: @)

+ Add 0 Delete

IV. Set an IP address filter rule.

1. Add an IP address filter rule.
(1) On the Filter Management > IP Address Filter page, click + Add.

(2) Configure parameters in the Add window, and click Save.

- Choose Filter Type, which is Whitelist in this example.

Select the target time group, which is BusinessHour in this example.

Select the target IP group, which is Purchaser in this example.

(Optional) Set the remarks of the rule, for example, Purchaser.

Add X
Filter Type: o Whitelist
| Blacklist
Time Group: BusinessHour
IP Group: Purchaser
Remark: Purchaser
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2. Block clients to which disabled rules apply and clients not in the list.
(1) Deselect Allow clients with disabled status or clients not on the list to access the
internet through this device.

(2) Click Save.

IP Address Filter @
IP Address Filter: [ ¢
+ Add T Delete
Filter Type IP Address Group Time Group Remark Status Operation
Whitelist Purchaser BusinessHour Purchaser o 2 W

Allow clients with disabled status or clients not on the list to access the internet through this device.

--—-End
Verification

In the LAN during 8:00 to 18:00 from Monday to Friday, only the computers of purchasers (IP
address range: 192.168.5.2 to 192.168.5.10) can access the internet.

3.9.4 Port filter

Overview

The application protocols used by various services on the internet have specified ports
assigned to them. Among these ports, ports 0 to 1023 are used by common services and are
generally assigned to fixed services.

On this page, you can control the types of internet services users can access by blocking the
access to specified ports.

Click Filter Management > Port Filter to enter the page.

The port filter function is disabled by default. The following displays the page when the
function is enabled.
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Port Filter @
Port Filter: [ @
+ Add T Delete
IP Address Group Time Group Ports Protocols Status Operation
No data
Note: If rules duplicate or overlap, the first configured one prioritizes
Parameter description
Parameter Description
. It specifies whether to enable the port filter function. indicates the function is
Port Filter . L L
disabled and indicates the function is enabled.
It specifies the IP group the rule uses, which is used to specify the client to which the
rule applies.
IP Address Group . . . .
The IP group rule should be configured in advance in the IP Group Settings module
on the Filter Management > IP Group/Time Group page.
It specifies the time group the rule uses, which is used to specify the time period
] during which the rule is effective.
Time Group ) ) ) ) . .
The time group rule should be configured in advance in the Time Group Settings
module on the Filter Management > IP Group/Time Group page.
Ports It specifies the TCP or UDP port number used by the service to be blocked.
Protocols It specifies the protocol used by the service to be blocked. All indicates TCP and UDP.
Status It specifies the status of the port filter rule. You can enable or disable the rule as
required.
It specifies the operations you can perform on the rule.
Operation Z : Click it to edit the rule.

“ : Click it to delete the rule.
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Configure a port filter rule

'\G“D" Tip

Before configuring a port filter rule, please configure the target IP group and time group first.

Enable the port filter function

On the Filter Management > Port Filter page, toggle on Port Filter, and click Save.

Port Filter @

Port Filter: a

+ Add T Delete

Add a port filter rule

On the Filter Management > Port Filter page, click + Add, configure parameters in the pop-up
configuration window, and click Save.

Add X
IP Group: Purchaser
Time Group: Every Day
Ports:
Protocaols: All

Save Cancel
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Example of configuring a port filter rule
Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following
requirements:

During business hours (08:00 to 18:00 every workday), webpage browsing is forbidden for
finance department staff (The default port number of the webpage browsing service is 80).

Solution

You can use the Port Filter function to meet this requirement. Assume that the IP addresses
of the finance department staff range from 192.168.5.2 to 192.168.5.10.

Configuration procedures

Set a time group) Set an IP group Enable the port Set a port filter rule
filter function

Set a time group.

1. Click Filter Management > IP Group/Time Group.
2. Set the time group shown in the following figure.

Add X
Group Name: BusinessHour
Time: 08 1 00 ~| 18 | 00
Date: Al o Custom

Mon. Tues. Wed. Thur.

Fri. Sat. Sun.

Save Cancel
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Il. SetanIP group.

1. Click Filter Management > IP Group/Time Group.
2. Set the IP group shown in the following figure.

Add X

Group Name: Financier

IP Range: 192.168.5.2 ~| 192.168.5.10

Save Cancel

lll. Enable the port filter function.

1. Onthe Filter Management > Port Filter page, toggle on Port Filter.
2. Click Save.

Port Filter @

Port Filter: [ @

+ Add W Delete

IV. Set a port filter rule.

1. On the Filter Management > Port Filter page, click + Add.

Port Filter @

Port Filter: @)

+ Add T Delete

2. Configure parameters in the Add window, and click Save.
(1) Select the target IP group, which is Financier in this example.
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(3) Enter the port number used by the webpage browsing service, which is 80.

(4) Select the protocol used by the service. You are recommended to retain the default

option All.

Add

IP Group:

Time Group:

Ports:

Protocols:

Financier

BusinessHour

80 1| 80

All

Cancel

The port filter rule is added successfully. See the following figure.

Port Filter

Port Filter: [ @

+ Add T Delete

[ IP Address Group Time Group Ports

[ Financier BusinessHour 80~80

Note: If rules duplicate or overlap, the first configured one prioritizes.

Protocols Status

All [ @]

Cancel
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--End
Verification

In the LAN during 8:00 to 18:00 from Monday to Friday, computers with an IP address ranging
from 192.168.5.2 to 192.168.5.10 cannot use the webpage browsing service.

3.9.5 URL filter

Overview

On this page, you can allow or block users’ access to specified website categories to control
the internet behavior of LAN users.

Click Filter Management > URL Filter to enter the page.

The URL filter function is disabled by default. The following displays the page when the
function is enabled.

URL Filter

URL Filter: &

+ Add T Delete

Filter Type IP Address Group Time Group URL Status Operation

No data

“ Cance
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Parameter

URL Filter

Filter Type

IP Address Group

Time Group

URL

Status

Operation

URL
Management

Version 1.0

Description
It specifies whether to enable the URL filter function. indicates the function is
disabled and indicates the function is enabled.

It specifies the URL filter types.

— Allow access only: It specifies that internet access is allowed. In this mode,
clients in the IP group can access only the specified website and cannot access
other websites during the specified time period. During other time periods, the
clients can access all the websites.

— Block access only: It specifies that internet access is blocked. In this mode,
clients in the IP group cannot access only the specified website and can access
other websites during the specified time period. During other time periods, the
clients can access all the websites.

It specifies the IP group the rule uses, which is used to specify the client to which the
rule applies.

The IP group rule should be configured in advance in the IP Group Settings module on
the Filter Management > IP Group/Time Group page.

It specifies the time group the rule uses, which is used to specify the time period
during which the rule is effective.

The time group rule should be configured in advance in the Time Group Settings
module on the Filter Management > IP Group/Time Group page.

It specifies the URL category the rule uses.

The URL category should be configured in advance.

It specifies the status of the URL filter rule. You can enable or disable the rule as
required.

It specifies the operations you can perform on the rule.

Zz : Click it to edit the rule.

“ : Click it to delete the rule.
It specifies the customized URL category.

'\G‘f)" Tip

The device does not have a pre-set default URL category.
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Configure a URL filter rule
Enable the URL filter function

On the Filter Management > URL Filter page, toggle on URL Filter, and click Save.

URL Filter @

URL Filter: " @)

+ Add T Delete

Add a customized URL group

1. On the Filter Management > URL Filter page, click URL Management.

2. Click New.

3. Configure parameters in the Add window.

4. Click Save.

Add X
Group Name;:
URL:
Remark:
----End
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Parameter description

Parameter Description
Group Name It specifies the name of the URL group. The name cannot be duplicated.

It specifies the domain name or the keywords of the domain name of the website to
be blocked. Use semicolons (;) to separate multiple domain names or keywords of
domain names.

URL o~
'@‘Tip

When you enter keywords of the domain name, make sure the keywords unchanged.
For example, for www.facebook.com, you should enter facebook rather than
Facebook.

Remark It specifies the remark of the URL group.

Add a URL filter rule

'\G“D" Tip

Before configuring a URL filter rule, please configure the target IP group, time group, and URL category first.

1. On the Filter Management > URL Filter page, click + Add.

URL Filter ©

URL Filter: [ @

+ Add T Delete

2. Configure parameters in the Add window.
3. Click Save.
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Add X

Filter Type: o Allow access only

Block access only

IP Group: Financier

Time Group: Every Day

Remark:

URL: Category Select All Invert
Custom

--—-End

Example of configuring a URL filter rule
Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following
requirements:

During business hours (08:00 to 18:00 on weekdays), designing department staff are
disallowed to access social media like Facebook and Tumblr.

Solution

You can use the URL Filter function to meet this requirement. Assume that the IP addresses
of the designing department staff range from 192.168.5.2 to0 192.168.5.10.
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Enable the URL
Set a time group) Set an IP group Add a URL group ) Set a URL filter rule
filter function

Set a time group.

1. Click Filter Management > IP Group/Time Group.
2. Set the time group shown in the following figure.

Add

Group Name: BusinessHour
Time: 08 1 00 ~| 18
Date: All © Custom

= Mon. B Tues. B Wed.

M Fri. Sat. Sun.

Save Cancel

Il. SetanIP group.

1. Click Filter Management > IP Group/Time Group.
2. Set the IP group shown in the following figure.
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Add

Group Name: Designer

IP Range: 192.168.5.2 ~| 192.168.5.10

Save Cancel

lll. Enable the URL filter function.

1. On the Filter Management > URL Filter page, toggle on URL Filter.
2. Click Save.

URL Filter

URL Filter: [ @)

+ Add W Delete

IV. Add a URL group.

1. On the Filter Management > URL Filter page, click URL Management.

URL Management URL Management >

2. Click New.
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/ URL Management

Custom

3. Configure parameters in the Add window, and click Save.
(1) Set Group Name, which is SocialMedia in this example.

(2) Enter the keywords of the domain name of the website to be blocked, which is
facebook;tumblr in this example.

(3) Set the remarks of the URL group, for example, SocialMedia.

Add

Group Mame: SocialMedia
URL: facebook;tumblr
Remark: SocialMedia

Save Cancel

V. Set a URL filter rule.

1. On the Filter Management > URL Filter page, click + Add.
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URL Filter @

URL Filter: [ @

+ Add T Delete

2. Configure parameters in the Add window, and click Save.
(1) Choose Block access only for Filter Type.

(2) Select the target IP group, which is Designer in this example.
(3) Select the target time group, which is BusinessHour in this example.
(4) (Optional) Set the remarks of the URL filter rule. You can also choose to leave it blank.

(5) Choose the target URL, which is SocialMedia in this example.

Edit X

Filter Type: Allow access only

o Block access only

IP Group: Designer

Time Group: BusinessHour

Remark:

URL: Category Select All Invert
Custom SocialMedia

Save Cancel

The URL filter rule is added successfully. See the following figure.
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URL Filter @

URL Filter: &

+ Add I Delete

Filter Type IP Address Group Time Group URL Status Operation

Blacklist Designer BusinessHour SocialMedia & Z W

--—-End
Verification

In the LAN during 8:00 to 18:00 from Monday to Friday, computers with an IP address ranging
from 192.168.5.2 to 192.168.5.10 cannot access the websites specified in the SocialMedia
URL group.
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3.10 More

3.10.1 Static routing

Overview

Routing is an operation to choose an optimum path to convey data from the source address
to the target address. Static route is a manually-configured special route and is simpler, more
efficient, and more reliable. An appropriate static route can reduce issues arising from route
selection and ease the overflow of route selection data flow, improving the rate of data
packet forwarding.

You can specify a static route by setting Destination Network, Subnet Mask, Default
Gateway, and Interface. Among these parameters, Destination Network and Subnet Mask
are used to specify a destination network or host. After the static route is configured
successfully, all the data whose destination address is the destination network of the static
route is directly forwarded to the gateway address through the interface of the static route.

|__|/ Note

If static routes are completely used in a large-scale and complicated network, route unavailability and
network interruption may occur in case of network fault or topology change. Under such circumstances, the
network administrator needs to manually change the static routing configurations.

Click More > Static Routing to enter the page. See the following figure.

< Back Static Routing @

Static Routing

Destination Network Subnet Mask Default Gateway Interface Operation
No data
Routing Table
Destination Network Subnet Mask Default Gateway Interface
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Parameter

Destination Network

Subnet Mask

Default Gateway

Interface

Operation

Version 1.0

Description

It specifies the IP address of the target network. 0.0.0.0 destination network and
0.0.0.0 subnet mask indicate the default route.

'\@' Tip

If no accurate route is found in the route table, the node chooses the default
route to forward data packets.

It specifies the subnet mask of the destination network.

It specifies the ingress port IP address of the next hop route after data packets
egress from the node.

0.0.0.0 indicates that the destination network is directly connected to the
interface of the node.

It specifies the interface from which packets egress. Select it as required.
It specifies the operations you can perform on the rule.

Z : Click it to edit the rule.
1] : Click it to delete the rule.

Example of configuring static routing

Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following

requirements:

The internet and the intranet are deployed on different networks and the node accesses the

internet by automatically obtaining an IP address from the internet gateway. LAN users can

access both the internet and the intranet.

Solution

You can use the Static Routing function to meet this requirement. See the following topology.
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172.16.100.0/24

AN

Enterprise LAN gateway
LAN IP address:
192.168.0.200

LAN

Version 1.0

WAN
Internet gateway LAN
IP address: 192.168. 0.100

Switch

Configuration procedures

1. Onthe More > Static Routing page, click + Add.

< Back Static Routing

Static Routing

-+ Add

2. Configure parameters in the Add window.

WAN:(192.168.0.150

Cable-free router mode
node

LAN or|WLAN: 192.168.5.1

(1) Enter Destination Network (the IP address of the target network), which is 172.16.100.0

in this example.

(2) Enter Subnet Mask (the subnet mask of the target network), which is 255.255.255.0 in

this example.

(3) Enter Default Gateway (the ingress port IP address of the next hop route), which is

192.168.0.200 in this example.

(4) Select Interface (the interface over which the node communicates with the target

network), which is WANL1 in this example.
3. Click Save.
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Add X
Destination Network: 172.16.100.0
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.0.200
Interface: WANT
--End
The static route is added successfully. See the following figure.
Static Routing
+ Add
Destination Network Subnet Mask Default Gateway Interface Operation
172.16.100.0 255.255.255.0 192.168.0.200 WAN1 Z
Verification

LAN users can access both the internet and the intranet.

3.10.2 Port mirroring

Version 1.0

On this page, you can copy the data of the mirrored port to the specified port (mirroring port).
Generally, the mirroring port is connected with a data monitoring device for the network

administrator to perform real-time flow monitoring, performance analysis, and fault
diagnosis.
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Click More > Port Mirroring to enter the page.

The port mirroring function is disabled by default. The following displays the page when the
function is enabled.

¢ Back Port Mirroring @
Port Mirroring: &
Mirroring Port: LAN3
Mirrored Port: WAN1 WAN2 LAN4

“ canee

Parameter description

Parameter Description

It specifies whether to enable the port mirroring function. indicates the

Port Mirrorin
& function is disabled and indicates the function is enabled.

It specifies the monitoring port. Devices connected to this port should be

Mirroring Port installed with monitoring software. By default, the mirroring port is LAN3.

It specifies the port to be monitored. After the port mirroring function is

Mi d Port
irrored ror enabled, the data of the mirrored port will be copied to the mirroring port.

3.10.3 Remote WEB management

Overview

Generally, you can log in to the web Ul of the node only when you connect to the LAN port or
the WiFi network of the node. However, the remote web management function enables
access to the web Ul remotely through the WAN port in special cases (like when you are in
need of remote technical support).

Click More > Remote WEB Management to enter the page.

The remote web management function is disabled by default. The following displays the page
when the function is enabled.
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Back Remote WEB Management @

Remote WEB MGMT: &

WAN: © wan1 WAN2
Remote IP: .\
Any IP
Remote Access Type: Domain Name
Remote Access Address: Copy

“ fanee

Parameter description

Parameter Description

It specifies whether to enable the remote web management function.

Remote WEB MGMT
indicates the function is disabled and indicates the function is enabled.

It specifies the WAN port of the node, which is also the WAN port used to

WAN remotely access the web Ul of the node.

It specifies the IP address of the device to remotely access the web Ul of the
node.

— Any IP: It indicates that devices with any IP addresses on the internet can
access the web Ul of the node. For network security, this option is not
Remote IP recommended.

- Specified IP: It indicates that only the device with the specified IP address
can remotely access the web Ul of the node. If the device is deployed in
the LAN, enter the IP address of the gateway of the device (the public IP
address).

It specifies the way in which the remote access is achieved.

— Domain Name: The domain name type is the default type. The node
automatically generates a unique remote management address and
Remote Access Type internet users can visit this address to log in to the web Ul of the node.

— IP Address: Internet users enter http://the IP address of the WAN port of
the node:port number in the address bar of a browser to access the web
Ul of the node.
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Parameter Description

This parameter appears when Remote Access Type is set to Domain Name.

It specifies the domain name used to remotely access the node. After you
enabled Remote WEB MGMT and selected Domain Name for Remote Access

Remote Access

Address i ) ; )
Type, internet users can use this domain name to log in to the web Ul of the
node.
This parameter appears when Remote Access Type is set to IP Address.
It specifies the port used to remotely access the node. The default port is 8088
Port and you can change it as needed.

Ports 1 to 1024 are occupied by well-known services and, to avoid port conflict,
you are recommended to change the port to one between port 1025 to 65535.

Example of configuring remote web management

Networking requirement

An enterprise uses cable-free devices to set up a network. The enterprise has the following
requirements:

If the network administrator encountered a problem during network setup and is in need of
the IP-COM technical support, the IP-COM technical support technician can remotely log in to
the web Ul of the device to perform analysis and troubleshooting.

Solution

You can use the Remote WEB Management function to meet this requirement. See the

Technical support technician WAN1
IP address: 202.105.88.77

following figure.

Cable-free router mode node

&
? OL5
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Configuration procedures

1. Click More > Remote WEB Management.

2. Toggle on Remote WEB MGMT.

3. Click the Remote IP drop-down list, select Specified IP, and enter the IP address of the
computer of the IP-COM technical support technician, which is 202.105.88.77 in this example.

4. Click Save.

Back Remote WEB Management @

Remote WEB MGMT: a

WAN: © want WAN2

Remote [F: Specified 1P 202.105.88.77

Remote Access Type: Domain Name

Remote Access Address: Copy

Canee

--—-End

Verification

The IP-COM technical support technician can log in to the web Ul of the cable-free device by
visiting http://o4ao09wi0.web.ip-com.com.cn:8080 on his or her computer (the IP address of
the computer is 202.105.88.77).

3.10.4 DDNS

Overview

DDNS is abbreviated for Dynamic Domain Name Service. When a service is running, the DDNS
client on the node sends the IP address of the current WAN port of the node to the DDNS
server, and the server updates the mapping relationships between the domain name and IP
address in the database, achieving dynamic domain name resolution.

On this page, you can map the dynamic WAN IP address of the node (public IP address) to a
fixed domain name. The DDNS function is generally used with such functions as port
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forwarding and DMZ host to enable internet users to access the LAN server or the web Ul of
the router through domain name without caring about the change of the WAN IP address.

Click More > DDNS to enter the page.

The DDNS function is disabled by default. The following displays the page when the function

is enabled.
Back DDNS @
WANT
DDNS: [ @
DDNS Provider: noip Register

User Name:
Password:
Domain Name:

Status: Disconnected

“ cance

Parameter description

Parameter Description

It specifies whether to enable the DDNS function. indicates the function is
DDNS . - .

disabled and indicates the function is enabled.

DDNS Provider It specifies the DDNS provider. The node supports noip, dyndns, oray, and

gnway.
. It specifies the type of the DDNS account. This parameter appears when DDNS
Service Type K . .
Provider is set to oray. Only common services are supported for now.
User Name It specifies the user name/password used to log in to the DDNS service.
Password It is the login username and password applied from the DDNS provider.

It specifies the domain name obtained from the DDNS provider. If DDNS Provider
Domain Name is set to other DDNS provider other than oray, you need to manually enter the
domain name applied from the target website.

Status It specifies the DDNS service status.

167



Version 1.0

Example of configuring DDNS
Networking requirement

An enterprise uses a cable-free device to set up a network. The device has connected to the
internet and can offer internet service to LAN users. The enterprise has the following
requirements:

The intranet web server is open to internet users to enable staff to access the intranet even
when they are not physically in the enterprise.

Solution

- You can use the Port Forwarding function to enable internet users to access the
intranet web server.

- You can use the DDNS function to enable internet users to access the intranet web
server through a fixed domain name, avoiding access failure caused by WAN IP
address change.

- You can use the Address Reservation function to avoid access failure caused by web
server address change.

Assume that the information of the web server is shown as below:

— |P address of the web server: 192.168.5.250
— MAC address of the host that runs the web server: C8:9C:DC:60:54:69
- Service port: 9999

[}
'@'Tip

- Before the configuration, ensure that the WAN port of the cable-free device obtains a public IP address;
if the WAN port obtains a private IP address or an intranet IP address assigned by the ISP (starting with
100), the function may not take effect. Commonly-used IPv4 private IP addresses include 10.0.0.0 to
10.255.255.255,172.16.0.0 to 172.31.255.255, and 192.168.0.0 to 192.168.255.255.

- ISP may not support unreported web service accessed using the default port number 80. Therefore,
when setting port forwarding, you are recommended to set the external port as a non-familiar port
(1024 to 65535), such as 9999, to ensure normal access.

- Internal and external ports can be different.
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|
WAN1
Internet user
able-free router mode
node
LAN

|
O

Web server Computer Smartphone

Configuration procedures

1.
2.

Reserve a fixed IP address for the

Set port forwarding

server host

Set port forwarding.

Version 1.0

On the More > Port Forwarding page, set the following rule. See configuring port forwarding.

¢ Back Port Forwarding

+ Add T Delete

[] Internal Server IP Address  Internal Port External Port Protocols Port Status Action
[ 192.168.5.250 9999 9999 Al WAN1 @ Z

Reserve a fixed IP address for the server host.

Click Address Reservation and locate the Manual Address Reservation module.
Click + Add.
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Manual Address Reservation

+ Add T Delete Note: Clients will get the reserved IP addresses after being reconnected.

jel

| Host Name IP Address MAC Address Status Action

3. Configure parameters in the Add window, and click Save.
(1) Set the fixed IP address assigned to the server host, which is 192.168.5.250 in this
example.

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example.

Add X
IP Address MAC Address Remark Operation
192.168.5.250 (CB:9C:DC:60:54: -+ || —

Save Cancel

The IP address is reserved successfully. See the following figure.

Manual Address Reservation

+ Add Tl Delete Note: Clients will get the reserved IP addresses after being reconnected. Q
Host Name IP Address MAC Address Status Action
192.168.5.250 C8:9C:DC:60:54:69 a AR
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lll. Set DDNS.

1. Register a domain name.

Log in to the DDNS provider website. Assume that the DDNS provider where you applied the
domain name is noip, the user name you registered is IP-COM, the password is 123456, and
the domain name is ip-com.ddns.net

2. Login to the web Ul of the node and set DDNS.
(1) Click More > DDNS to enter the configuration page.

(2) Toggle on DDNS.

(3) Click the DDNS Provider drop-down list and select noip.

(4) Enter the user name and password, which is IP-COM and 123456 in this example.
(5) Enter the domain name, which is ip-com.ddns.net in this example.

(6) Click Save.

¢  Back DDNS @
WAN1
DDNS: [ @
DDNS Provider: noip Register
User Name: P-COM
Password: | ssesss
Domain Name: p-com.ddns.net

The configuration is finished. Wait a moment, and refresh the page. When the Status shows
Connected, the connection is successful.

--—-End
Verification

Internet users can successfully access the intranet server by using intranet service

application layer protocol name://WAN port domain name:external port, which is http://ip-
com.ddns.net:9999 in this example.

If you set the default port of the intranet service as the external port when configuring port
forwarding, the external port number can be excluded from the access address. Under such
circumstances, the access address is intranet service application layer protocol name://WAN
port domain name.
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_\@,_Tip

If internet users still cannot access the LAN server after the configuration, try the following methods one by
one:
- Make sure that the internal port you entered is correct.

- Maybe the system firewall, anti-virus software and security guard on the LAN server blocked internet
user access. Please disable these programs and try again.

3.10.5 Port forwarding

Overview

By default, internet users cannot access LAN devices. However, with port forwarding function,
you can open one or multiple service ports (TCP or UDP) on the cable-free router mode node
and forwards these ports to the specified LAN server. In this way, service requests sent to
those ports of the node can be forwarded to the target LAN server. Internet users can access
the LAN server and the LAN is defended against attacks.

Click More > Port Forwarding to enter the page. See the following figure.

Back Port Forwarding @
} Add T Delete
Internal Server IP Address  Internal Port External Port Protocols Port Status Action
No data

Parameter description

Parameter Description

Internal Server IP . .
It specifies the IP address of the internal server.

Address
Internal Port It specifies the service port of the internal server.
External Port It specifies the port opened to internet users to access.
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Parameter Description

Protocols It specifies the type of the transfer layer protocol used by the LAN service. All
indicates both TCP and UDP. Select All if you are uncertain about the service type.

Port It specifies the WAN port internet users use to access the LAN service.

Status It specifies the status of the rule. You can enable or disable the rule as required.

It specifies the operations you can perform on the rule.

Action i : Click it to edit the rule.

“* : Click it to delete the rule.

Example of configuring port forwarding
Networking requirement

An enterprise uses a cable-free device to set up a network. The device has connected to the
internet and can offer internet service to LAN users. The enterprise has the following
requirements:

The intranet web server is open to internet users to enable staff to access the intranet even
when they are not physically in the enterprise.

Solution

- You can use the Port Forwarding function to enable internet users to access the
intranet web server. Assume that the open port of the cable-free device is 9999.

- You can use the Address Reservation function to avoid access failure caused by web
server address change.

Assume that the information of the web server is shown as below:

— |P address of the web server: 192.168.5.250
— MAC address of the host that runs the web server: C8:9C:DC:60:54:69
- Service port: 9999
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‘\®‘ Tip

- Before the configuration, ensure that the WAN port of the cable-free device obtains a public IP address;
if the WAN port obtains a private IP address or an intranet IP address assigned by the ISP (starting with
100), the function may not take effect. Commonly-used IPv4 private IP addresses include 10.0.0.0 to
10.255.255.255, 172.16.0.0 to 172.31.255.255, and 192.168.0.0 to 192.168.255.255.

- ISP may not support unreported web service accessed using the default port number 80. Therefore,
when setting port forwarding, you are recommended to set the external port as a non-familiar port
(1024 to 65535), such as 9999, to ensure normal access.

- Internal and external ports can be different.

I
WAN1

Intérnet user

Cable-free router mode

node

LAN

i O

Web sefver Computer Smartphone

Configuration procedures

Reserve a fixed IP address for the

Set port forwarding

server host

I. Set port forwarding.

1. Click More > Port Forwarding.
2. Click + Add.
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< Back Port Forwarding @
R -
I + Ada I 17 Delete
==
Internal Server IP Address  Internal Port External Port Protocols Port Status Action

3. Configure parameters in the Add window, and click Save.
(1) Enter the Internal Server IP, which is 192.168.5.250 in this example.

(2) Enter the Internal Port, which is 9999 in this example.

(3) Enter the External Port, which is 9999 in this example.

(4) Choose the protocol used by the web server, which is TCP in this example.

(5) Select WAN1 as the port through which WAN users get access to the LAN server.

Add X
Internal Server IP: 192.168.5.250
Internal Port: 9999
External Port: 9999
Protocols: All o TCP
UDP
Port: o WAN1 WAN2

Save Cancel

The port forwarding rule is configured successfully. See the following figure.
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< Back Port Forwarding

+ Add T Delete
Internal Server IP Address  Internal Port External Port Protacols Port Status Action
192.168.5.250 9999 9999 TCP WAN1 [ @ Z W

Il. Reserve a fixed IP address for the server host.

1. Click Address Reservation and locate the Manual Address Reservation module.

2. Click + Add.

Manual Address Reservation

+ Add W Delete Note: Clients will get the reserved IP addresses after being reconnected.

Host Name IP Address MAC Address Status Action

3. Configure parameters in the Add window, and click Save.

Version 1.0

(1) Set the fixed IP address assigned to the server host, which is 192.168.5.250 in this

example.

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example.

Add X
IP Address MAC Address Remark Operation
192.168.5.250 C8:9C:DC:60:54: +— || —

Save Cancel
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The IP address is reserved successfully. See the following figure.

Manual Address Reservation

} Add TT Delete Note: Clients will get the reserved IP addresses after being reconnected. Q
Host Name IP Address MAC Address Status Action
192.168.5.250 C8:9C:DC:60:54:69 [ & Z W
-—End
. .
Verification

Internet users can successfully access the intranet server by using intranet service
application layer protocol name://WAN port IP address:external port. If you set the default
port of the intranet service as the external port when configuring port forwarding, the
external port number can be excluded from the access address. Under such circumstances,
the access address is intranet service application layer protocol name://WAN port IP
address.

In this example, assume that the IP address of the WAN1 port is 202.105.11.22, the access
address is http://202.105.11.22:9999

If DDNS is enabled on the WAN port, internet users can also access the intranet server by
using intranet service application layer protocol name://WAN port domain name:external
port.

N

“Tip

Wg)-

If internet users still cannot access the LAN server after the configuration, try the following methods one by
one:

- Make sure that the internal port you entered is correct.

- Maybe the system firewall, anti-virus software and security guard on the LAN server blocked internet
user access. Please disable these programs and try again.
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3.10.6 DMZ host

Overview

After setting a device in the LAN as the DMZ host, it enjoys no limitations when
communicating with the internet. For example, if video meeting or online games are under
way on a computer, you can set that computer as the DMZ host to make the video meeting
and online games go smoother. In addition, you can also set the LAN server as the DMZ host
when internet users access the LAN server resources.

m Note

- After you set a LAN device as a DMZ host, that device will be completely exposed to the internet and
the firewall of the node does not take effect on the device.

- Hackers may fire attacks on the local network by using the DMZ host. Please exercise caution to use the
DMZ host function.

- The security guard, anti-virus software and system firewall on the DMZ host may affect the DMZ host
function. Disable them when using this function. When you are not using the DMZ host function, you
are recommended to disable the function and enable the firewall, security guard and anti-virus
software on the DMZ host.

Click More > DMZ Host to enter the page.

The DMZ function is disabled by default. The following displays the page when the function is

enabled.
< Back DMZ Host @
WAN1T
DMZ Host: &
IP address of DMZ Host:
Filter VPN Port: Enable © Disable

Parameter description

Parameter Description

It specifies whether to enable the DMZ host function. indicates the function is
DMZ Host . - L

disabled and indicates the function is enabled.

IP address of DMZ

Host It specifies the IP address of the LAN device to be set as the DMZ host.
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Parameter Description

It specifies whether to enable the filter VPN port function. After this function is
enabled and you enabled the DMZ host function at the same time, the VPN service
on the cable-free router mode node will respond to the VPN requests from the
internet.

Filter VPN Port

L/ Note

If the node has already enabled the VPN server function and is about to enable the
DMZ host function, to ensure the validity of the VPN server on the node, please
enable the filter VPN port function as well.

Example of configuring DMZ host

Networking requirement

An enterprise uses a cable-free device to set up a network. The device has connected to the
internet and can offer internet service to LAN users. The enterprise has the following
requirements:

The intranet web server is open to internet users to enable staff to access the intranet even
when they are not physically in the enterprise.

Solution
- You can use the DMZ Host function to enable internet users to access the intranet
web server.
- You can use the Address Reservation function to avoid access failure caused by web
server address change.

Assume that the information of the web server is shown as below:

— |P address of the web server: 192.168.5.250
— MAC address of the host that runs the web server: C8:9C:DC:60:54:69
- Service port: 9999

_\@,_Tip

- Before the configuration, ensure that the WAN port of the cable-free device obtains a public IP address;
if the WAN port obtains a private IP address or an intranet IP address assigned by the ISP (starting with
100), the function may not take effect. Commonly-used IPv4 private IP addresses include 10.0.0.0 to
10.255.255.255, 172.16.0.0 to 172.31.255.255, and 192.168.0.0 to 192.168.255.255.

- ISP may not support unreported web service accessed using the default port number 80. Therefore,
when setting DMZ host, you are recommended to set the internal service port as a non-familiar port
(1024 to 65535), such as 9999, to ensure normal access.
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4 <

|
WAN1
Internet user Cable-free router mode
node
LAN

i C

Web server Computer Smartphone

Configuration procedures

Set the DMZ host Reserve a fixed IP address for the
DMZ host

Set the DMZ host.

Click More > DMZ Host.

Toggle on DMZ Host.

Enter the IP address of the LAN device to be set as the DMZ host, which is 192.168.5.250 in
this example.

Click Save.
¢ Back DMZ Host @
WANT1
DMZ Host: [ @)
IP address of DMZ Host: 192.168.5.250
Filter VPN Port: Enable o Disable
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Il. Reserve a fixed IP address for the DMZ host.

1. Click Address Reservation and locate the Manual Address Reservation module.
2. Click + Add.

Manual Address Reservation

+ Add T Delete Note: Clients will get the reserved IP addresses after being reconnected. Q,

Host Name IP Address MAC Address Status Action

3. Configure parameters in the Add window, and click Save.
(1) Set the fixed IP address assigned to the server host, which is 192.168.5.250 in this
example.

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example.

Add X
IP Address MAC Address Remark Operation
192.168.5.250 C8:9C:DC:60:54: + || —

Save Cancel

The fixed IP address is assigned successfully. See the following figure.

Manual Address Reservation

+ Add W Delete Note: Clients will get the reserved IP addresses after being reconnected Q,
Host Name IP Address MAC Address Status Action
192.168.5.250 C8:9C:DC:60:54:69 [ @) Z
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--End
Verification

Internet users can successfully access the intranet server by using intranet service
application layer protocol name://WAN port IP address:internal service port. If you use the
default port for the intranet service, the intranet service port number can be excluded from
the access address. Under such circumstances, the access address is intranet service
application layer protocol name://WAN port IP address.

In this example, the access address is http://202.105.11.22:9999

If DDNS is enabled on the WAN port, internet users can also access the intranet server by
using intranet service application layer protocol name://WAN port domain name.

lm@:-

“Tip

After the configuration, if internet users still cannot access the LAN server, disable the system firewall, anti-
virus software or security guard on the DMZ host and try again.

3.10.7 UPnP

Overview

UPnP is abbreviated for Universal Plug and Play. After the UPnP function is enabled, the
cable-free router mode node can automatically open port for UPnP-supporting programs in
the LAN (such as Xunlei, BitComet, and AnyChat) and make these applications run smoother.

Enable UPnP

On the More > UPnP page, toggle on UPnP.

< Back UPnP @

UPnP: &

Remote Host External Port Internal Host Internal Port Protocols Remark

No data
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After this function is enabled, when UPnP-supporting programs (such as Xunlei) are running
in the LAN, you can check the port switching information generated when application
programs send requests. See the following figure.

Back

UPnP:

UPNP ®@

Remote Host External Port Internal Host Internal Port Protocols Remark

54321 192.168.5.100 12345 UDP MiniTP SDK

54321 192.168.5.100 54321 TCP MiniTP SDK

3.10.8 Security settings

The cable-free router mode node supports ARP Defense, DDoS Defense, IP Attack Defense,
and Block WAN Ping security settings.

ARP Defense: This function can identify the ARP spoofing in the local network, and
record the MAC addresses of the attacker.

DDoS Defense: DDoS attack, abbreviated for Distributed Denial of Service Attack,
makes network resource unavailable to its intended users. The node can block DDoS
attack, including ICMP Flood, UDP Flood, and SYN Flood attacks.

IP Attack Defense: With this function enabled, the node can intercept some packets
with specified IP options. These IP options include IP Timestamp Option, IP Security
Option, IP Stream Option, IP Record Route Option, IP Loose Source Route Option and
illegal IP options.

Block WAN Ping: With this function enabled, the node automatically ignores WAN IP

address ping requests from internet hosts; therefore, the node avoids exposing itself
and defends the external ping attacks.

Click More > Security Settings to enter the page. See the following figure.
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< Back Security Settings

Security Settings

ARP Defense

ARP Broadcast Interval: 10

DDoS Defense

ICMP Flood Threshold:
UDP Flood Threshold:

SYN Flood Threshold:

P Attack Defense

IP Timestamp Option

Parameter description

Parameter

ARP Defense

Security Settings  ARp Broadcast
Interval

ICMP Flood
Threshold

UDP Flood

DDoS Defense Threshold

SYN Flood
Threshold

IP Timestamp
Option

IP Attack

Defense IP Security Option

IP Stream Option

Version 1.0

Cance

Description
It specifies whether to enable the ARP defense function.

It specifies the interval at which the node sends ARP broadcast
messages.

If ICMP request packets from a same host in LAN received by the
node exceed this threshold within 1 second, the node suffers
ICMP flood attack.

If UDP request packets from a same host in LAN received by the
node exceed this threshold within 1 second, the node suffers
UDP flood attack.

If TCP SYN request packets from a same host in LAN received by
the node exceed this threshold within 1 second, the node
suffers SYN flood attack.

With this function enabled, the node blocks IP packets that
contain the internet timestamp option in the local network.

With this function enabled, the node blocks IP packets that
contain the Security option in the local network.

With this function enabled, the node blocks IP packets that
contain the Stream ID option in the local network.
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Parameter Description
IP Record Route With this function enabled, the node blocks IP packets that
Option contain the Record Route option in the local network.
IP Loose Source With this function enabled, the node blocks IP packets that
Route Option contain the Loose Source Route option in the local network.

With this function enabled, the node blocks IP packets that fail

Rouge IP Option . . .
& P to pass integrity and correctness check in the local network.

It specifies whether to enable the block WAN ping function. By
default, this function is disabled.

After the block WAN ping function is enabled, the node
automatically ignores WAN IP address ping requests from
internet hosts; therefore, the node avoids exposing itself and
defends external ping attacks.

Block WAN Ping

3.10.9 VPN server

Overview

VPN, abbreviated for Virtual Private Network, is a special network set up on the public
network (generally the internet). It exists only logically, and does not have any physical lines.
The VPN technology is widely used in enterprise networks and is used to achieve resource
sharing between a subsidiary and the headquarters, and at the same time, protects these
resources from being exposed to other users in the internet.

The typical network topology is shown as below.

Subsidiary Internet Headquarters
- & - iy - S P
Subsidiary
Cable-free router mode g
staff node Cable-free router mode Enterprise internal server
; node
VPN client VPN server

The cable-free router mode node can be used as a PPTP/L2TP server to accept connections
from PPTP/L2TP clients.

Configure VPN server

Click More > VPN Server to enter the page.
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The VPN server is disabled by default. The following displays the page when the function is

enabled.
< Back VPN Server @
VPN Server: &
Server Type: ©rr1P L2TP
WAN: © wanN1 WAN2
Encryption: Disable

IP Address Pool:

Max. Users:

PPTP/L2TP User

L Add Tl Delete

User Name Network Users Network Segment

_

Parameter description

Subnet Mask

Cance

Status Operation

It specifies whether to enable the VPN server function. indicates the function is

disabled and indicates the function is enabled.

After this function is enabled, the node serves as a VPN server.

It specifies the VPN protocol type the node uses, including PPTP and L2TP. Both PPTP
and L2TP are layer-2 VPN channel protocol and use the PPP to encapsulate data, and
both add an additional head for data.

— PPTP: The node serves as a PPTP server and accepts connections from PPTP

— L2TP: The node serves as an L2TP server and accepts connections from L2TP

It specifies the WAN port for setting up a VPN channel between the VPN server and the

Parameter Description
VPN Server
Server Type
clients.
clients.
clients.
WAN

The IP address or domain name of the WAN port is the server IP address/domain name
of VPN client.
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Parameter Description

It specifies whether to enable 128-bit data encryption. This parameter only appears

when PPTP is selected.
Encryption
The encryption configuration of the client and server must be the same. Otherwise, the

communication cannot be performed properly.

It specifies whether to enable the IPSec encryption. This parameter only appears when

L2TP is selected.
IPSec Encryption
If you want to configure IPSec encryption, select the IPSec rules whose encapsulation

mode is transport mode.

It specifies IP address range that the PPTP/L2TP clients can obtain from the VPN server
to be connected.

IP Address Pool

It specifies the maximum number of VPN clients allowed to connect to the PPTP/L2TP

Max. Users
server. The value is fixed to 32.

Add PPTP/L2TP user account

On the More > VPN Server page, locate the PPTP/L2TP User module, click + Add, configure
parameters in the pop-up window, and click Save.

Add X

User Name:

Password:

Network Users: o Ves No
Network Segment:

Subnet Mask:

Remark:
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Parameter description

Parameter Description

User Name
It specifies the VPN user name and password, which is the user name/password VPN

users need to enter when performing PPTP/L2TP dial-ups (VPN connection).

Password
It specifies the type of the VPN client.
— Yes: Choose this option when the VPN client is a network. Under such
Network Users circumstances, you need to set the network segment, subnet mask of the VPN
client.
— No: Choose this option when the VPN client is a host.
Network L . ) .
When the VPN client is a network, enter the private network prefix of the client.
Segment
Subnet Mask When the VPN client is a network, enter the subnet mask of the client.
Remark It specifies the remarks of the account.

Example of configuring PPTP/L2TP VPN service

Networking requirement

An enterprise and its subsidiary both use cable-free devices to set up network and the cable-
free devices have connected to the internet. The enterprise has the following requirements:

Subsidiary staff can access the LAN resources through the internet, such as documents, OA,
ERP system, CRM system, project management system and other resources.

Solution

Set a cable-free device as the VPN server and the other as the VPN client to enable remote
users to securely access the LAN through the internet. PPTP VPN is taken as an example here
and configurations for L2TP VPN are the same.

Assume that device 1 is set as the PPTP server and its basic information is as follows:

- User name and password assigned by the PPTP server: subsidiary 1
- IP address of the PPTP server: 202.105.11.22

- Data encryption is enabled on the PPTP server.

- Intranet of the PPTP server: 192.168.5.0/24

Assume that device 2 is set as the PPTP client and its basic information is as follows:

Network prefix of the PPTP client: 192.168.1.0/24
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Subsidiary Headquarters
Device 2 Device 1
Cable-free router WAN1 WAN1 Cable-free router
mode node mode node
VPN client VPN server
1 LAN
Mesh link

Cable-free
node

Switch

Enterprise
server

Configuration procedures

Set device 1 as the
VPN server

Set device 2 as the VPN client

I. Set device 1 as the VPN server.

1. Loginto the web Ul of device 1.
2. Enable the PPTP server.
(1) Click More > VPN Server.

(2) Toggle on VPN Server.

(3) Perform the following configurations, and click Save.
- Choose Server Type, which is PPTP in this example.
- Select Enable for Encryption.

< Back VPN Server @
VPN Server: [ @)
Server Type: ° PPTP L2TP
WAN: o WAN1 WAN2
Encryption: Enable
IP Address Pool:

Max. Users:
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3. Configure PPTP/L2TP user.
(1) On the More > VPN Server page, locate the PPTP/L2TP User module, and click + Add.

PPTP/L2TP User

+ Add T Delete

User Name Network Users Network Segment Subnet Mask Remark Status Operation

No data

(2) Configure parameters in the Add window, and click Save.

- Enter the user name the VPN client uses for VPN connection, which is Subsidiary 1 in
this example.

- Enter the password, which is Subsidiary1 in this example.
- Choose Yes for Network Users.

- Enter the network segment of the VPN client LAN, which is 192.168.1.0 in this
example.

- Enter the subnet mask, which is 255.255.255.0 in this example.

- Enter the remark for the user account, which is Subsidiary 1 in this example.
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Add

User Name: Subsidiary 1
Password: PP

Metwork Users: o Yes No
Network Segment: 192.168.1.0

Subnet Mask: 255.255.255.0
Remark: Subsidiary 1

The PPTP/L2TP user is added successfully. See the following figure.

PPTP/L2TP User

~+ Add Tl Delete
] User Name Network Users Network Segment Subnet Mask Remark Status Operation
Subsidiary 1 Yes 192.168.1.0 255.255.255.0 Subsidiary 1 « 2 W

Set device 2 as the VPN client.

Log in to the web Ul of device 2 and click More > VPN Client.
Toggle on VPN Client.

Perform the following configurations, and click Save.

(1) Choose the Client Type, which is PPTP in this example.
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(2) Enter the IP address/domain name of the WAN port which serves as the egress at the VPN
server side, which is 202.105.11.22 in this example.

(3) Enter the user name assigned by the VPN server, which is Subsidiary 1 in this example.
(4) Enter the password, which is Subsidiaryl in this example.

(5) Choose Enable for Encryption.

(6) Enter the Remote LAN, which is 192.168.5.0 in this example.

(7) Enter the Remote Subnet Mask, which is 255.255.255.0 in this example.

VPN Client: [ @
Client Type: Qre1r L2TP
WAN: O wani WAN2

Server |P/Domain

Name:

User Name:

Password:

Encryption:

VPN Proxy:

Remote LAN:

Remote Subnet Mask:

202.105.11.22
Subsidiary 1
° Enable Disable
Enable o Digable

255.255.255.0

When Connected is displayed on Status, the VPN connection is successful.
----End

Staff of the headquarters and the subsidiary can securely access the LAN resources through
the internet.

Verification

Assume that the subsidiary is about to access the FTP server of the headquarters. The
headquarters project data is stored on an FTP server and the server information is as follows:

—  FTP server IP address: 192.168.5.104
- Server port: 21

- Login username/password: Tom123/Tom123
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When subsidiary staff accesses the headquarters project materials, perform the following

procedures:
1. Enter ftp://server IP address in a browser or This PC, which is ftp://192.168.5.104 in this
example.
N\, ! 7’
-(@)-Tip
If the LAN service port is not the default port number, the access format is LAN service application layer
protocol name://server IP address:LAN service port.
| 4 =|ThsPC O bl
Computer View 0
1 [ rpsino21685.104 o]/ | Search ThisPC P
s+ Quick access ~ Folders (7)
[ Desktop 3D Objects Desktop
¥ Downloads ' -
[E| Documents Documents Downloads
&=/ Pictures Iﬁ ;
I This PC _ _
. Local Disk (D) ) Music - Pictures
-—
- Local Disk (E:)
- Local Disk (F:) m Videos
= This PC ~ Devices and drives (4)
§ 2D Objects Local Disk (C:) Local Disk (D:)
= I
I Desktop Mg 51,0 GB free of 100 GB Mg 53,0 GB free of 122 GB
|= Documents Local Disk (E:) Local Disk (F:)
| [
¥ Downloads W 120 GB free of 122 GB W 120 G free of 121 GB
J’S Music
2.

Enter the user name and password, which are both Tom123 in this example, and click Login.
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Login identity x

? The server does not allow anonymous login or does not accept the email

address,
User name(U]
FTP server 192.168.5.104
User name(U) Tom123 "
Password(F) Ty

After logging in, you can add this server to your favorites for easy return.

& FTP does not encrypt or encode passwords or data before sending it to the

server. To secure passwords and data, please use webdan.

[1Anonymous login(4) [] Save password(S)

Login(L) Cancel

The access is successful. See the following figure.

B[ ] =1 192168.5.104

Haome Share View
“

“ 4 ¥ Internet » 192.168.5.104 v @ | Seal

7 Quick access
[ Desktop

4 Downloads
EI Documents

. Project data
=/ Pictures

% % % %N

E Internet
Camera
Final

Internet

E Internet

¥ Network
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Cable-free router mode node can be used as a PPTP/L2TP client connected to the PPTP/L2TP

server.

Click More > VPN Client to enter the page.

The VPN client function is disabled by default. The following displays the page when the

function is enable

d.

Back VPN Client
VPN Client: . @
Client Type: Qe
WAN: © wani

Server IP/Domain

Name:

User Name:
Password:
Encryption:
VPN Proxy:

Remote LAN:

Parameter description

Parameter

VPN Client

Client Type

Enable

Enable

L21P

WAN2

OD.sab.e

°3Jsab.e

“ canee

®
Description
It specifies whether to enable the VPN client function. indicates
the function is disabled and indicates the function is enabled.

After this function is enabled, the node serves as a VPN client.

It specifies the VPN protocol type the node uses, including PPTP and
L2TP. Both PPTP and L2TP are layer-2 VPN channel protocol and use
the PPP to encapsulate data, and both add an additional head for
data.

= PPTP: Choose this option if the VPN server to be connected is
a PPTP server.

= L2TP: Choose this option if the VPN server to be connected is
an L2TP server.
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Parameter

WAN

Server IP/Domain Name

User Name

Password

Encryption

VPN Proxy

Remote LAN
Remote Subnet Mask

Status

3.10.11 IPSec

Overview

Version 1.0

Description
It specifies the WAN port the node uses for VPN dial-up.

It specifies the IP address or domain name of the VPN server to be
connected, which is generally the IP address or domain name of the
WAN port enabling the PPTP/L2TP server function of the peer VPN
router.

It specifies the PPTP/L2TP user account, which is the user name and
password assigned by the VPN server.

It specifies whether to enable data encryption. This parameter only
appears when PPTP is selected.

The encryption configuration of the client and server must be the
same. Otherwise, the communication cannot be performed properly.

After this function is enabled, LAN users access the internet through
the VPN server-side router.

It specifies the network segment of the LAN of the VPN server.
It specifies the subnet mask of the LAN of the VPN server.

It specifies the current connection status of the VPN.

A Virtual Private Network (VPN) is a dedicated network set up on a public network (usually

the internet). A VPN is a logically network without physical connections. Using the VPN

technology, you can enable your subsidiary employees to remotely share resources and
access your headquarters LAN, and meanwhile ensure that the resources are not accessible
to other public network users. The device supports IPSec VPN.

IP Security (IPSec) is a protocol suite for transmitting data over the internet in a secure and

encrypted manner.

- Encapsulation mode

Encapsulation mode specifies encapsulation mode of the data transmitted by IPSec.
IPSec supports Tunnel and Transport modes.

Tunnel: This mode adds an additional IP head and is most commonly used

between gateways. The whole IP data packet of the user is used to calculate the
AH or ESP head. AH or ESP head and the user data encrypted by ESP are
encapsulated in a new IP data packet.
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Transport: This mode does not change the original IP head and is most
commonly used between hosts. Only the data at the transmission layer is used to
calculate AH or ESP head. AH or ESP head or user data encrypted by ESP are
placed behind the original IP packet head.

- Security gateway

It refers to a gateway (secure and encrypted router) with the IPSec functionality. IPSec
is used to protect data exchanged between such gateways from being tampered and
peeped.

- IPSec peer
The two IPSec terminals are called IPSec peers. The two peers (security gateways) can
securely exchange data only after a Security Association (SA) is set up between them.
- SA
SA specifies some elements of the peers, such as the base protocol (AH, ESP, or both),
encapsulation mode (transport or tunnel), encryption algorithm (DES, 3DES, or AES),

shared key for data protection in specified flows, and life cycle of the key. SA has the
following features:

A triplet {SPI, Destination IP address, Security protocol identifier} is used as a
unique ID.

An SA specifies the protocol, algorithm, and key for processing packets.

Each IPsec SA is unidirectional with a life cycle.

An SA can be created manually or generated automatically using internet Key
Exchange (IKE). The IKE protocol has two versions of IKEv1l and IKEv2. The device
supports IKEv1l and the IKE hereinafter stands for IKEv1.

Configure IPSec connection
Add an IPSec connection

On the More > IPSec page, click + Add, configure parameters in the pop-up window, and click
Save.
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< IPSec / Add @
IPSec: © Enable Disable

WAN: WANT

Encapsulation Mode: Tunnel

Connection Name:

Exchange Mode: nitiator Mode

m
w
=]

Tunnel Protocol:
Remote Gateway:
Local LAN/Prefix Length:

Remaote LAN/Prefix

Length:

Key Negotiation: Auto Negotiation

Parameter description

Parameter Description
IPSec It specifies whether to enable the IPSec function.

It specifies the WAN port over which the IPSec function takes effect. The
WAN remote gateway address of the IPSec peer device should be the IP address
or domain name of this interface.
It specifies the IPSec data encapsulation mode.
= Tunnel: This mode is generally used between two security gateways.

Encapsulation Mode
— Transport: This mode is generally used between hosts or host and

gateway.
Connection Name It specifies the name of the IPSec connection.

It specifies the exchange mode of the IPSec tunnel.

— Initiator Mode: The device sends a connection request to the peer
device.

— Responder Mode: The device waits for the peer device to send a
Exchange Mode connection request.

Df Note

Do not set both ends of the IPSec tunnel as Responder Mode; otherwise,
the IPSec tunnel setup fails.
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Tunnel Protocol

Remote Gateway

Local LAN/Prefix Length

Remote LAN/Prefix Length

Key Negotiation
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Description

It specifies the protocol which offers the security service for IPSec.

— AH: It is abbreviated for Authentication Header. This protocol is used
for verifying data integrity. If a packet is tampered during
transmission, the receiver discards it during data integrity
verification.

— ESP: It is abbreviated for Encapsulating Security Payload. This
protocol is used for verifying data integrity and encrypting data. If a
packet processed using this protocol is intercepted during
transmission, it is difficult for the intercepting party to obtain the
real information contained in the packet. This compatible protocol is
widely used in gateway products.

= AH+ESP: It indicates that the function features both AH and ESP.

It specifies the IP address or domain name of the peer gateway of the IPSec
tunnel.

It specifies the network segment/prefix length of the LAN of the device. For
example, if the IP address of the LAN port of the device is 192.168.5.1 and
the subnet mask is 255.255.255.0, the local LAN/prefix length can be
192.168.5.0/24.

It specifies the network segment/prefix length of the LAN of the peer
gateway of the IPSec tunnel. If the peer device is a host, this parameter can
be set as “the IP address of the device/32”.

It specifies the key negotiation mode of the IPSec security tunnel. By
default, Auto Negotiation is selected.

— Auto Negotiation: It indicates that an SA is set up, maintained, and
deleted automatically using IKE (Internet Key Exchange). This
reduces configuration complexity and simplifies IPSec usage and
management. Such an SA (Security Association) has a life cycle and is
updated regularly, leading to higher security.

— Manual: It indicates that an SA is set up by manually specifying
encryption and authentication algorithms and keys. Such an SA does
not have a life cycle, and therefore it remains valid unless being
manually deleted, leading to security risks. Generally, this mode is
used only for commissioning.

Key negotiation mode--Auto negotiation

To ensure the information privacy, both IPSec communicating parties use the information
known to both for encryption and decryption. Therefore, at the beginning of the
communication, both parties need to negotiate a security key and the key is generated by IKE.
IKE is a combination of ISAKMP (Internet Security Association and Key Management Protocol),
SKEME and Oakley protocols.

- ISAKMP: ISAKMP (Internet Security Association and Key Management Protocol) offers an
architecture for key exchange and SA negotiation.
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- Oakley: It describes the detailed mechanism of key exchange.

- SKEME: It describes another key exchange mechanism different from Oakley.
IKE negotiation can be divided into phase | and phase Il.

During IKE Phase I:

The communicating parties negotiate exchange and authentication algorithm, encryption
algorithm and other security protocols, and generate an ISAKMP SA which is used to
exchange more information in phase Il.

During IKE phase Il:

The ISAKMP SA set up in phase | is used as the security agreement negotiation parameter of
IPSec to create IPSec SA, which is used to protect the communication data of both parties.

The following displays the page when Auto Negotiation is selected for Key Negotiation.

Key Negotiation: Auto Negotiation
Authentication Type:

Pre-shared Key:

DPD Detection: Enable

DPD Detection Cycle: 10

Save Cancel

Parameter description

Parameter Description

It specifies the shared key mode, which indicates a shared key string

Authentication T . . . .
uthentication Type negotiated by IPSec parties with some way in advance.

It specifies the pre-shared key used during negotiation. This parameter
Pre-shared Key must be the same with that of the peer gateway. A maximum of 128
characters are allowed.

It specifies whether to enable the DPD Detection. This function can detect

DPD Detection L .
whether the remote tunnel site is valid.
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Parameter Description

It specifies the cycle of transmitting DPD packets.

DPD Detection Cycle The device transmits DPD packets based on the cycle set here. If the DPD
packets are not confirmed by the remote peer device during the cycle
period, the device re-initializes the IPSec SA between the both sides.

Click Advanced to display the advanced parameters of auto negotiation. The following
displays the page when the advanced parameters are displayed.

Period 1

Mode: Main
Encryption Algorithm: DES
Integrity Verification: SHA1

Diffie-Hellman Group:

Local ID Type: P Address

Peer ID Type: P Address

Key Expiration: 3600

Period 2

PFS: © Enable Disable

Encryption Algorithm: DES
Integrity Verification: SHAT

Diffie-Hellman Group:

Parameter description

Parameter Description

It specifies the exchange mode in IKE phase I, which should be the same as
that of peer gateway.

= Main: This mode is the primary mode. In this mode, exchanged packets
are huge to offer identity protection, which is applicable to scenarios

Mode ; . L
where identity protection is rigorous.

— Aggressive: This mode does not offer identity protection. In this mode,

the exchanged packets are few in number and negotiation rate is high,
which is applicable to scenarios where identity protection is loose.
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Parameter Description

It specifies the IKE session encryption algorithm. The router supports the
following algorithms:

— DES (Data Encryption Standard): A 56-bit key is used to encrypt 64-bit
Encryption Algorithm data. The last 8 bits of the 64-bit data are used for parity check. 3DES
indicates that three 56-bit keys are used for encryption.

— AES (Advanced Encryption Standard): AES 128/192/256 indicates that
128/192/256-bit keys are used for encryption respectively.

It specifies the IKE session verification algorithm. The router supports the
following algorithms:

— MD5 (Message Digest Algorithm): A 128-bit message digest is generated

Integrity Verification .
grity Hicatl to prevent message tampering.

= SHAI1 (Secure Hash Algorithm): A 160-bit message digest is generated to
prevent message tampering, leading to higher security than MD5.

It specifies the group information for the Diffie-Hellman algorithm for
Diffie-Hellman Group generating a session key used to encrypt an IKE tunnel. The information
should be the same as that of the remote gateway.

It specifies the ID of the local gateway.

— IP Address: The router uses the IP address of the specified WAN port for
negotiation with the remote gateway.

=~ FQDN: Fully Qualified Domain Name. If you select FQDN, you need to
manually set a string of characters, which should be identical with the

Local ID Type remote ID.
Dy Note
Local ID Type and Peer ID Type should be the same. Under such
circumstances, you are recommended to modify the Mode to Aggressive.
It specifies the ID of the remote gateway.
— IP Address: By default, the remote gateway uses the WAN IP address of
the router for negotiation.
— FQDN: Fully Qualified Domain Name. If you select FQDN, you need to
manually set a string of characters, which should be identical with the
Peer ID Type local ID.
Dy Note
Local ID Type and Peer ID Type should be the same. Under such
circumstances, you are recommended to modify the Mode to Aggressive.
Key Expiration It specifies the life cycle of ISAKMP SA.
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Parameter Description

This feature generates a new key in IKE Phase Il, which is unrelated to the
key generated in IKE Phase |, ensuring that the key generated in Phase Il is
secure even if the key generated in IKE1 Phase | is cracked.

PFS With the PFS disabled, generation of the new key in IKE Phase Il depends on
the key in Phase |. Once the key generated in IKE Phase | is cracked, the key
generated in Phase Il will suffer threats, and further threatens the
communication security.

Key Expiration It specifies the life cycle of IPSec SA.

B Key negotiation mode--Manual

The following displays the page when Manual is selected for Key Negotiation (Tunnel
protocol AH+ESP is used for illustration here).

Key Negotiation: Manual

2
m
w

ESP Encryption

Algorithm:

ESP Encryption Key:

ESP Authentication SHA1

Algorithm:

ESP Authentication Key:

ESP Outgoing SPI:

ESP Incoming SPI:

AH Authentication SHA1

Algorithm:

AH Authentication Key:

AH Outgoing SPI:

AH Incoming SPL:
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Parameter description

Parameter Description

When the Tunnel Protocol is set to ESP, the ESP encryption algorithm is
required. The router supports the following algorithms:

ESP Encryption Algorithm — DES: A 56-bit key is used to encrypt 64-bit data. The last 8 bits of the 64-
bit data are used for parity check. 3DES indicates that three 56-bit keys
are used for encryption.

— AES: A 128/192/256-bit key is used for encryption.

It specifies the ESP encryption key. Both IPSec communication parties

ESP Encryption Key should have the same key.

When the Tunnel Protocol is set to ESP or AH, the corresponding
encryption algorithm is required. The router supports the following

algorithms:
ESP/AH Authentication

Algorithm - MD5: A 128-bit message digest is generated to prevent message

tampering.
- SHA1: A 160-bit message digest is generated to prevent message
tampering.

When the Tunnel Protocol is set to ESP or AH, the corresponding
ESP/AH Authentication Key ~ authentication key is required.
Both IPSec communication parties should have the same key.

It specifies the outgoing SPI.

ESP/AH Outgoing SPI SPI, remote gateway address, protocol type identify an IPSec security
community. This parameter must be the same with the incoming SPI of the
peer device.

It specifies the incoming SPI.

ESP/AH Incoming SPI SPI, remote gateway address, protocol type identify an IPSec security
community. This parameter must be the same with the outgoing SPI of the
peer device.

Modify IPSec connection

On the More > IPSec page, click Z under the Operation column to modify the IPSec
connection.

Delete IPSec connection

On the More > IPSec page, click [T under the Operation column to delete the IPSec
connection.
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Example of configuring an IPSec VPN
Networking requirement

An enterprise and its subsidiary both use cable-free devices to set up network and the cable-
free devices have connected to the internet. The enterprise has the following requirements:

Subsidiary staff can access the LAN resources through the internet, such as documents, OA,
ERP system, CRM system, project management system and other resources.

Solution

Set up IPSec tunnel on the two cable-free devices for the remote users to securely access the
LAN through the internet.

Assume that device 1 is deployed in the headquarters and its basic information is as follows:

- WAN IP address: 202.105.11.22
- IP address of the LAN: 192.168.5.0/24

Assume that device 2 is deployed in the subsidiary and its basic information is as follows:

- WAN IP address: 202.105.88.77
- |P address of the LAN: 192.168.1.0/24

Assume that the basic information of the IPSec connection between the two routers is:

- Encapsulation mode: Tunnel
- Key negotiation mode: Auto negotiation
- Pre-shared key: 12345678
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Subsidiary Headquarters
Internet
i Device 1
Device 2 WAN
Cable-free router a WAN _& Cable-freed
mode node router mode

' node

' LAN

Mesh link
1
1
Cable-free node @ ® Switch

Internal server

Configuration procedures

m Note

During the configuration, if you want to configure the advanced settings of IPSec connection, make sure the
parameters of the two devices are the same.

If Manual is set for Key Negotiation, the encryption algorithm, encryption key, and authentication algorithm
of the two IPSec parties should be the same. The outgoing SPI of device 1 should be the same with the
incoming SPI of device 2 and the incoming SPI of device 1 should be the same with the outgoing SPI of
device 2.

I. Setdevice 1.

1. Logintothe web Ul of the cable-free device 1 and click More > IPSec.

2. Click + Add.
¢ Back IPSec @
+ Add T Delete
| IPSec Status WAN Connection Name E?éggsu\ation Tunnel Protocol Remote Gateway Status Operation

No data
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3.

1.
2.

Configure parameters in the Add window, and click Save.

1)
()
®3)
(4)
(5)

The IPSec is added successfully. See the following figure.

Set Connection Name, which is IPSec_1 in this example.

Enter Remote Gateway, which is 202.105.88.77 in this example.
Enter Local LAN/Prefix Length, which is 192.168.5.0/24 in this example.
Enter Remote LAN/Prefix Length, which is 192.168.1.0/24 in this example.

Set Pre-shared Key, which is 12345678 in this example.

< IPSec / Add

IPSec:

WAN:

Encapsulation Mode:

Connection Name:

Exchange Mode:

Tunnel Protocol:

Remote Gateway:

Local LAN/Prefix Length:

Remote LAN/Prefix

Length:

Key Negotiation:

Authentication Type:

IPSec Status WAN

Disconnected WAN1

Set device 2.

Log in to the web Ul of the cable-free device 2 and click More > IPSec.

Click + Add.

° Enable

WANT1

Tunnel

IPSec 1

Initiator Mode

ESP

202.105.88.77

192.168.5.0/24

192.168.1.0/24

Auto Negotiation

Connection Name

IPSec 1

Dizable

Encapsulation
Mode

Tunnel
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Tunnel Protocol

ESP

Remote Gateway

202.105.88.77

Status
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Operation
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< Back IPSec @
r ====1
g + Add 1| @ Delete
=
IPSec Status WAN Connection Name %?éggsulation Tunnel Protocol Remote Gateway Status Operation
No data

3. Configure parameters in the Add window, and click Save.
(1) Set Connection Name, which is IPSec_1 in this example.

(2) Enter Remote Gateway, which is 202.105.11.22 in this example.

(3) Enter Local LAN/Prefix Length, which is 192.168.1.0/24 in this example.
(4) Enter Remote LAN/Prefix Length, which is 192.168.5.0/24 in this example.
(5) Set Pre-shared Key, which is 12345678 in this example.

< [PSec { Add @
IPSec: © Enable Disable

WAN: WANT1

Encapsulation Mode: Tunnel

Connection Name: IPSec 1

Exchange Mode: nitiator Mode

Tunnel Protocol: ESP

Remote Gateway: 202.105.11.22

Local LAN/Prefix Length: 192.168.1.0/24

Remote LAN/Prefix 192.168.5.0/24
Length:
Key Negotiation: Auto Negotiation

Authentication Type:

The IPSec is added successfully. See the following figure.
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IPSec Status WAN Connection Name mgggsulation Tunnel Protocol Remote Gateway Status QOperation
Disconnected WAN PSec_1 Tunnel ESP 202.105.11.22 [ @ Z W
-—End
A .
Verification

When Connected is displayed in IPSec Status, the IPSec tunnel is set up successfully and
headquarters and subsidiary staff can securely access the LAN resources of each other
through internet.

3.10.12 Multi-WAN policy

Overview

The cable-free device supports the following types of multi-WAN policy:

- Smart load balancing (default): If such a policy is applied, the device automatically
distributes traffic based on the bandwidth on the Bandwidth Control page through
the WAN ports to achieve load balancing.

- Custom: Such a policy is configured by an administrator to distribute traffic of
specified IP address groups to specified WAN ports.

Click More > Multi-WAN Policy to enter the page.

By default, the cable-free device enables two WAN ports.

¢ Back Multi-WAN Policy @

Multi-WAN Policy: © Smart Load Balancing Custom

“ cance
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Parameter description

Parameter Description

It specifies the policy through the WAN ports.

— Smart Load Balancing: The system automatically distributes traffic to the
Multi-WAN Policy WAN ports with the smallest amount of traffic.

— Custom: It enables you to assign WAN ports to source IP addresses as
required.

Customize a Multi-WAN Policy

-\@- Tip

Before configuring the multi-WAN policy, go to Filter Management > IP Group/Time Group to add an IP
group first.

1. Choose More > Multi-WAN Policy, select Custom and click +Add.

2. Select the IP Group you set.

3. Select the WAN Port to which the policy applies.

4. Click Save.

Add X
Status: &
IP Group: Purchaser
WAN Port: O wani WAN2
--—-End
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Parameter

Status

IP Group

WAN

Version 1.0

Description
It specifies whether to enable the rule.

Create or select the IP group to which the rule applies. To create an IP
group, choose Filter Management > IP Group/Time Group. One IP group
matches one rule.

It specifies the WAN port for incoming and outgoing traffic.

Example of customizing multi-WAN policy

Networking Requirement

An enterprise and its subsidiary both use cable-free devices to set up network and the cable-
free devices have connected to the internet. To meet its internet access requirement, the
enterprise has set up two broadband connections with two different ISPs and can now access
the Internet properly. To achieve load balancing, the enterprise has the following

requirements:

- The devices with IP addresses ranging from 192.168.5.2 to 192.168.5.100 access the
internet through the fixed-line broadband connection with ISP A.

- The devices with IP addresses ranging from 192.168.5.101 to 192.168.5.250 access
the internet through the mobile broadband connection with ISP B.

Solution

You can use the multi-WAN policy function to meet the requirement.
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WANZ1: ISP A @
WAN?2: ISP B I |
WAN1 WAN2

Cable-free device

I |
LAN
$ Switch

g

LAN2 '

QI

LAN1

Configuration procedures

Set IP address group )Enable custom multi-WAN policy Customize multi-WAN policy rule

1.

2.

Set IP address groups.

(1) Click Filter Management > IP Group/Time Group and locate the IP Group Settings
configuration area.

(2) Setthe IP address group shown in the following figure.

IP Group Settings

+ Add T Delete

[J 1P Address Group IP Range Operation
= -
1 1

— . 1
: [ 1P _Group1 192.168.5.2~192.168.5.100 2 [ 1
1 1
1 ]
1 1
: O IP_Group2 192.168.5.101~192.168.5.250 £ W :
S —————— L}

Enable custom multi-WAN policy.
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(1) Click More > Multi-WAN Policy.
(2) Choose Custom, and click Save.

3. Customize multi-WAN policy rules.
(1) Select the IP Group you set and the WAN Port to which the policy applies.

(2) Click Save.

¢ Back Multi-WAN Policy @
Multi-WAN Policy: Smart Load Balancing oCusmm

-+ Add T Delete

IP Group WAN Port Status Operation

T T T T T T T e M
: IP_Group1 WAN1 [ @ Z W :
1 1
1 1
1 1
1
I IP Group2 WAN2 [ @ 2 W :
1 1

Save Cancel

--—-End
Verification

The computers with IP addresses ranging from 192.168.5.2 to 192.168.5.100 access the
internet through WAN1.

The computers with IP addresses ranging from 192.168.5.101 to 192.168.5.250 access the
internet through WAN2.

3.10.13 USB sharing

On this page, you can rapidly set up a company-exclusive file server by connecting a USB
device to the cable-free device.

Click More > USB Sharing to enter the page.
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< Back USB Sharing @

Basic Settings

sdai: - 58% used Eject Safely

Local Access: W192.168.5.1

Allow Internet Access:

Account & Permission

User Name Password Permission

Basic settings

In this module, you can check the details of the USB disk and the access address of local users,
and choose whether to allow internet users to access the USB disk.

Basic Settings

sdal: - 58% used Eject Safely

Local Access: W192.168.5.1

Allow Internet Access: @)

Deploy This Device As: Primary Router

File Sharing Bandwidth: 5o

Remote Access: http://¢ wil.web.ip-com.com.cn:8080/ushshare

Parameter description

Parameter Description
sdal It specifies the status and occupation percentage of the USB disk device.
Eject Safely Click it to safely eject the USB disk device.

It specifies the access address LAN users use to access the USB disk device.

\\192.168.5.1: You can type this address into the Start > Run menu on your
Local Access computer to get local access.

192.168.5.1 is the default LAN IP address of the router. If the address is
changed, you need to type in the new address to get local access.
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Parameter

Allow Internet Access

Deploy This Device As

File Sharing Bandwidth

File Sharing Port

External Port on Primary
Router

Remote Access

Account & permission

Version 1.0

Description

Toggle it on to enable internet users to access the USB disk device.

'\@" Tip

After it is enabled, you can remotely access the files of USB storage device
plugged in the cable-free device through IP-COM INAS App. For details,
please refer to the user guide of IP-COM INAS App.

It specifies the role the cable-free device plays in the network. The options
include Primary Router and Secondary or Multi-Level Router.

D/ Note

This parameter must be set to the role the cable-free device actually plays in
the network. Otherwise, internet user may fail to access the USB disk device.
It specifies the bandwidth ratio assigned to internet users to access the USB
disk device.

Please set a proper value so that resource conflict between internet users
and LAN users will not occur.

This parameter appears only when Secondary or Multi-Level Router is
selected for Deploy This Device As.

It specifies the port used for file sharing.

This parameter appears only when Secondary or Multi-Level Router is
selected for Deploy This Device As.

It specifies the external port on the primary router used for port forwarding.

'\@" Tip

If the cable-free device is deployed as Secondary or Multi-Level Router, you
need to configure a port forwarding rule on the primary router to this device
to realize internet access to the company file server.

It specifies the domain name internet users use to access the USB disk
device.

In this module, you can modify the user name and password for both the read-write and
read-only users of the USB disk device.
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Account & Permission

User Name Password Permission
admin.~ | | e Read-write
guest | | e Read-only

Parameter description

Parameter Description
User Name It specifies the user name of the read-write or the read-only user.
Password It specifies the password of the read-write or the read-only user.

It specifies the permission of the target user. The options include Read-write
and Read-only.

Permission — Read-write: The user can read, add, or delete files on the USB disk
device.

— Read-only: The user can only read files on the USB disk device.

Example of configuring USB sharing
Networking requirement
An enterprise uses the cable-free device to build a network.

Requirement: A mobile storage device, connected to the USB port of the cable-free device,
serves as the file server. Employees can search and download files from the file server in local
network or through internet.

Assume that the read-write user name/password are both “xxadmin”, and the read-only user
name/password are both “xxguest”.
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Network Topology

~
“ Internet users

WAND IP: 202.105.11.22

Cable-free device (plugged with
USB storage device)

I
LAMIP: 192.168.5.1

% Switch
"\l
koA
' - LAN users

Configuration Procedures

Plug the mobile storage device into the cable-free device.

Log in to the web Ul of the cable-free device and click More > USB Sharing.

Toggle on Allow Internet Access.

Set the read-write user name/password as “xxadmin”, and the read-only user name/password

PWNPR

as “xxguest”.
5. Click Save.
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Basic Settings

sdal:

Local Access:

Allow Internet Access:

Deploy This Device As:

File Sharing Bandwidth:

Remote Access:

Account & Permission

User Name

admin

guest

Verification

- 32% used Eject Safely

\4192.168.5.1
a
Primary Router
50

http://ee8dpsyw.web.ip-com.com.cn:8080/usbshare

The WAN port of the router needs to obtain the IP address of the public network before it can be used
Password Permission
ssess Read-write
[T Y] Read-only

LAN users access the server:

Version 1.0

Take Windows 10 as an example: Enter \\192.168.5.1 in the search bar at the lower-left of
your computer screen. Then, the following page appears. Enter authorized user name and
password, and click Ok.

Windows Security

Enter network credentials

Enter your credentials to connect to: 192.168.5.1

User name

Password

I:l Remember my credentials

The user name or password is incorrect.

oK

Cancel
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Internet users access the server:

Method one (through computer):
Start a browser, enter the Remote Access domain name. Then, the authorization page
appears. Enter authorized user name and password in the authorization page.

Method two (through IP-COM INAS App):
Log in to the IP-COM INAS App, click File > Add System. Enter the Remark, remote access
Domain Name, authorized user name and password, click Save, and the file share system is
successfully added. For details, please refer to the user guide of IP-COM INAS App.
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3.11 Maintenance

3.11.1 Reboot

If a parameter does not take effect or the device does not work properly, you can try
rebooting the device to resolve the problem.

'\@‘ Tip

When you reboot the primary node, secondary nodes reboot too.

Click Maintenance > Reboot to enter the page. The prompt window appears. Confirm the
message and click Reboot.

Reboot X

Rebooting the router disconnects all the connections. The
rebooting process lasts 2 minute.

Reboot Cance

3.11.2 Upgrade

Overview
Click Maintenance > Upgrade to enter the page.

On this page, you can upgrade the firmware of the cable-free device, so as to experience
more functions and get a better user experience.

The cable-free device supports local upgrade and online upgrade.
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¢ Back Upgrade

Firmware Upgrade

Local Upgrade Online Upgrade

Model SN Location Current Version Status

EW15DV1.0 T EW15DV1.0 V16.01.0.4(2024) Online

Parameter description

Parameter Description

Go to www.ip-com.com.cn to download the latest firmware to your local

Local
ocal Upgrade computer, and upgrade the cable-free device manually.

When the cable-free device is connected to the internet, you can select the
Online Upgrade device to be upgraded and click Online Upgrade. The device will download
the firmware and upgrade the firmware automatically.

Local upgrade

m Note

To make sure the upgrade is performed properly and the cable-free device is not damaged, ensure that:
- The correct upgrade file is used. Generally, a firmware upgrade file has a suffix of .bin

-  During the upgrade, do not power off the device.

1. Visit www.ip-com.com.cn, download the upgrade firmware of the model to your computer,

and unzip it.

2. Login to the web Ul of your device, click Maintenance > Upgrade, and locate the Firmware
Upgrade module.

3. Select the cable-free device to be upgraded, and click Local Upgrade.
Click Browse, select and upload the firmware that has been downloaded to your computer.
Ensure that the suffix of the firmware is “.bin”.

5. Click Upgrade. Wait until the progress bar completes.

221


https://www.ip-com.com.cn/en/default.html

Version 1.0

'\@' Tip

The file loading button of different browsers may differ. Chrome is taken for illustration here.

Upgrade X

Select an upgrade file: Browse Upgrade

-—-End

After the progress bar completes, you can log in again and check the current software version
number of the device on the Upgrade or System Status page to confirm whether the upgrade
is successful.

'\@‘ Tip

To better experience the stability and new functions of the firmware, after the upgrade, you are
recommended to restore the cable-free device to factory settings and configure it again.

Online upgrade

When the device is connected to the internet, you can select the device to be upgraded and
click Online Upgrade. The device will download the firmware and upgrade the firmware
automatically.

< Back Upgrade

Firmware Upgrade

Local Upgrade Online Upgrade

Model SN Location Current Version Status

EW15DV1.0 ] EW15DV1.0 V16.01.0.4{2024) Downloading...
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3.11.3 Reset

Overview

If the internet is inaccessible for unknown reasons, or you forget the login password, you can
reset the device to resolve the problems.

The device supports two resetting methods:

— Reset the device using web Ul

— Reset the device using the RESET button

After the reset, the default LAN IP address of the cable-free device is 192.168.5.1

|__|/ Note

- After the reset, the cable-free device will be restored to factory settings and you can access the internet
only after you reconfigure it. Reset device with caution.

- To avoid damaging the device, ensure that the device is powered on throughout the reset.

Reset the device using web Ul

'\G‘DI' Tip

When you reset the primary node using web Ul, secondary nodes are also reset and restored to factory
settings.

On the Maintenance > Reset page, confirm the information and follow the on-screen
instruction to reset the device.

Reset X

The device reboots after being reset. Continue?
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Reset the device using the RESET button

If you forget your login password, but need to log in to the web Ul of the device, you can use
the hardware RESET button on the device to reset it, and configure it again.

When the SYS LED indicator is blinking, hold down the RESET button with a needle-like object
for about 8 seconds and release it when all the LED indicators light solid green. When the SYS
LED indicator blinks again, the device is reset successfully.

3.11.4 Password manager

Overview
Click Maintenance > Password Manager to enter the page.

On this page, you can modify the password of the administrator. You need to set the
password the first time you use the cable-free device.

Modify login password

1. Click Maintenance > Password Manager to enter the page.
2. Locate the target account type and modify the password.
3. Click Save.

¢  Back Password Manager

Account Type Password Permission
Administrator admin All permissions

Authentication rzadmin View system status and configure authentication accounts.

----End

You will be redirected to the login page. Enter the password you set, and click Login to log in
to the web Ul of the device.
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3.11.5 Custom reboot

Overview

On this page, you can set the cable-free device to automatically reboot periodically to avoid
such phenomena as deteriorating performance and instability caused by long time operation.

Click Maintenance > Custom Reboot to enter the page.

The device supports cyclic reboot and reboot schedule.
- Cyclic Reboot: The device automatically reboots every specified interval.

- Reboot Schedule: The device automatically reboots on the specified time and date.

Reboot schedule

'\@" Tip

To enable reboot schedule function to work properly, ensure that the System time of your cable-free device
is correct.

1. Click Maintenance > Custom Reboot to enter the page.
2. Toggle on Custom Reboot.
3. Set the time, which is 3 hrs 0 min in this example.
4. Set the date, which is Every Day in this example.
5. Click Save.
¢  Back Custom Reboot

Custom Reboot T

Maintenance Type: Reboot Schedule

Reboot Time: 3 hrs | 0 min

Reboot on: ©Every Day Specified Date and Time

Repeat: Mon. Tues. Wed. Thur. Fri. Sat. Sun.

“ canee
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--—-End

The device automatically reboots every 3 am in the morning.

Cyclic reboot

1.

i R WN

Click Maintenance > Custom Reboot.
Toggle on Custom Reboot.

Select Cyclic Reboot.

Set the interval.

Click Save.
< Back Custom Reboot
Custom Reboot . @
Maintenance Type: Cyclic Reboot
Interval: 24
—-End

The device automatically reboots every specified interval.

3.11.6 Backup/restore

Overview

You can use the backup function to copy the current configurations of the cable-free device
to the local computer and use the restore function to restore the configurations of the cable-
free device to the backed up configurations.

You are recommended to back up the configuration after it is significantly changed. When the
performance of your device decreases because of an improper configuration, or after you
restore the device to factory settings, you can use this function to restore the configuration
that has been backed up.

Click Maintenance > Backup/Restore to enter the page.

Backup

1.

Click Maintenance > Backup/Restore.
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2. Click Backup. The system exports a RouterCfm.cfg file to your local computer.

{  Back Backup/Restore

Backup: Backup

Restore: Browse Restore

~—-End

Restore

1. Click Maintenance > Backup/Restore.

2. Click Browse, and upload the configuration file ending with .cfg.
3. Click Restore.

'\@,' Tip

The file loading button of different browsers may differ. Chrome is taken for illustration here.

¢  Back Backup/Restore

Backup: Backup

Restore: Browse Restore

--—-End

A reboot progress bar appears. When the progress bar reaches 100%, the device is restored
successfully.

3.11.7 System log

System logs record information about system running status and the operation you
performed on it. When system malfunctions occur, you can use system log for
troubleshooting.

Click Maintenance > System Log to enter the page.
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< Back System Log

Export Log

ID Time

1 2021-03-11 11:23:35
2 2021-03-11 11:17:19
3 2021-03-11 10:53:25
4 2021-03-11 10:30:59
5 2021-03-11 10:23:14
6 2021-03-11 09:54:30
7 2021-03-11 09:53:0

Log Type

System Log

System Log

System Log

System Log

System Log

System Log

System Log

Version 1.0

Log Type: All

Log Content

[system]

[system]

[system]

[system]

[system]

[system]

[system]

Sync time success!

192.168.5.110 login

Sync time success!

192.168.5.110 login

Sync time success!

wn

192.168.5.110 login

Sync time success!

The time of the logs depend on the system time of the cable-free device. To make sure the

time of the logs are correct, please set correctly the system time of the cable-free device first.

|__|/ Note

- The cable-free device records only the logs occurred after the last reboot.

- After a power cutoff, such operations as power-on again, firmware upgrade, backup/restore, and reset
will all cause the cable-free device to reboot.

3.11.8 Diagnostic tool

Overview

You can execute Ping/Traceroute command on this page.

- Ping: Used to check whether the connection is correct and the connection quality.

- Traceroute: Used to detect the route from the cable-free device to the destination IP
address or domain name.

Click Maintenance > Diagnostic Tool to enter the page.
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Execute Ping command
Assume that you need to detect the connectivity between the device and the Bing website.

Configuration procedures:

Click Maintenance > Diagnostic Tool.

Select Ping from the drop-down list of Diagnostic Tool.

Enter the IP address or domain name of the ping target, which is cn.bing.com in this example.
Set No. of Ping Packets. You are recommended to retain the default settings.

Set Ping Packet Size. You are recommended to retain the default settings.

Click Start.

——End

QU RwnhNE

The diagnosis result is shown in the lower part of the page. See the following figure.

<  Back Diagnostic Tool
Diagnostic Tool: Ping
IP/Domain Name: cn.bing.com
No. of Ping Packets: 4

Ping Packet Size:

Start

Execute Traceroute command
Assume that you need to detect the path from the device to Bing website.

Configuration procedures:

1. Click Maintenance > Diagnostic Tool.

2. Select Traceroute from the drop-down list of Diagnostic Tool.

3. Enter the IP address or domain name of the traceroute target, which is cn.bing.com in this
example.

4. Click Start.

-—-End
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The diagnosis result is shown in the lower part of the page. See the following figure.

< Back Diagnostic Tool

Diagnostic Tool:

IP/Domain Name:

3.11.9 System time

To make the time-related functions effective, ensure that the system time of the device is set
correctly.

The device supports:

- Sync with internet time

- Manual
By default, sync with internet time is chosen.

Click Maintenance > System Time to enter the page.

Sync with internet time

If you choose this method, the device automatically synchronizes its system time with the
network time server (NTS). As long as the device is connected to the internet, the system
time is correct.

After the configuration, you can enter the System Status page to check whether the system
time of the cable-free device is correct.

230



Version 1.0

¢ Back System Time
System Time: o Sync with Internet Time Manual
Sync Interval: 0.5 hrs
Time Zone: (GMT + 08: 00) Beijing, Chongging, Hong Kong, Urumgi

Parameter description

Parameter Description

It is used to choose the configuration method of the system time. The options include

System Time oy .
¥ sync with internet time and manual.

It specifies an interval at which the device synchronizes its system time with the time

Sync Interval . . o
¥ server on the internet. By default, the device performs synchronization every 0.5 hours.

Time Zone It specifies the time zone where the device is deployed.

Manual

If you choose this method, you can manually specify a system time for the device. Every time
the cable-free device reboots, you have to reconfigure the system time. The following
displays the page when Manual is chosen.

¢ Back System Time
System Time: Sync with Intemet Time o Manual
Date: 2021 Year | 03 Meonth) 11 Day
Time: 14 hrs 18 min 25 sec

Sync with Local PC Time
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Parameter

System Time

Date

Time

Version 1.0

Description

It is used to choose the configuration method of the system time. The options
include sync with internet time and manual.

You can directly enter the correct time here. Or, you can click Sync with Local
PC Time to synchronize the time of the cable-free device with that of the
computer managing the cable-free device.

After the configuration, you can enter the System Status page to check whether the system
time of the cable-free device is correct.

3.11.10 Function center

On this page, you can view the Enabled Function and Disabled Function of the cable-free
device. You can enter the configuration page of a function after clicking it.

Click Maintenance > Function Center to enter the page.
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4 Cable-Free (AP Mode)

When working in cable-free (AP mode), the device serves as an AP. It can provide Mesh
wireless network coverage with other cable-free devices. See the following topology.

1
WAN

Router

-
1
LAN
L
Switch %_%
IP-COM AC controller

Cable-free primary node
Cable-free (AP mode)

- n
- Y
- =

Cable-free secondary node Cable-free secondary node

'\@' Tip

The PoE WAN/LANL1 port of the cable-free AP mode node is a LAN port which connects to the upstream

switch or router to connect to the internet.
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4.1 System status

In this section, you can:

— Add secondary node devices

— Check device info

- Manage online devices

— Check the RF status

Click System Status to enter the page.

4.1.1 Add secondary node devices

The cable-free primary node can detect the secondary node devices in factory settings
automatically. You can add cable-free secondary nodes as needed.

Add cable-free device:

If the system has already detected the new cable-free device, directly click Details on the
System Status page to add the cable-free device. Otherwise, perform the following
procedures:

1. On the System Status page, click add manually.

System Status

© No Cable-Free device is detected. Please add manually

i‘ User Device
I
0
Cable-Free

Devices

Internet EW15DV1.0

2. Enter the SN of the cable-free device to be added. You can find the SN on the product label of
the device.
3. Click manually.
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Add new device

SN:

——End
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After the cable-free device is added successfully, you can click Cable-Free Devices on the right

side of the System Status page to check the details of the device.

4.1.2 Check device info

Check the cable-free primary node info

On the System Status page, click the cable-free device directly connecting to the internet to
enter the device info window. There, you can check the basic information of the cable-free

primary node, operating status and LAN port status.

Device info

Device Info

Location:

LED:

SN:

Firmware Version:

EW15DV1.0

«@©

V16.01.0.6(2368)
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Parameter description

Parameter

Location

LED
SN

Firmware Version

Operating status

Operating Status

Operating Mode:

Connected Devices:

System Time:

Uptime:

CPU Usage:

Memory Usage:

Version 1.0

Description

It specifies the location of the device.

You are recommended to set this parameter to the description of the
installation position of the node. In this way, you can rapidly locate the
node when managing nodes.

It specifies whether to turn on/off the LED indicator of the device.

After you enabled the LED, you can judge the working status of the node by
referring to the LED indicator. By default, the LED indicator is enabled.

It specifies the serial number of the device.

It specifies the firmware version number of the device.

Cable-Free Primary Node

2021-12-17 17:30:07

0:41:45

3%

60%
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Parameter description

Parameter Description

It specifies the current working mode of the device.

— Cable-Free Primary Node: The node serves as the primary node in the
cable-free network and connects to the upstream wired network. The
node is the only egress to the outer network, which realizes data
transformation between the mesh network and wired network.

Operating Mode — Cable-Free Node: The node serves as the secondary node in the
cable-free network and through mesh, extends the coverage of the
current cable-free network.

_\@,_Tip

The PoE WAN/LAN1 port of the cable-free secondary node is a LAN port.

Connected Devices It specifies the number of devices connected to the device currently.
System Time It specifies the current system time of the device.
Uptime It specifies the time that has elapsed since the device started up the last
P time.
CPU Usage It specifies the current CPU usage of the device.
Memory Usage It specifies the current memory usage of the device.
LAN port status
LAN Status
LAN IP Address: 192.168.0.187
MAC Address: D8:38:0D:EE:46:38
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Parameter description

Parameter Description

It specifies the LAN IP address of the device which is also the management
IP address of the device. LAN users can log in to the web Ul of the device by
visiting this IP address.

The default LAN IP address of the primary node is 192.168.5.1. The LAN IP
address of the secondary node is automatically obtained from the DHCP

server at the LAN.
LAN IP Address

'\@" Tip

In the cable-free AP mode, if there is a DHCP server in the network, the node

automatically obtains an IP address from the DHCP server. The next time you log in to
the web Ul of the node, you should check the IP address the node obtained at the client

list of the DHCP server, and then use this IP address to log in.

MAC Address It specifies the physical address of the LAN port of the device.

Check the cable-free secondary node info

On the System Status page, click the cable-free device near the user device to check the
device info of the secondary node in the pop-up window.

Device Info X
EW15DV1.0 SN: .
Details
IP Address: 192.168.0.112 MAC Address: D8:38:0D:EE:47:E8

To learn more information, click Details to expand the details page.

On the details page, you can check or set the basic information of the node, check its
operating status, LAN port status, cable-free link information, reboot or delete the node.
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Cable-free link

Cable-Free Link

Upstream Node MAC:

Cable-Free Link Quality:

Uplink Type/Strength:

Negotiation Rate:

Parameter description

Parameter

Upstream Node MAC

Cable-Free Link Quality

Uplink Type/Strength

Negotiation Rate

Reboot the node

Version 1.0

D8:38:0D:EE:46:38

- - - - - Excellent

5G /-23dBm

1300Mbps

Description

It specifies the physical address of the port the upstream node of the mesh
link used to set up the mesh link.

It specifies the connection quality of the cable-free link between cable-free
nodes.

It specifies the type by which the node sets up a network with the
upstream node and the strength of the signal the node receives from the
upstream node.

It specifies the rate at which the node negotiates with the upstream node.

Click Reboot to reboot the node.

Delete the node

Click Delete to remove the node from the cable-free network. Removed nodes will be

restored to factory settings.

4.1.3 Manage online devices

On this page, you can click User Device to check all the online clients.

Click System Status to enter the page.
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System Status

© No Cable-Free device is detected. Please add manually

Internet

7

User List

Host Name (1)

Unknown

Connection Type

5GHz

4.1.4 Check the RF status

On the RF Status module of the System Status page, you can check the name, MAC address,
and network enabled status of each WiFi network on the node.

RF Status

RF

2.4 GHz WiFi Network

5 GHz 1 WiFi Network

5 GHz 2 WiFi Network

SSID

IP-COM_EE4638

IP-COM_EE4638

IP-COM_EE4638

EW15DV1.0

IP Address

0.0.0.0
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1
Cable-Free
Devices

MAC Address Associated Node

02:DE:37-CO:5EC5 FWI5DV1.0

MAC Status

D8:38:0D:EE:46:39 Enabled
D8:38:0D:EE:46:40 Enabled
-- Disabled
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4.2 Wireless

On this page, you can change the wireless configurations of the cable-free primary node.

'\@D" Tip

The configuration of this module will be applied to other nodes in the cable-free network.

4.2.1 Wireless settings

On this page, you can configure the basic wireless parameters, including enable/disable WiFi
networks, change the WiFi network name, set the WiFi password and other parameters.

Click Wireless > Wireless Settings to enter the page.

Wireless Settings

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network
WiFi Network1

Enable WiFi Network: &

2.4 GHz SSID: IP-COM_WiFi

WiFi Password: No Password

Expand >

WiFi Network2

Enable WiFi Network:

WiFi Network3

“ canes

Parameter description

Parameter Description

Every band of the node supports 4 WiFi networks and only WiFi network 1 is

WiFi Network1/2/3/4 enabled by default.

Enable WiFi Network It is used to enable/disable the corresponding WiFi network.

SSID It specifies the WiFi network name of the corresponding WiFi network.
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Parameter

WiFi Password

No Password

Hide SSID

Max. Clients

Version 1.0

Description

It specifies the password of the corresponding WiFi network. For WiFi
network security, it is strongly recommended that you set a WiFi password.

It specifies that no WiFi password is set. Under such circumstances, the
corresponding WiFi network is open.

After this function is enabled, the SSID will be hidden and will not appear in
the available network list of clients (such as smartphones), which enhances
the security of the WiFi network.

If you want to connect to a hidden WiFi network, manually enter the SSID on
your client.

It specifies the maximum number of clients allowed to connect to the WiFi
network.

If this value is reached, new clients cannot connect to the WiFi network
unless some clients are disconnected.

4.2.2 Max rate & isolation

On this page, you can configure the maximum rate and isolation. This function is disabled by

default.

Click Wireless > Max Rate & Isolation to enter the page.

Max Rate & Isolation

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

WiFi Network1

2.4 GHz SSID:
Isolate the WiFi Network:
Shared Download Rate:

Shared Upload Rate:

WiFi Network2

2.4 GHz SSID:

Isolate the WiFi Network:

IP-COM_WiFi

No Limit

No Limit

IP-COM_2308A9

canee
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Parameter description

Parameter Description
SSID It specifies the WiFi network name of the node.

After this function is enabled, clients connected to this WiFi network cannot
Isolate the WiFi Network  communicate with clients connected to other WiFi networks of the cable-free
system, thus enhancing the security of WiFi networks.

It specifies the maximum upload/download rate shared by clients connected
Shared Upload/Download to the WiFi network.

Rate No Limit: It indicates that to set no limit on the maximum upload/download
rate of the WiFi network.

4.2.3 MAC filters

Overview

On this page, you can allow or forbid WiFi network access from specified clients by setting
MAC filter rules. By default, this function is disabled.

Click Wireless > MAC Filters to enter the page. The following displays the page when the
function is enabled.

MAC Filters @

MAC Filters: [ @

MAC Address Filter

SSID MAC Address Filter

P-COM_08A8 Disable

MAC Filters List

L Add T Delete

MAC Address Remark Effective Network Status Action

Cance
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Parameter description

Parameter Description
. It specifies the status of the MAC filter function. specifies the function is disabled
MAC Filters - Lo
and specifies the function is enabled.
SSID It specifies the name of the enabled WiFi network of the node.
It specifies the MAC address filter mode.
— Disable: It specifies that the MAC address filter function is not
enabled on the WiFi network and all wireless clients are allowed to
MAC Address  pmac connect to the WiFi network.
Filter Address —  Only Allow: It specifies that only the wireless clients in the MAC
Filter Filters List are allowed to connect to the WiFi network.
— Only Forbid: It specifies that only the wireless clients in the MAC
Filters List are forbidden to connect to the WiFi network. Other
wireless clients can connect to the WiFi network.
MAC i . .
It specifies the MAC address of the wireless client.
Address
Remark It specifies the remarks of the MAC address.
Effecti e - .
ective It specifies the WiFi network on which the rule takes effect.
Network
MAC Filters
List Status It specifies the status of the rule. You can enable or disable the rule as
required.
It specifies the operations you can perform on the rule.
Action Z : Click it to edit the rule.

“ : Click it to delete the rule.

Set a MAC filters rule
Enable the MAC filters function

1. Click Wireless > MAC Filters.
2. Toggle on MAC Filters.
3. Click Save.

MAC Filters

MAC Filters: . @
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Set MAC address filter mode

1. Click Wireless > MAC Filters.
2. Select the appropriate MAC Address Filter mode as required.

3. Click Save.
MAC Address Filter
SSID MAC Address Filter
IP-COM 08A8 Disable
Disable
Only Allow
MAC Filters List Only Forbid

Add a MAC filter rule

1. Onthe Wireless > MAC Filters page, click + Add to enter the configuration page.
2. Add a MAC filter rule.

(1) Enter the MAC address of the wireless client on which the MAC filter rule applies.
(2) (Optional) Set a remark for the MAC address.
(3) Select a WiFi network on which the MAC filter rule takes effect.

'\G“D,‘ Tip

Click + to add a MAC filter rule and click — to delete an unsaved MAC filter rule.

3. Click Save.
Add X
. MAC Address Remark Effective Network Operation
|
| All + || —
--—End

You can check the newly added MAC filter rule on the Wireless > MAC Filters page.
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Example of configuring MAC filters rule
Networking requirement
An enterprise uses cable-free devices to set up a network.

Requirement: Only a procurement personnel is allowed to connect to the WiFi network
(Procurement) of the cable-free primary node for internet access.

Solution

The MAC filters function can meet this requirement. Assume that the physical address of the
computer of the procurement personnel is CC:3A:61:71:1B:6E.

Configuration procedures

1. Click Wireless > MAC Filters.
2. Enable the MAC filters function.
(1) Toggle on MAC Filters.

(2) Click Save.

MAC Filters

MAC Filters: . @

3. Setthe MAC address filter mode.

(1) Select a MAC Address Filter mode for the WiFi network “Procurement”, which is “Only
Allow” in this example.

(2) Click Save.

MAC Address Filter

SSID MAC Address Filter

Procurement Only Allow

4. Add a MAC filter rule.
(1) Click + Add.
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MAC Filters List

I
| + Add : W Delete

Eem=a

MAC Address Remark Effective Network Status Action

(2) Configure parameters in the Add window, and click Save.
- Enter CC:3A:61:71:1B:6E in the MAC Address box.

- (Optional) Enter Procurement in the Remark box.

- Select Procurement from the drop-down list of Effective Network.

Add
MAC Address Remark Effective Network Operation
CC:3A:61:71:1B: Procurement Procureme... T+ || —

Save Cancel

The MAC filters rule is added successfully. See the following figure.

MAC Filters List

+ Add T Delete
MAC Address Remark Effective Network Status Action
| CC:3A61:71:1B:6E Procurement Procurement [ @) 2
——End
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Verification

Only the above-mentioned wireless client can connect to the WiFi network “Procurement” while
others are blocked.

4.2.4 Advanced

On this page, you can configure the advanced parameters such as transmit power, network
mode, deployment mode, channel, channel bandwidth, and air interface scheduling.

Click Wireless > Advanced to enter the page.

Advanced @

2.4 GHz WiFi Network 5 GHz 1 WiFi Network 5 GHz 2 WiFi Network

2.4 GHz WiFi Network: ) Enable Disable
Transmit Power: 29
Country/Region: China

Network Mode: n+256QAM

Channel: Auto

Channel Bandwidth: 20MHz

RSSI Threshold: -100

Air Interface Scheduling: OEr.ab:e Disable

Ca“ce

Parameter description

Parameter Description
2.4 GHz/5 GHz WiFi It specifies whether to enable the wireless function of the corresponding
Network wireless band.

It specifies the transmit power of this device.
Transmit Power A higher value leads to wider WiFi coverage. However, decreasing the value
properly increases performance and security of the WiFi network.

It specifies the country or region where this device is located. Select your
Country/Region country or region to ensure that this device complies with the channel
regulations.
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Parameter Description

It specifies the WiFi network mode of the corresponding band.

Network modes of the 2.4 GHz WiFi network include 11b, 11g, 11b/g,
11b/g/n, and n+256QAM. By default, the router works in the n+256QAM
mode.

— 11b: In this mode, only 802.11b wireless clients are allowed to access
the 2.4 GHz WiFi network.

— 11g: In this mode, only 802.11g wireless clients are allowed to access
the 2.4 GHz WiFi network.

- 11b/g: In this mode, 802.11b and 802.11g wireless clients can access
the 2.4 GHz WiFi network.

- 11b/g/n: In this mode, wireless clients compliant with 802.11b or
802.11g and wireless clients working at 2.4 GHz and compliant with
802.11n can access the 2.4 GHz WiFi network.

— n+256QAM: Wireless clients compliant with 802.11b or 802.11g and
wireless clients working at 2.4 GHz and compliant with 802.11n can
access the 2.4 GHz WiFi network.

QAM, abbreviated for Quadrature Amplitude Modulation, is a
modulation scheme that moderates amplitude on two orthogonal
carriers. Using the orthogonality of sine wave and cosine wave, it
moderates two signals at the same time, improving the modulation

Network Mode efficiency. In the n+256QAM network mode, the 256-QAM modulation
mode compliant with the IEEE 802.11ac standard can be used under
the IEEE 802.11n standard in the 2.4GHz band, which improves the
single stream rate from 150 Mbps to 200 Mbps.

Note: Such improvement can be realized only when the band is 2.4
GHz band, and the transmitting an d receiving ends both support the
n+256QAM network mode. If any one end does not support
n+256QAM, the single stream rate under the 2.4 GHz band is still 150
Mbps at most. Moreover, after the network mode is set to n+256QAM,
the stability and anti-interference capability of the network will be
reduced compared with the stability and anti-interference capability
under other modes.

Network modes of the 5 GHz WiFi network include 11a, 11ac, and 11a/n
mixed. By default, the router works in the 11ac mode.

= 11a: In this mode, only 802.11a wireless clients are allowed to access
the 5 GHz WiFi network.

— 11ac: In this mode, only 802.11ac wireless clients are allowed to access
the 5 GHz WiFi network.

- 11a/n mixed: In this mode, wireless clients compliant with 802.11a
and wireless clients working at 5 GHz and compliant with 802.11n can
access the 5 GHz WiFi network.
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Parameter Description

It specifies the channel in which the wireless data is transmitted and
received. The available channels are determined by the current
country/region and wireless band.

Auto: The node automatically detects the occupation rate of channels and
Channel selects the appropriate working channel accordingly.

If connection drop, freeze or slow internet occurs frequently when you are
using the WiFi network, you can try changing the working channel. You can
check the channels with low occupation rate and little interference using
software tools (such as WiFi analyzer).

It specifies the bandwidth of the working channel. A high channel bandwidth
means a higher transmission rate, but the penetration capability is reduced
and the transmission distance is shortened.

= 20MHz: The node uses the 20MHz channel bandwidth.
— 40MHz: The node uses the 40MHz channel bandwidth.

— 20MHz/40MHz: This channel bandwidth is available only for the 2.4
GHz only. The node automatically adjusts the channel bandwidth to
20MHz or 40MHz based on the surrounding environment.

— 80MHz: This channel bandwidth is available only for the 5 GHz only.
The node uses the 80MHz channel bandwidth.

Channel Bandwidth

It specifies the minimum wireless signal strength can be received by the
band. Clients with a lower signal strength value cannot connect to the node.

RSSI Threshold When there are multiple nodes in the surroundings, an appropriate RSS!
value helps ensure wireless clients connects to the nodes with a stronger
signal.

After this function is enabled, the node fairly allocates download
transmission time to clients, which guarantees that high-speed clients and

Air Interface Scheduling low-speed clients obtain the same download transmission time. In this way,
high-speed clients can transmit more data, achieving higher system
throughput and a larger number of accessed clients.

It is abbreviated for Automatic Power Save Delivery, which is the WMM
power-saving certification protocol of the WiFi Alliance. This parameter is
APSD available only for the 5 GHz WiFi network.

Enabling APSD can reduce the power consumption of the node. By default,
this function is enabled.

It specifies short guard interval for preventing data block interference. This
parameter is available only for the 2.4 GHz WiFi network.

When wireless signal is transmitted in space, delays may occur on the

Short Gl receiving end due to multipath and other factors. If the succeeding data block
is transmitted too fast, it will cause interference to the preceding data block,
and short Gl can be used to avoid this interference. When short Gl is enabled,
wireless throughput is improved.
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Parameter Description

Choose a deployment mode based on the deployment intensity of nodes.

- Capacity-oriented: This deployment mode is generally used in
scenarios where nodes are deployed intensively, such as meeting hall,
exhibition hall, banquet hall, gym, university classroom, and airport.

Deployment Mode This mode can effectively reduce interferences between nodes.

- Coverage-oriented: This deployment mode is generally used in
scenarios where nodes are deployed loosely, such as office,
warehouse, and hospital. This mode can expand the coverage of
nodes.

If a client generates no data communication within this interval after

Client Timeout Interval . L . .
connecting to the WiFi network, the node will cut this client off.

Mandatory Rate By adjusting the mandatory rate and optional rate, you can limit access from
low-speed clients, thus improving the internet experience of other clients.

— Mandatory Rate: It is a group of mandatory rates of the node. Clients
must support these mandatory rates; otherwise, the clients will fail to

Optional Rate access the WiFi network.

— Optional Rate: It is a collection of other rates supported by the node
except for mandatory rates. These optional rates help clients realize
connection with the node at a higher rate.

4.2.5 Spectrum analysis

Specturm analysis

On this page, you can check the number of WiFi networks and channel utilization of each
channel, and select a channel with low utilization as the working channel of the node to
improve the wireless transmission efficiency.

Click Wireless > Spectrum Analysis > Spectrum Analysis to enter the page.

The following figure takes the 2.4 GHz band for illustration.

Spectrum Analysis

2.4 GHz Spectrum Analysis 5 GHz Spectrum Analysis 2.4 GHz Channel Scan 5 GHz Channel Scan

Scan: [ @
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- A channel utilization under green paint indicates an idle channel.
- A channel utilization under yellow paint indicates a crowded channel.

- Achannel utilization under red paint indicates an extremely crowded and unavailable
channel.

Channel scan

On this page, you can check the basic information of other WiFi networks in the ambient
environment, such as the WiFi network name, MAC address, channel bandwidth, signal
strength, and other information.

Click Wireless > Spectrum Analysis > Channel Scan to enter the page.

The following figure takes the 2.4 GHz band for illustration.

2.4 GHz Spectrum Analysis 5 GHz Spectrum Analysis 2.4 GHz Channel Scan 5 GHz Channel Scan

Scan: &
ID SSID MAC Address Channel Bandwidth Channel Signal Strength
1 job_584 50:2b:73:c3:6f:fb 40 13 = 61d8m
2 0fficc_3?9 d8:38:0d:94:8e:c1 20 1 ~ -75dBm
3 youth_216 c8:3a:35:00:32:8b 20 1 + -80dBm
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4.3 Smart optimization

On this page, you can optimize the entire cable-free network to enjoy a better user
experience. Click Smart Optimization to enter the page.

On this page, you can optimize the WiFi experience of the cable-free system by adjusting the
status of fast roaming, AP steering, and band steering.

Smart Optimization

Wireless Optimization

Fast Roaming: @
AP Steering: @
Band Steering: . @

Parameter description

Parameter Description

After this function is enabled, clients with 802.11r capabilities are automatically
switched to other nodes if the WiFi signal they received from the current node
decreases to the threshold value for triggering fast roaming. This process takes only
milliseconds. Enabling this function to minimize the effects on services when users are
moving across nodes.

Fast Roaming

Note: This function requires that all nodes share the same SSID and WiFi password.

After this function is enabled, clients with 802.11k and 802.11v capabilities can obtain
the network information of all the nodes and decide whether to switch to other nodes

AP Steering with better network quality accordingly. Enabling this function to disperse clients and
ensure that clients connect to more appropriate nodes.

Note: This function requires that all nodes share the same SSID and WiFi password.

After this function is enabled, the node will guide dual-band clients to connect to the
frequency band with the better network quality based on the network quality of all

Band Steering  frequency bands.

Note: This function requires that the 2.4 GHz frequency band and the 5 GHz frequency
band of the node share the same SSID and WiFi password.
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4.4 More

4.4.1 LAN settings

On this page, you can set the LAN IP address and the DHCP server.

Click More > LAN Settings to enter the page.

LAN settings

The LAN IP address is the IP address of the LAN of the node, which is also the management IP
address of the node. By default, the LAN IP address is 192.168.5.1 and the subnet mask is
255.255.255.0.

{ Back LAN Settings
LAN IP
LAN IP Address: 192.168.5.1
Subnet Mask: 255.255.255.0

Default Gateway:
Primary DNS:

Secondary DNS:

Generally, you do not need to change the LAN settings unless IP address conflict occurs, for
example, the IP address of another device in the LAN is also 192.168.5.1.

After the LAN IP address is changed successfully, you will be redirected to the login page. If
you are not redirected, verify that the IP address of the management computer and the new
LAN IP address are on the same network segment, and visit the new LAN IP address to try
again.

Parameter description

Parameter Description

LAN IP Address It specifies the IP address of the LAN port of the device, which is also the
management IP address of the device. LAN users can log in to the web Ul of the
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Parameter

Subnet Mask

Default Gateway

Primary DNS

Secondary DNS

DHCP server

Version 1.0

Description

device by visiting this IP address.

It specifies the subnet mask of the device, which is 255.255.255.0 by default. It is
used to define the address space of the network segment.

It specifies the default gateway of the device.

If the device needs to connect to the internet, the default gateway is generally
set to the LAN IP address of the exit router.

It specifies the primary DNS server address of the device.

If the exit router has DNS proxy function, enter the LAN port IP address of the
exit router here. Otherwise, enter the IP address of the correct DNS server.

It specifies the secondary DNS server address of the device. This parameter is
optional.

If you have two DNS server IP addresses, enter the other IP address here.

DHCP server can automatically assign IP address, subnet mask, gateway address, DNS and

other internet access information to LAN user devices.

In the Cable-Free (AP Mode), the DHCP server is disabled by default.

The following displays the page when DHCP server is enabled.

DHCP Server:

Start IP:

End IP:

Lease Time:

Primary DNS:

Secondary DNS:
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Parameter description

Parameter Description

DHCP Server It specifies whether to enable the DHCP server function. indicates the
function is disabled and indicates the function is enabled.

Start IP It specifies the range of IP addresses that the DHCP server can assign. The start IP

address is 192.168.5.100 and the end IP address is 192.168.5.200 by default.

'\@' Tip

After the LAN IP address is changed, if the new LAN IP address and the previous
LAN IP address are not in the same network segment, the system will
automatically match and modify the DHCP address pool to make the address
pool in the same network segment with the new LAN IP address.

End IP

It specifies the validity period of the IP address assigned by the DHCP server to
LAN devices. By default, the time is 30 minutes.

When the IP address expires:

— If the device is still connected to the cable-free network, the device will

. automatically renew and continue to occupy the IP address.
Lease Time

— If the device is not connected to the cable-free network, the node will
release the IP address. If other devices later request IP address
information, the node can assign this IP address to other devices.

You are recommended to keep the default settings unless in special
circumstances.

It specifies the primary DNS server IP address assigned by the DHCP server to
LAN devices. By default, the primary DNS server address is the LAN IP address of
the device.

Primary DNS _‘GD’_T.
)-Tip

If you enabled the DHCP server, to ensure LAN devices can access the internet
properly, please make sure that the primary DNS you set is the correct DNS
server address or DNS proxy IP address.

It specifies the secondary DNS server IP address assigned by the DHCP server to
Secondary DNS LAN devices. If this parameter is left blank, the DHCP server does not assign the
secondary DNS server IP address.

4.4.2 Remote WEB management

In general, only the devices which are connected to the node’s LAN port or WiFi network can
log in to the node's web Ul. However, the remote web management function enables you to
access the web Ul of the node remotely through the Internet when you have special
requirements (such as remote technical support). By default, this function is disabled.
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Click More > Remote WEB Management to enter the page. The following displays the page
when the function is enabled.

{ Back Remote WEB Management

Remote WEB MGMT: . @

Ri te IP:
emate Any IP

Remote Access Address: Copy

Parameter description

Parameter Description

It specifies whether to enable the remote web management function.
Remote WEB MGMT indicates the function is disabled and indicates the function is
enabled.

It specifies the IP address of the device that can remotely access the web Ul
of the router.

= Any IP: It specifies that any devices with any IP addresses on the
internet can access the web Ul of the cable-free (AP mode) node. For
Remote IP network security, this option is not recommended.

— Specified IP: It specifies that only the device with the specified IP
address can remotely access the web Ul of the cable-free (AP mode)
node. If the device is in a LAN, enter the IP address of its gateway
(public IP address).

It specifies the domain name used to remotely manage the cable-free (AP
mode) node.

Remote Access Address After you enabled the remote web management function, internet users
can visit this domain name to log in to the web Ul of the cable-free (AP
mode) node.
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The cable-free (AP mode) nodes support IEEE 802.1q VLAN and can be used in network
environments where QVLANSs are partitioned. By default, the QVLAN function is disabled.

After the QVLAN function is enabled, the Tag data is forwarded to other ports in the
corresponding VLAN according to the VID. The Untag data is forwarded to other ports in the
corresponding VLAN according to the PVID. Refer to the following table for how different link

ports receive and transmit data.

Receiving data

Link type
Receiving Tag data Receiving Untag data

Access

Forward the Tag data to other Forward th.e Tag datato

. ) other port in the

port in the corresponding corresponding VLAN

Trunk VLAN according to the VID. according to the PVID.
Configure QVLAN

Click More > QVLAN to enter the page.

Back QVLAN
QVLAN: «@
PVID: 1
Management VLAN: 1
Trunk Port: POE/LAN1 LANZ LAN3 LAN4

POE/LANT VLAN ID: 1
LAN2 VLAN ID: 1

LAN3 VLAN ID:

“ cance
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Transmitting data

Transmit it after removing the
Tag from the message.

VID = port PVID, remove the
Tag and transmit the data.

VID # port PVID, keep the Tag
and transmit the data.



Parameter description

Parameter

QVLAN

PVID

Management VLAN

Trunk Port

PoE/LAN1
VLAN ID

LAN2 VLAN ID
LAN3 VLAN ID

LAN4 VLAN ID

VLAN ID

Version 1.0

Description
It specifies whether to enable the QVLAN function. indicates the function is
disabled and indicates the function is enabled.

It specifies the ID of the VLAN to which the trunk port belongs by default, which
is 1 here.

It specifies the management VLAN ID of the node. The default value is 1 here.
After the management VLAN is modified, the management computer can
manage the node only after re-connecting to the new management VLAN.

Choose the Ethernet port (wired LAN port) serving as the trunk port of the node.
The trunk port allows all VLANSs to pass through.

Df Note

When you enable the QVLAN function, choose at least one LAN port to serve as
the trunk port. If the node has only one Ethernet port, this Ethernet port serves
as the trunk port by default.

If the Ethernet port is not set as the trunk port, it serves as an access port and its
VLAN ID can be set here.

It specifies the WiFi network currently enabled on the 2.4 GHz/5 GHz band of the
node, and the VLAN of the WiFi network.

]
'G“D'Tip

After you enabled VLAN, the WiFi network serves as an access port and its PVID is the same
with VLAN ID.

Example of configuring QVLAN

Networking requirement

A hotel uses cable-free device for wireless coverage. The cable-free device has been set to
work in the Cable-Free (AP Mode) and has been connected to the internet. The hotel has the
following requirements:

- Hotel guests can only access the internet when they are connected to the WiFi

network.

- Hotel staff can only access the hotel intranet when they are connected to the WiFi

network.
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- Hotel managers can access both the internet and the intranet when they are
connected to the WiFi network.

Solution

Assign different WiFi networks for guests, staff and managers, and use VLAN to give all users
their own access rights.
Assume that:

- The 2.4 GHz band is used to deploy WiFi networks.

- The WiFi network for guests is Internet and belongs to VLAN 2.

- The WiFi network for staff is oa and belongs to VLAN 3.

- The WiFi network for managers is VIP and belongs to VLAN 4.

I
N
I

WA
Router e
Al

LAN
Internal server

PoE Switch %
|

PoE WAN/LAN
|

Cable-free primary nod@ Guests’ WiFi network: internet VLAN2
Cable-free (AP mode) \é_'p Staff’s WiFi network: oa ~ VLAN3
Manager's WiFi network: VIP VLAN4
=

Configuration procedures
I. Configure cable-free device.

1. Logintothe web Ul of cable-free device, click More > QVLAN.

2. Toggle on QVLAN.

3. Modify the VLAN ID of each WiFi network on the 2.4 GHz band. The VLAN ID of Internet is 2,
the VLAN ID of oa is 3, and the VLAN ID of VIP is 4.

4. Click Save.
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2.4GHzNetwork
Wireless Network SSID VLAN ID (1~4094)
Wireless Network1 nternet 2
Wireless Network2 oa 3
Wireless Network3 VIP 4

Il. Configure the switch.

Deploy IEEE 802.1q VLAN on the switch. See the following table.

Port connected to VLAN ID Port property PVID
Cable-free primary node 1,2,3,4 Trunk 1
Internal server 3,4 Trunk 1
Router 2,4 Trunk 1

Keep default settings for other unmentioned ports. Refer to the user guide of switch for
detailed configurations.

lll. Configure the router and internal server.

To ensure that wireless clients connected to the cable-free device can access the internet
properly, the router and the internal server should support QVLAN and have QVLAN
configured. See the following table.

Router:
Port connected to VLAN ID Port properties PVID
Switch 2,4 Trunk 1

Internal server:
Port connected to VLAN ID Port properties PVID

Switch 3,4 Trunk 1

Refer to the user guide of the target device for detailed configurations.
----End

261



Version 1.0

Verication

Users connected to Internet can only access the internet, users connected to oa can only
access the intranet, and users connected to VIP can access both the internet and the intranet.
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4.5 Maintenance

4.5.1 Reboot

If a parameter does not take effect or the device does not work properly, you can try
rebooting the device to resolve the problem.

'\@‘ Tip

When you reboot the primary node, secondary nodes reboot too.

Click Maintenance > Reboot to enter the page. The prompt window appears. Confirm the
message and click Reboot.

Reboot X

Rebooting the router disconnects all the connections. The
rebooting process lasts 2 minute.

4.5.2 Upgrade

Overview
Click Maintenance > Upgrade to enter the page.

On this page, you can upgrade the firmware of the cable-free device, so as to experience
more functions and get a better user experience.
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The cable-free device supports local upgrade and online upgrade.

< Back Upgrade

Firmware Upgrade

Local Upgrade Online Upgrade

Model SN Location Current Version Status
EW15DV1.0 L] EW15DV1.0 V16.01.0.6(2368) Online
EW15DV1.0 Giitieettattn EW15DV1.0 V16.01.0.6(2368) Online

Parameter description

Parameter Description

Go to www.ip-com.com.cn to download the latest firmware to your local

Local U d
ocal Upgrade computer, and upgrade the router manually.

When the router is connected to the internet, you can select the device to be
Online Upgrade upgraded and click Online Upgrade. The device will download the firmware
and upgrade the firmware automatically.

Local upgrade

|__|/ Note

To make sure the upgrade is performed properly and the cable-free device is not damaged, ensure that:
- The correct upgrade file is used. Generally, a firmware upgrade file has a suffix of .bin

- During the upgrade, do not power off the device.

1. Visit www.ip-com.com.cn, download the upgrade firmware of the model to your computer,

and unzip it.

2. Login to the web Ul of your device, click Maintenance > Upgrade, and locate the Firmware
Upgrade module.

3. Select the cable-free device to be upgraded, and click Local Upgrade.
Click Browse, select and upload the firmware that has been downloaded to your computer.
Ensure that the suffix of the firmware is “.bin”.

5. Click Upgrade. Wait until the progress bar completes.
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'\@' Tip

The file loading button of different browsers may differ. Chrome is taken for illustration here.

Upgrade X

Select an upgrade file: Browse Upgrade

——End

After the progress bar completes, you can log in again and check the current software version
number of the device on the Upgrade or System Status page to confirm whether the upgrade
is successful.

'\@‘ Tip

To better experience the stability and new functions of the firmware, after the upgrade, you are
recommended to restore the cable-free device to factory settings and configure it again.

Online upgrade

When the device is connected to the internet, you can select the device to be upgraded and
click Online Upgrade. The device will download the firmware and upgrade the firmware
automatically.

< Back Upgrade

Firmware Upgrade

Local Upgrade Online Upgrade

Model SN Location Current Version Status

EW150V1.0 I EW15DV1.0 V16.01.0.4(2024) Downloading...
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4.5.3 Reset

Overview

If the internet is inaccessible for unknown reasons, or you forget the login password, you can
reset the device to resolve the problems.

The device supports two resetting methods:

— Reset the device using web Ul
— Reset the device using the RESET button

After the reset, the default LAN IP address of the cable-free device is 192.168.5.1

|__|/ Note

- After the reset, the cable-free device will be restored to factory settings and you can access the internet
only after you reconfigure it. Reset device with caution.

- To avoid damaging the device, ensure that the device is powered on throughout the reset.

Reset the device using web Ul

'\@‘ Tip

When you reset the primary node using web Ul, secondary nodes are also reset and restored to factory
settings.

On the Maintenance > Reset page, confirm the information and follow the on-screen
instruction to reset the device.

Reset X

The device reboots after being reset. Continue?
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Reset the device using the RESET button

If you forget your login password, but need to log in to the web Ul of the device, you can use
the hardware RESET button on the device to reset it, and configure it again.

When the SYS LED indicator is blinking, hold down the RESET button with a needle-like object
for about 8 seconds and release it when all the LED indicators light solid green. When the SYS
LED indicator blinks again, the device is reset successfully.

4.5.4 Password manager

Overview
Click Maintenance > Password Manager to enter the page.

On this page, you can modify the password of the administrator. You need to set the
password the first time you use the cable-free device.

Modify login password
1. Click Maintenance > Password Manager to enter the page.
2. Locate the target account type and modify the password.

3. Click Save.
< Back Password Manager
Account Type Password Permission
Administrato admin All permissions
--—-End

You will be redirected to the login page. Enter the password you set, and click Login to log in
to the web Ul of the device.

4.5.5 Custom reboot

Overview

On this page, you can set the cable-free device to automatically reboot periodically to avoid
such phenomena as deteriorating performance and instability caused by long time operation.
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Click Maintenance > Custom Reboot to enter the page.

The device supports cyclic reboot and reboot schedule.
- Cyclic Reboot: The device automatically reboots every specified interval.

- Reboot Schedule: The device automatically reboots on the specified time and date.

Reboot schedule

'\@,‘ Tip

To enable reboot schedule function to work properly, ensure that the System time of your cable-free device

is correct.
1. Click Maintenance > Custom Reboot to enter the page.
2. Toggle on Custom Reboot.
3. Set the time, which is 3 hrs 0 min in this example.
4. Set the date, which is Every Day in this example.
5. Click Save.
< Back Custom Reboot
Custom Reboot &
Maintenance Type: Reboot Schedule
Reboot Time: 3 hrs | 0 min
Reboot on: © Every Day Specified Date and Time
Repeat: Mon. Tues. Wed. Thur. Fri. Sat. Sun.
—End

The device automatically reboots every 3 am in the morning.

Cyclic reboot
1. Click Maintenance > Custom Reboot.
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2. Toggle on Custom Reboot.

3. Select Cyclic Reboot.

4. Set theinterval.

5. Click Save.

< Back Custom Reboot
Custom Reboot . @
Maintenance Type: Cyclic Reboot
Interval: 24
-—End

The device automatically reboots every specified interval.

4.5.6 Backup/restore

Overview

You can use the backup function to copy the current configurations of the cable-free device
to the local computer and use the restore function to restore the configurations of the cable-
free device to the backed up configurations.

You are recommended to back up the configuration after it is significantly changed. When the
performance of your device decreases because of an improper configuration, or after you
restore the device to factory settings, you can use this function to restore the configuration
that has been backed up.

Click Maintenance > Backup/Restore to enter the page.

Backup
1. Click Maintenance > Backup/Restore.
2. Click Backup. The system exports a RouterCfm.cfg file to your local computer.
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<  Back Backup/Restore

Backup: Backup

Restore: Browse Restore

~——-End

Restore

1. Click Maintenance > Backup/Restore.

2. Click Browse, and upload the configuration file ending with .cfg.
3. Click Restore.

'\@,‘ Tip

The file loading button of different browsers may differ. Chrome is taken for illustration here.

{ Back Backup/Restore

Backup: Backup

Restore: Browse Restore

--—-End

A reboot progress bar appears. When the progress bar reaches 100%, the device is restored
successfully.

4.5.7 System log

System logs record information about system running status and the operation you
performed on it. When system malfunctions occur, you can use system log for
troubleshooting.

Click Maintenance > System Log to enter the page.
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{ Back System Log

Export Log Log Type: All
ID Time Log Type Log Content

1 2021-03-16 17:45:47 System Log [system] AP receive discovery respone packet is failure.

2 2021-03-16 17:45:37 System Log [system] AP receive discovery respone packet is failure.

3 2021-03-16 17:45:27 System Log [system] AP receive discovery respone packet is failure.

4 2021-03-16 17:45:17 System Log [system] AP receive discovery respone packet is failure.

5 2021-03-16 17:45:07 System Log [system] AP receive discovery respone packet is failure.

6 2021-03-16 17:44:57 System Log [system] AP receive discovery respone packet is failure.

7 2021-02-16 17:44:47 System Log [system] AP receive discovery respone packet is failure.

The time of the logs depend on the system time of the cable-free device. To make sure the
time of the logs are correct, please set correctly the system time of the cable-free device first.

|__|/ Note

- The cable-free device records only the logs occurred after the last reboot.

- After a power cutoff, such operations as power-on again, firmware upgrade, backup/restore, and reset

will all cause the cable-free device to reboot.

4.5.8 Diagnostic tool

Overview

You can execute Ping/Traceroute command on this page.

- Ping: Used to check whether the connection is correct and the connection quality.

— Traceroute: Used to detect the route from the cable-free device to the destination IP
address or domain name.

Click Maintenance > Diagnostic Tool to enter the page.
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Execute Ping command
Assume that you need to detect the connectivity between the device and the Bing website.

Configuration procedures:

Click Maintenance > Diagnostic Tool.

Select Ping from the drop-down list of Diagnostic Tool.

Enter the IP address or domain name of the ping target, which is cn.bing.com in this example.
Set No. of Ping Packets. You are recommended to retain the default settings.

Set Ping Packet Size. You are recommended to retain the default settings.

Click Start.

——End

QU RwnhNE

The diagnosis result is shown in the lower part of the page. See the following figure.

Back Diagnostic Tool
Diagnostic Toal: Ping
IP/Domain Name: cn.bing.com
No. of Ping Packets: 4

Ping Packet Size:

Start

Execute Traceroute command
Assume that you need to detect the path from the device to Bing website.

Configuration procedures:

1. Click Maintenance > Diagnostic Tool.

2. Select Traceroute from the drop-down list of Diagnostic Tool.

3. Enter the IP address or domain name of the traceroute target, which is cn.bing.com in this
example.

4. Click Start.
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--—-End

The diagnosis result is shown in the lower part of the page. See the following figure.

Back Diagnostic Tool

Diagnostic Tool:

IP/Domain Name: cn.bing.com

4.5.9 System time

To make the time-related functions effective, ensure that the system time of the device is set
correctly.

The device supports:

— Sync with internet time

- Manual
By default, sync with internet time is chosen.

Click Maintenance > System Time to enter the page.

Sync with internet time

If you choose this method, the device automatically synchronizes its system time with the
network time server (NTS). As long as the device is connected to the internet, the system
time is correct.

After the configuration, you can enter the System Status page to check whether the system
time of the cable-free device is correct.

273



Version 1.0

¢  Back System Time
System Time: °' Sync with Internet Time Manual
Sync Interval: 0.5 hrs
Time Zone: (GMT + 08: 00) Beijing, Chongging, Hong Kong, Urumgi

Parameter description
Parameter Description

System Time L .
¥ sync with internet time and manual.

Sync Interval

It is used to choose the configuration method of the system time. The options include

It specifies an interval at which the device synchronizes its system time with the time
server on the internet. By default, the device performs synchronization every 0.5 hours.

Time Zone It specifies the time zone where the device is deployed.

Manual

If you choose this method, you can manually specify a system time for the device. Every time

the cable-free device reboots, you have to reconfigure the system time. The following

displays the page when Manual is chosen.

¢  Back System Time
System Time: Sync with Intemnet Time o Manual
Date: 2021 Year | 03 Month 17
Time: a9 hrs 23 min 06

Sync with Local PC Time
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Parameter

System Time

Date

Time
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Description

It is used to choose the configuration method of the system time. The options
include sync with internet time and manual.

You can directly enter the correct time here. Or, you can click Sync with Local
PC Time to synchronize the time of the cable-free device with that of the
computer managing the cable-free device.

After the configuration, you can enter the System Status page to check whether the system
time of the cable-free device is correct.
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Appendix

Parameter

Default

Login

Management domain name

www.ipcwifi.com

Management IP address

192.168.5.1

Login password

No password

Working mode

Cable-free (Router mode)

Mesh networking mode

Wireless networking

LAN IP address 192.168.5.1
Settings  sybnet mask 255.255.255.0
DHCP server Enabled in router mode, disabled in AP mode
Start IP address 192.168.5.31
DHCP End IP address 192.168.5.200
server
Lease time 0.5 hrs
Primary DNS 192.168.5.1
Enabled
SSID for the 2.4/5 GHz bands are the same
Primary WiFi network SSID: IP-COM_XXXXXX, in which XXXXXX indicates
Wireless the last 6 characters of the LAN MAC address of

the cable-free device.

WiFi password: no password

Guest network

Disabled

Node management

Enabled

System time

Sync with internet time
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Acronym or Abbreviation

Full Spelling

AC Access Controller

AES Advanced Encryption Standard

AH Authentication Header

AP Access Point

APSD Automatic Power Save Delivery

ARP Address Resolution Protocol

CPU Central Processing Unit

CRM Customer Relationship Management
DDNS Dynamic Domain Name Service
DDoS Distributed Denial of Service

DES Data Encryption Standard

DHCP Dynamic Host Configuration Protocol
DMZ Demilitarized Zone

DNS Domain Name System

DPD Dead Peer Detection

ERP Enterprise Resource Planning

ESP Encapsulating Security Payload
FQDN Fully Qualified Domain Name

FTP File Transfer Protocol

Gl Guard Interval

GMT Greenwich Mean Time

HTTP Hyper Text Transfer Protocol

ICMP Internet Control Message Protocol
ID Identity Document

IEEE Institute of Electrical and Electronic Engineers
IKE Internet Key Exchange

IP Internet Protocol

IPsec Internet Protocol Security
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Acronym or Abbreviation

Full Spelling

ISAKMP Internet Security Association Key Management Protocol
ISP Internet Service Provider

L2TP Layer 2 Tunneling Protocol

LAN Local Area Network

MAC Medium Access Control

MGMT Management

MTU Maximum Transmission Unit

NAT Network Address Translation

NTS Network Time Server

OA Office Automation

PFS Perfect Forward Secrecy

PoE Power over Ethernet

POP Post Office Protocol

PPP Point to Point Protocol

PPPoE Point-to-Point Protocol over Ethernet
PPTP Point to Point Tunneling Protocol
PSK Pre-shared Key

PVID Port-base VLAN ID

QAM Quadrature Amplitude Modulation
RF Radio Frequency

RSSI Received Signal Strength Indicator
SA Security Association

SHA Secure Hash Algorithm

SMS Short Messaging Service

SMTP Simple Mail Transfer Protocol

SN Serial Number

SPI Security Parameter Index

SSID Service Set Identifier

SSL Secure Sockets Layer

SYN Synchronize Sequence Numbers
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Acronym or Abbreviation

Full Spelling

TCP Transmission Control Protocol
uDP User Datagram Protocol

ul User Interface

UPnP Universal Plug and Play

URL Uniform Resource Locator
VID VLAN Identity Document
VLAN Virtual Local Area Network
VPN Virtual Private Network
WAN Wide Area Network

WLAN Wireless Local Area Network
WMM Wi-Fi Multi-media

279



	1 Login
	2 Web UI
	3 Cable-Free (Router Mode)
	4 Cable-Free (AP Mode)
	Appendix

